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Bit Commitment
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Bit Commitment
breaking the hiding condition
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Bit commitment is useful for...

e Coin tossing

e Zero-knowledge proofs

e Multipartite computation
e Voting schemes

e Submission schemes



Coin Toss from Bit Commitment
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Quantum bit commitment with unconditional
security for both parties is impossible!

H. K. Lo, H. F. Chau.

Is Quantum Bit Commitment Really Possible?
Physical Review Letters,

vol. 78, no 17, April 1997, pages 3410-3413.

Dominic Mayers.

Unconditionally Secure Quantum Bit
Commitment is Impossible.

Physical Review Letters,

vol. 78, no 17, April 1997, pages 3414-3417.



Quantum bit commitment (with conditional
security) is still possible...

Physical assumptions (L. Salvail, 1998):

“Alice cannot perform generalized measurement
over n qubits coherently”

Conditionally binding, unconditionally hiding.

Computational assumptions (this paper):
“Quantum one-way permutations exist.”
Conditionally binding, unconditionally hiding.

Noisy channel assumptions

Etc



One-Way Permutation
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One-Way Permutation
breaking the one-way condition
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One-way functions: classical candidates

e Number theory
e Multiplication (factoring is hard)
e RSA
e Modular exponentiation (discrete log is hard)
° ...
e Coding theory
e Lattices
e Subset-sum problem
e Elliptic curves

e Polynomials
° ...



AJLINOSS [RUOIIIPUOIU()

(F861 ‘pres
-seaq D ‘peuneg ‘H D) MO

popoou
uorjduwnsse [euorjeinduo))

(9261 ‘wew(pH
WO oWIa M) dBuey
X A9y  UURW[PH-OWHI

wnjuen()

[es1ssern)

(uoryeIoULS A0y 10I100S)
Ayderso)dAio sorjred 3ursniy omJ,




.?@Q@Q
SIU1) UOIJORIDIUL PISU J0U Op

IIAMWO wnjuenb uo paseq NHY

(G661
‘0eX "D DV ¥661 ‘neadar)
‘D) LO 10} juenigns st Hg

(8661 ‘Bunox "N ‘uesoyey
-JURA Y ‘AYSA0IISO) Y ‘10N
Ev uorjoeIoiul  JO  Spunod

(%) spodu ([TAM Q) suoryeInu
-10d Aem-ouo UuO paseq NHY

(1,O) Ioysueny
SNOTAT[(O I0J JUSIOIJNS 9 10U

poou (Ng) JuoWIWWOD 1

wnjuend)

[en1sser)

(yuomIjTIIUIOD 91q)
Ayderso)dAIo sorjred SUISNIISIUL OMT,




Oblivious Transter
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One-way permutations: quantum candidates

?



What other cryptographic reductions
may be adapted to a quantum computer?

Computationally based quantum cryptography
is a rich domain!



