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1 NOTATIONS.

P = {peN : pisprime} = {2,3,5,7,11,13,17,19, 23,29, .. },
Zn = {0,1,...,n—1},
Z,, = {x€Zyp : ged(z,n) =1}

2 DEFINITION (group). A set G together with an operation o defined on G is a group if the following
axioms are satisfied:

o (associativity) Vz,y,z2 € G : (zoy)oz=1zo0(yoz),

o (neutral element) Ie € G : Ve € G : eox=zxoe=uz,

o (inverses)Vx € G : 3x' € G : zoz' =2'ox =e.
The group is commutative if:

Ve,ye G : zoy=youm.

The finite group G is cyclic if:

daoeG: G={e, a,ao0a, aocaoaq, ..., @0---0a},
~——

|G|—1 times

and « is called a generator of G. Note that if G is cyclic then G is commutative.

3 THEOREMS.
The set Z,, is a cyclic group with respect to addition modn.
The set Z}, is a commutative group with respect to multiplication modn.

If p € P, then Z}, is a cyclic group with respect to multiplication modp.

4 DEFINITION (Euler function).
def | s
¢(n) = |Zy).

5 THEOREM (Lagrange).
Vn>1VeeZ: : %™ modn =1.



6 DEFINITIONS (quadratic residues and quadratic non-residues).

Qn def {zeZr: (3z€Z : 2*>modn = 2)},

If x € Q, then z is called a quadratic residue modn. If x € Q,, then z is called a quadratic non-residue
modn.

def

7 THEOREM (FEuler’s criterion). Let p € P be odd, then:

a €@y = a'T mod p = 1.

8 DEFINITIONS (Legendre and Jacobi symbols).

Let p € P be odd and let a € Z, then the Legendre symbol of a and p is:

0 ifamodp=0

<E> df {y ifamodpe @y -
P —1 ifamodpe€ @,

Let n > 3 be odd and let n = p{*p5* ...p;* be the prime factorization of n. Let a € Z. The Jacobi symbol
of a and n is: . . .
H=G) G -G
n 2 p2) T \m/)

9 THEOREM (Chinese remainder theorem). Let my, ma, ..., m, be pairwise relatively prime positive inte-
gers, and let a1, as,...,a, € Z. Then the system of r congruences

= a; (mod m;)

= ay (mod ms)

x = ar (modm,)

has a unique solution modulo M = mims ... m,, given by

T = Z a; M;y; mod M,

i=1

where M; = M/m; and y; = Mi_1 mod m;.



