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Conventional Cryptography

public subroutines: encr(), decr()

Alice Bob
secret key: k secret key: k
message: T

y < encr(k,x)

decr(k,y) =z

Public Key Cryptography

public subroutines: encr(), decr()

Alice Bob
message: T secret key: d
public key: e

y < encr(e, x)

decr(d,y) =z




Message Authentication
public subroutine: hash()

Alice
secret key: k
message: &

Bob
secret key: k

y < hash(k, z)

hash(k,z) =y

Digital Signature

public subroutines: sign(), verif()

Alice
secret key: k
public key: [
message: T

Bob

y < sign(k, x)

verif(l,z,y) = 0K




