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|emax| ≤ ∂ ≪ p/8k

Approximate Integer GCD
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ΩΩ(s)-p[ΩΩ(s)/p] = small even error

103jeudi 18 juillet 13



AIGCD encryption

104jeudi 18 juillet 13



AIGCD encryption
SK : p

104jeudi 18 juillet 13



PK : z0, z1, z2,..., zk, ∂ ≪ p/8k ≪ ∂′≪ p/2

AIGCD encryption
SK : p

104jeudi 18 juillet 13



PK : z0, z1, z2,..., zk, ∂ ≪ p/8k ≪ ∂′≪ p/2

AIGCD encryption
SK : p

ei ∈U [-∂...+∂]

104jeudi 18 juillet 13



PK : z0, z1, z2,..., zk, ∂ ≪ p/8k ≪ ∂′≪ p/2

AIGCD encryption

s ∈U {0,1}n
enc(b) = ΩΩ(s)+2e+b

e ∈U [-∂′...+∂′]

SK : p

ei ∈U [-∂...+∂]

104jeudi 18 juillet 13



PK : z0, z1, z2,..., zk, ∂ ≪ p/8k ≪ ∂′≪ p/2
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[EGL85]
[GMW87]

INGREDIENTS:

Public-Key Cryptosystem (TOWP) 
                        (enc, dec)

and hard-core predicate π
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[EGL85]
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[GMW87]

encB(®0)                U0
         ®1                  U1

           Z0              π(decB(U0))⊕B0

           Z1               π(decB(U1))⊕B1

Use ZK proofs to make sure 
both parties follow protocol.

c=0                            B0,B1

127jeudi 18 juillet 13



[Goldreich02]

DDeeffiinniittiioonn ((EEnnhhaanncceedd TTOOWWPP))

AA TTOOWWPP eenncc iiss eennhhaanncceedd iiff
tthheerree eexxiissttss aa PPPPTT aallggoorriitthhmm
ttoo sseelleecctt rraannddoomm eelleemmeennttss
ffrroomm tthhee iimmaaggee ooff eenncc

wwiitthhoouutt kknnoowwlleeddggee ooff tthhee
ccoorrrreessppoonnddiinngg pprree--iimmaaggee..
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m0=π-1(B0)
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B0,B1                               c
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encA(m0)                U0
encA(m1)                 U1

           Z                 REA(®,Uc)

[GM84]
[BCR86]

Random Self-Reducible

B0,B1                               c
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[AL83]

Definition (RSR cryptosystem)
A cryptosystem (enc,dec) is Random Self-Reducible if 
there exists a pair of PPT algorithms (RE,RD) such that 
for all ®,m                                    ( re-encrypt,re-decrypt )

            RD(®,dec(RE(®,enc(m))))=m
and
            RE(®,enc(m))     is a uniform ciphertext

when ® is uniform.

DDeeffiinniittiioonn ((RRSSRR EEnnccrryyppttiioonn SScchheemmee))

AA ppuubblliicc--kkeeyy eennccrryyppttiioonn sscchheemmee ((eenncc,,ddeecc)) iiss
RRaannddoomm--SSeellff--RReedduucciibbllee iiff tthheerree eexxiissttss aa ppaaiirr ooff PPPPTT
aallggoorriitthhmmss ((RRSSRR,,RRSSRR--11)) ssuucchh tthhaatt ffoorr aallll ®®,,mm,,

RRSSRR--11((®®,,ddeecc((RRSSRR((®®,,eenncc((mm)))))) == mm

aanndd
RRSSRR((®®,,eenncc((mm)))) iiss aa uunniiffoorrmm cciipphheerrtteexxtt

wwhheenn ®® iiss uunniiffoorrmm..
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encA(m0)                U0
encA(m1)                 U1

           Z                 REA(®,Uc)
decA(Z)                   y

[GM84]
[BCR86]B0,B1                               c
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encA(m0)                U0
encA(m1)                 U1

           Z                 REA(®,Uc)
decA(Z)                   y
                             mc=RDA(®,y)
                              Bc=π(mc)

[GM84]
[BCR86]

m0=π-1(B0)
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B0,B1                               c
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encA(m0)                U0
encA(m1)                 U1

           Z                 REA(®,U0+U1)
decA(Z)                   y
                   B0⊕B1=π(RDA(®,y))

[GM84]
[BCR86]

m0=π-1(B0)

m1=π-1(B1)

B0,B1                      c=⊕
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encA(m0)                U0
encA(m1)                 U1

           Z                 REA(®,Uc)
decA(Z)                   y
Use ZK proofs to make sure 
both parties follow protocol.

[BCR86]B0,B1                               c
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OT Implementations

Rabin/Factoring

Paillier

ElGammal

RSA

Goldwasser-Micali
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(3)
Post-Quantum

Secure OT
Implementations
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2008

Post-Quantum OT
2008
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bb

bbbb,, 2299 -- 4411 -- 0022 -- 1177

CCOOMMMMIITT

UUNNVVEEIILL

BBIITT CCOOMMMMIITTMMEENNTT

Oblivious
Transfer

B0

B1

Bc

C

Oblivious
Function
Evaluation

x

f(x,y)

y

g(x,y)
f,g

Quantumly Secure
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Quantum
One-way
Function

Quantum Enhanced
Trapdoor
One-way
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1/2-OT
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Quantum ETOWP

Factoring

Elliptic Curves

ElGammal

RSA
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Quantum ETOWP

McEliece

Approximate GCDLWE

Lattices
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Quantum Random-
Self-Reducible
Encryption
Scheme
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Quantum RSR Encryption

Rabin/Factoring

Paillier

ElGammal

RSA

Goldwasser-Micali
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McEliece

Approximate GCD

LWE

Lattices

Quantum RSR Encryption
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Quantum Weakly
Random-Self-Reducible

Encryption
Scheme

Oblivious
Transfer

B0

B1

Bc

C

Quantumly Secure
Classically Implemented

B0

B1

Bc

C
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This work : [CK13]
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This work : [CK13]

INGREDIENTS:
Public-Key Cryptosystem    (enc, dec)
and hard-core predicate        π
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This work : [CK13]
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Define  enc′= enc(π-1(•)),  dec′= π(dec(•))
we need (enc′,dec′) be semantically sec.
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This work : [CK13]

INGREDIENTS:
Public-Key Cryptosystem    (enc, dec)
and hard-core predicate        π

Define  enc′= enc(π-1(•)),  dec′= π(dec(•))
we need (enc′,dec′) be semantically sec.

We also need (enc,dec) to be wRSR.
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This work : [CK13]
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Definition (wRSR cryptosystem)
A cryptosystem (enc,dec) is weakly-Rand-Self-Reducible if 
there exists a pair of PPT algorithms (RE,RD) such that 
for all ®,m                                    ( re-encrypt,re-decrypt )

                               RD(®,dec(RE(®,enc(m))))=m
and for all m,m′
                               RE(®,enc(m)) ~ RE(®,enc(m′))

for ® according to some PPT samplable distribution.

This work : [CK13]
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                               RD(®,dec(RE(®,enc(m))))=m
and for all m,m′
                               RE(®,enc(m)) ~ RE(®,enc(m′))

for ® according to some PPT samplable distribution.
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Definition (wRSR cryptosystem)
A cryptosystem (enc,dec) is weakly-Rand-Self-Reducible if 
there exists a pair of PPT algorithms (RE,RD) such that 
for all ®,m                                    ( re-encrypt,re-decrypt )

                               RD(®,dec(RE(®,enc(m))))=m
and for all m,m′
                               RE(®,enc(m)) ~ RE(®,enc(m′))

for ® according to some PPT samplable distribution.

Notice however that RE(®,enc(m) might not be a valid 
ciphertext, but dec(RE(®,enc(m)) still make sense.

This work : [CK13]
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[BCR86]

[CK13]

Z0 = Z = Z1

Z0 ~ Z1
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[BCR86]
[CK13]

m0=π-1(B0)

m1=π-1(B1)
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encA(m0)                U0
encA(m1)                 U1

m0=π-1(B0)

m1=π-1(B1)

[BCR86]
[CK13]B0,B1                               c
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encA(m0)                U0
encA(m1)                 U1

           Zc                 REA(®,Uc)

[CK13]B0,B1                               c
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encA(m0)                U0
encA(m1)                 U1

           Zc                 REA(®,Uc)

[CK13]

Zc

B0,B1                               c
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encA(m0)                U0
encA(m1)                 U1

           Zc                 REA(®,Uc)
decA(Zc)                   yc

[CK13]B0,B1                               c
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encA(m0)                U0
encA(m1)                 U1

           Zc                 REA(®,Uc)
decA(Zc)                   yc

                             mc=RDA(®,yc)
                              Bc=π(mc)

[CK13]
m0=π-1(B0)

m1=π-1(B1)

B0,B1                               c
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cheA(m0)                U0
cheA(m1)                 U1

           

[CK13]B0,B1                               c

      Zc                 REA(®,Uc)
decA(Zc)               yc

                         Bc=π(RDA(®,yc))
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cheA(m0)                U0
cheA(m1)                 U1

           

[CK13]B0,B1                               c

      Zc                 REA(®,Uc)
decA(Zc)               yc

                         Bc=π(RDA(®,yc))

Zc
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encA(m0)                U0
encA(m1)                 U1

           Zc                 REA(®,Uc)
decA(Zc)                   yc

Use ZK proofs to make sure 
both parties follow protocol.

m0=π-1(B0)

m1=π-1(B1)

[CK13]B0,B1                               c
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McEliece

Approximate GCD

LWE

Lattices

Quantum wRSR Encryption
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(4)
Post-Quantum Secure OT

Example :
Approximate Integer GCD
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encA(s0,e0,b0)                 U0
encA(s1 ,e1 ,b1 )                   U1

Approximate Integer GCD
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encA(s0,e0,b0)                 U0
encA(s1 ,e1 ,b1 )                   U1

           Zc                Uc+encA(s,E,b) mod x0

Approximate Integer GCD
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encA(s0,e0,b0)                 U0
encA(s1 ,e1 ,b1 )                   U1

           Zc                Uc+encA(s,E,b) mod x0

                                                    = encA(s′,ec+E,bc⊕b)

Approximate Integer GCD
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encA(s0,e0,b0)                 U0
encA(s1 ,e1 ,b1 )                   U1

           Zc                Uc+encA(s,E,b) mod x0

secure if |e0| ≪ |E|, |e1| ≪ |E|
U0+encA(s,E,b) mod x0 ~ U1+encA(s,E,b) mod x0

Approximate Integer GCD
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encA(s0,e0,b0)                 U0
encA(s1 ,e1 ,b1 )                   U1

           Zc                Uc+encA(s,E,b) mod x0

decA(Zc)                   yc

                             bc=yc⊕b

Approximate Integer GCD
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encA(s0,e0,b0)                 U0
encA(s1 ,e1 ,b1 )                   U1

           Z                U0+U1+encA(s,E,b) mod x0

decA(Z)                   y
                             b0⊕b1=y⊕b

Approximate Integer GCD
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encA(s0,E0,b0)                 U0
encA(s1 ,E1 ,b1 )                   U1

           Zc               Uc+encA(s,E,b) mod x0

decA(Zc)                   yc

                             bc=yc⊕b

Approximate Integer GCD
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encA(s0,e0,b0)                 U0
encA(s1 ,e1 ,b1 )                   U1

           Zc                Uc+encA(s,E,b) mod x0

decA(Zc)                   yc

Use ZK proofs to make sure 
both parties follow protocol.

Approximate Integer GCD
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[CK13]

Use ZK proofs to make sure 
both parties follow protocol.
Use encA(s,e,b) to implement 
both Bit Commitments : 
protocol is not Quantum Secure.
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(5)
Conslusions &
Open Problems
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Quantum Weakly
Random-Self-Reducible

Encryption
Scheme

Oblivious
Transfer

B0

B1

Bc

C

Quantumly Secure
Classically Implemented

Quantum wRSR Encryption

A new general methodology
Several Implementations
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McEliece

Approximate GCD

LWE

Lattices

Quantum wRSR Encryption

???
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Prove Quantum Security when 
using encA(s,E,b) to implement 
both Bit Commitments.

Quantum wRSR Encryption
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by Claude Crépeau
School of Computer Science

McGill University
joint work with Raza Ali Kazmi

Oblivious Transfer
from Weakly

Random-Self-Reducible
Encryption
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Approximate Integer 
GCD based crypto

§
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