3.1.2) One-time pad

EESILEIRGEY - Vernam Q-cipher (various sources)
Quantum Ciphertext
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symmetric encryption
of Quantum messages

encryption

decryption E

Information Theoretical Security
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One-time Q-pad
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(3.1.2) One-time pad
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3.1.2b) one-time pad

two random bits
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3.1.2a) One-time pad

EESIEIRGEY - Vernam Q-cipher (various sources)
Quantum Ciphertext
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symmetric encryption

encryption

|P) |C)

decryption

Information Theoretical Security
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ernam Q-cipher
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3.1.2a) one-time pad

['¥)
a,b random bit key
¥)= 6,05 [¥')

a,b random bit key
)= oo |)

© ClauderCrepeaunZ0022008 12



One-time Q-encryption

ith error

Completeness:

~m/m

Secrecy:

% _)E _)m»
le()>’|\|Il> D(p09p1)=Tr(|po_pll)<8

© Claude CrepeaunZ002Z00/8
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One-time Q-encryption with error >0

Lower bounds:

[IMTWOO]
Arbitrary quantum state = 2 bits / qubit

[HLSWO03]
Arbitrary quantum state but not

entangled with eavesdropper ~ 1 bit / qubit

© Claude CrepeaunZ2002200/8 14




3.1.3) One-time Q-Authentication

o
OESSIEIRGY - O-Authentication (BCGST)

Quantum message+tag

OVERUIURGY - Authenticated Q-teleportation
Classical message+tag
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symmetric authentication

authentication

verification

Information Theoretical Security

16
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S Authenticated Q-Teleportation
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3.1.3b) One-time Q-Authentication

(
L
Q-4

()

i@j
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3.1.3a) One-time Q-Authentication

-
EESILIRGEY - Q-Authentication (BCGST)

Quantum message-+tag
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symmetric authentication

authentication

M) | T)

L\COmED

Information Theoretical Security

verification
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One-time Q-Authentication

M m-+s qubits
A [e— T
ek
m-+s qubits m qubits
T v — V]
k —> D e {|acc), [rE7) }
ek
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One-time Q-Authentication

For any pure state |v) consider the measurement on (M',D)
such that

* output Right  if M'=|y) or if D=[rEs)
e output Wrong otherwise

The corresponding projectors are

R ,= (W)Y ®1, + I, ® [RETXRE)| — [WXW| @ [REI)RE]

W\\p): Iy — [WXW]) ®|acc)acc]

24
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One-time Q-Authentication

Completeness:

m+s qubits m-+s qubits m+1 qubits

V|y) Tr(R‘wp)zl-z'g(S)

© ClauderCrepeaunZ0022008 25



Quantum-Key distribution

12212022021 2222002202111
+ X X + o + X +

17

hor-Preskill One-time

Authenticated
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3.37) One-time interactive Q-Authentication

e Transmit quantum key (EPR states)
e Quantum error-correction is used to purify

(or test purity of) EPR states
to form a smaller pure set

e one-time Authenticated Quantum pad
IS used to send message

© ClauderCrepeaunZ0 000 S s 27



(3.37) One-time Q-Authentication

O 1 1
error
syndrome

%-Iasslcal authentlcatlon%
random error
B: - syndrome
Q-4 &l-
- )#
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(3.1.3a) One-time Q-Authentication

A: |9
random error
- o syndrome

011
error
o
syndrome

OOO
U




3.1.3a) One-time Q-Authentication

e public Q-error-correcting code

e secret key for encryption & syndrome




Barnum-Crépeau-Gottesman-Smith-Ta

one-time Q-authentication

aw)
Vernam Q-cipher

authenticated quantum messages must be encrypted
which is false for classical messages! )

© Claude CrepeaunZ2002200/8 31




Main Lower Bound

A Quantum Authentication Scheme
with error probability €

1S

A Quantum Encryption Scheme
with error probability 4&'°,
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Complexity Theoretical
JQuantum Cryptoqgraphy
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3.2) Complexity Theoretical Cryptoaraphy

CRA DR o] [l Gl M YRILEe] - public-key Q-cryptosystem

CRAII NI R [ EII R EINLE - public-key Q-Authentication
Q-digital signature scheme

(3.2.3) (trapdoor) one-way functionsjiisZda%ae=REWSE
(trapdoor) Q-one-way functions

© Claude CrepeaumZ0 000 S s 34



3.2.1) Public-Key Q-Cryptosystem

Assuming Classical Public Key Cryptography

[F— |
\Lt_jj ——— (2, ) ) — U
't
a,b random bits (a,b) := D(E(a,b))

'P')= G)%G?PP} W)= G]ZD ox|¥)

© Claude CrepeaunZ002Z00/8 35




3.2.2a) Public-Key Q-Authentication

Assuming Classical Public Key Cryptography

Assuming Classical Digital Signature
A@ @!
)

|\Ij!>— kU
> \&7)) Signed E(K)— L_f
'\t
- verity signed E(K)
K random authentication key K := D(E(K))

') = Auth(|'F))

W) := Auth 7 (|¥')

© Claude CrepeaunZ002Z00/8 36



3.2.2b) Q-Digital Signature Scheme

Assuming Classical Public Key Cryptography
Assuming Classical Digital Signature

IMPOSSIBLE

© Claude CrepeaunZ0 000 S s 37




3.2.2b) Q-Digital Signature Scheme

|\P>®|O> = Signature  m==[F") mO@

L
th
vy
|lP'>- L = \/alid |\I"'>- idat = \/alid
Validation —)llP'> Validation —)lT')

%)= Extract —)|‘P>®|8>

© Claude CrepeaunZ002Z00/8 38




3.2.2b) Q-Digital Signhature Scheme

|\P>®|O> ==  Signature

v

'\
|\P”> Validation |lP > Validation

%)= Extract —> |T>®|€>—) |(])>®|g>- Extract-1

© ClauderCrepeaunZ0022008




3.2.3) (Trapdoor) Q-One-way functions

ggenerate a function f (and trapdoor) s.t.

(lcomputing f(x) is easy

(Bfinding x s.t. f(x)=y is hard

CRfinding x s.t. f()=y is easy with trapdoor

© ClauderCrepeaunZ0022008 40




Q-One-way function

Fischer-Stern
one-way function
(error correction code based)

Il lfolgR: classical easy
eyl lNds[eRA: classical easy
[0\lgdlgleBA: classical /guantum hard 777

© ClauderCrepeaunZ0022008 41




rapdoor Q-One-way function

Okamoto-Tanaka-Uchiyama
trapdoor one-way permutation

(subset products problem based)

o[aElecldlelgl: quantum easy

eyl lNds[eRA: classical easy

[0\lgdlgleBA: classical /guantum hard 777
ig:lele[ele]g[s[eMM: Cclassical easy

© Claude CrepeaunZ0 000 S s 42




apdoor Q-One-way function

McEliece
trapdoor one-way permutation
(error correction code based)

Il lfolgR: classical easy

eyl lNds[eRA: classical easy

[0\lgdlgleBA: classical /guantum hard 777
ig:lele[ele]g[s[eMM: Cclassical easy

© Claude CrepeaunZ0 000 S s 43



€))]
two-party

Cryptoaraphic Protocols
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BT COMMITMENT

% L

COMMIT

UNVEIL

\

‘ b, 29 -41-02-17
U
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Oblivious

| (O |
Transfer @
message multiplexing

Bo q >Bc
e ak
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Ohlivious
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f(X,y)<

© ClaudeCrépea

N\
Y

URZ200 222008

Oblivious
Function

Evaluatlon

.

f,g

4- ;

> 2(X,y)
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Jblivic
|3 On
e luation

" (x,y)
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Oblivious
LON

Evalua

-

f,g
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\
[i9) Mutual
vy Identlﬁcatlon
B {-y

X=y‘.7 < > X:y?
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Oblivious
U DB query query

* iy

dataQ <
/NO

h DB
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Randomlzed
o Y Oblivious |
U Transfer
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Randomized

‘ Oblivious 59}
Y Transfer

®0 q ®© Bo q Bc
o et ) ) B C

|
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Randomized

‘ Oblivious 59}
Y Transfer

®0 q ®© Bo q Bc
o et ) ) B C

|
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Randomized
~Oblivious ‘@
Transfer
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Randomized

- Oblivious

Transfer

®© Bc
/20
I<_ C

f=c
j D=O(+)C
Z0=Bo(+)®D D
Z1=B1(+)®-D
Bc=/c(+)®©

/2@
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Randomlzed
o % Oblivious
U ‘Transfer

®o ®©

®1 q P@

IS AN INVESTMENT
INTHE FUTURE

© ClauderCrepeaunZ0022008
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N\
4@l ‘
) ransicr

(message multiplexing

] 2\ 7NN [ T
[[ ) S\ \ VY \
/7)) ()

a | \ |

e )

// / / \\ )/
SERSYy J N L

BIT COMMITMENT gr apdoor
ne-way
‘@’ Permutation Oblivious ;
O, n » Function '@'
Evaluation

COMMIT One-way

Function X q
f(X,y) {—

4- y
—} 2(x,y)

UNVEIL
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N
1@i {
¥ ransfer

message multiplexing

Oblivious
Function

Evaluation
One-way

Function X q h y

f.g
f(x,y) h.q g(X,y)

.@@.

\J

COMMIT

UNVEIL
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BIT COMMITMENT

Folklore
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BIT COMMITMENT

Mayers, LLo-Chau
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Non-Locality Box

‘a il @

C:3/4 Q: cos*(m/8)=85%

© ClauderCrepeaunZ0022008
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COMMIT

oy

(message multiplexing

UNVEIL

© Clauder Crépeaun2002:200:8

RO HSQWHKFHS SIS th—=0O =

Non-Locality Box

-5

a= b = XAy

Oblivious 4 @
. | )
Function ()
Evaluation

- N
'8
() e I ) 5 x.)

1) Wolf,Wullschleger ?
2) Short,Gisin,Popescu
3) Buhrman,Christandl,

Unger,Wehner,Winter
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Randomlzed
o Y Oblivious |
U Transfer
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A: 011001001101 00011T1T011006O0
X + X+ 4+ 4+ X XXX ++++XXX+X+++ X+
B: X X+ + X +++X++XXX+FXXX++ X+ X+

0010010010000111000110060

. X+ X+ ++FXXXX++++ XXX+ X+ ++ X+
Oy Oy lyy 1l Oy o 1 Oy 1y 000

00110101000y Yy yryyyyyyy

®=0=11000101

Crépeau-Kilian
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0110010011010001110110O00O0
X + X+ 4+ +XXXX++++XXX+X+++ X+

© ClauderCrepeaunZ0022008



A: 011001001101 00011T1T011006O0
X + X+ ++F X XXX ++++ XXX+ X+++ X+
B: X X+ + X+ ++X++ XXX+ XXX++ X+ X+

0010010010000111000110060

© Claude CrepeaunZ2002200/8 /1




A: 011001001101 000111T01100060

X + X+ ++F X XXX ++++ XXX+ X+++ X+
B: X X+ + X+ ++X++ XXX+ XXX++ X+ X+
001 00100100001 1T1T00011000O0

A: X+ X+ ++X XXX+ +++ XXX+ X+ ++ X+

© Claude CrepeaunZ2002200/8 (2




VRN
\J

B: XX++X+++X++XXX+ XXX+ + X+ X+
00100100100001110001100060
A: X+ X+ ++X XXX+ +++ XXX+ X+ ++ X+

B: Oy 0O lyy lyOryyyl Oy 1y 000

© Claude CrepeaunZ2002200/8
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00110101000 >y ¥y >y>>>y
0011010100011000/1100071 01

00110101)-0 7 Jrro>vvosy

00110101

B:

A:

B:

11000101

®,=0

®o

0

A:

/76

URZ200 222008
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11000101
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Oblivious
Transfer

/8
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VAR \

M
v
Y v,

A: 011001001101000111T011000
X + X +++XXXX++++XXX+X+++ X+

A: X+ X+ ++X XXX+ +++ XXX+ X+ ++ X+

B: X + X +++F X XXX+ +++FXXX+FX+ X+ X+
) O1 1010001 (

0=®,

© ClauderCrepeaunZ0022008 79
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V

from Q-BC ot

011001001101000111011000
B: XX+ +X +++ X+ + XXX+ XXX+ + X+ X+
001001001 0000111T00O011TO0O00O

AV 4 VA 4 A VA VA VA 4 VA g VA g VA g VA VA VA VA VA VA o VA, 4 Va4 Ve g Ve g Ve
X X + 0 X + + + X + + Y B B K X X X + + X + X +
0 0 1 ( 0 1 0 0 1

OO0

VAR
(A}

1)

© ClauderCrepeaunZ0022008
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0.

\/ N\
b
Ny

6.0
\ fromg-BC
\!!J
011001001 1TO0100011T10O0O1T10O06O0
X + X +4+ +F X XX X++++ XXX+ X+ 4+ + X+
B: X X4+ +X 4+ 4+ 4+ X+ 4+ XXX+ XXX+ + X+ X +
O 010010010000 1TT1T1T00O011000

© Claude CrepeaunZ2002200/8 82




ﬁ from Q-BC

B: X X+ +X + 4+ 4+ X+ +F XXX+ XXX+ + X+ X +
O 010010010000 1TT1T1T00O011000

X X +

X
0
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A: X
B:

X ~+ X X ) D X +
+ X + + + X + +
>y ¥y 1 1 y 1
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A: 011001001101 000111T01100060

X + X+ 4+ +F X XXX ++++ XXX+ X+++ X+
B: X X+ + X+ ++X++ XXX+ XXX++ X+ X+
001 00100100001 1T1T00011000O0

A: X+ X+ ++X XXX+ +++ XXX+ X+ ++ X+

B: Oy 0O lyy lyOryyyl Oy 1y 000
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(6)
two provers

Cryptoaraphic Protocols
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Ben-0Or, Goldwasser, Kilian, Wigderson
89
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Ben-Or, Goldwasser, Kilian, Wigderson

90
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Xg®z=0-y =0

X:@z=1-y=Yy
Xo®X,=(Xy®PZ)D(X,DZz) =y
possible with prob. at most 2™

X0

X1

Ben-Or, Goldwasser, Kilian, Wigderson
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N BIT COMMITMENT

COMMIT

UNVEIL OI‘
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two provers BC

Classically Secure
Duantumly Insecure
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Ben-0Or, Goldwasser, Kilian, Wigderson
95
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D, (x®z,b-y)<n/5"

Ben-Or, Goldwasser, Kilian, Wigderson
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T

D, (x®z,b-y)<n/57

Ben-Or, Goldwasser, Kilian, Wigderson
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~Y
o~y
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é é \/

D, (x®2,0:y) = D,(Xo®z,0) < n/S

D, (X:®2,1-y) = Dy(x,®2,y) < n/S

D, (Xo®X1,Y) = Dy((Xg®2Z)®(X192),y) < 2n/5 < n/2
possible with prob. at most ¢c™

Ben-Or, Goldwasser, Kilian, Wigderson

99
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€))]

two provers BC
Classically and
DQuantumly Secure
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modified BGKW

102
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Xo®Z=Y,
X . ®z=Yy,
Xo®X,=(Xy®P2)D(X,DZ) = y, DY,
possible with prob. at most 2™

modified BGKW
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A)N@'

e

modified BGKW
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Quantumly

MAIN THEOREM

Let O and 1 be POVMs such that outputs X, and x,

one could obtain by applying one of them to the
state shared among the two provers.

Suppose the success probability of unveiling 1s
pytp; > 140,

then the (prediction probability of y,®y,) > o.

This prediction probability 1s achieved by first
applying O to the shared state followed by 1 on the
leftover system or the other way around.
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WARNING !
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Oblivious
Transter
message multiplexing
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Oblivious
Transter
message multiplexing

m&) B
S i
Fo o
Y

Brassard, Crépeau, Mayvers, Salvail 97
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Mutual
Identification
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Mutual
Identification

SUCCESS!

111
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Mutual
Identification

4=P y

=¢

U )

g o

FAILURE!
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an Introduction to

theoretical quantum
CRYPTOGRAPHY

Claude Crépeau
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