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((33..11..22)) OOnnee--ttiimmee ppaadd

Classical key : Vernam Q-cipher (various sources)

Quantum Ciphertext

Quantum key : one-time Q-pad (Q-teleportation)

Classical Ciphertext (BBCJPW)
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((33..11..22bb)) oonnee--ttiimmee ppaadd

Quantum key : one-time Q-pad

Classical Ciphertext

|Ψ〉
two random bits
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((33..11..22aa)) OOnnee--ttiimmee ppaadd

Classical key : Vernam Q-cipher (various sources)

Quantum Ciphertext

Quantum key : one-time Q-pad (BBCJPW)

Classical Ciphertext
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VVeerrnnaamm Q--cciipphheerr
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((33..11..22aa)) oonnee--ttiimmee ppaadd

Classical key : Vernam Q-cipher

Quantum Ciphertext

Quantum key : one-time Q-pad

Classical Ciphertext
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|Ψ'〉

!



©© CCllaauuddee CCrrééppeeaauu 22000022--22000088 1133
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OOnnee--ttiimmee Q--eennccrryyppttiioonn

wwiitthh eerrrroorr εε

D
ρ

E
|ψ〉
k
∈
R
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Completeness:

Secrecy:

∀|ψ0〉,|ψ1〉 D(ρ0,ρ1)=Tr(|ρ0−ρ1|)<ε

|ψ〉
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OOnnee--ttiimmee Q--eennccrryyppttiioonn wwiitthh eerrrroorr εε>>00

Lower bounds:

[MTW00]
Arbitrary quantum state = 2 bits / qubit

[HLSW03]
Arbitrary quantum state but not
entangled with eavesdropper ~ 1 bit / qubit
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((33..11..33)) OOnnee--ttiimmee Q--AAuutthheennttiiccaattiioonn

Classical key : Q-Authentication (BCGST)

Quantum message+tag

Quantum key : Authenticated Q-teleportation

Classical message+tag (BBCJPW)
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ssyymmmmeettrriicc aauutthheennttiiccaattiioonn

||M〉〉 T||K〉〉

authentication

IInnffoorrmmaattiioonn TThheeoorreettiiccaall SSeeccuurriittyy

{ACC,,REJ}
verification
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AAuutthheennttiiccaatteedd Q--TTeelleeppoorrttaattiioonn
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AAuutthheennttiiccaatteedd Q--TTeelleeppoorrttaattiioonn
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((33..11..33bb)) OOnnee--ttiimmee Q-AAuutthheennttiiccaattiioonn

Quantum key : 1x Authenticated Q-pad

Classical message+tag

|Ψ〉
two authenticated random bits
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!!

Classical key : Q-Authentication (BCGST)

Quantum message+tag

Quantum key : Authenticated Q-teleportation

Classical message+tag (BBCJPW)

((33..11..33aa)) OOnnee--ttiimmee Q-AAuutthheennttiiccaattiioonn

!
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ssyymmmmeettrriicc aauutthheennttiiccaattiioonn

ooff QQuuaannttuumm MMeessssaaggeess

||M〉〉 ||T〉〉K

authentication

IInnffoorrmmaattiioonn TThheeoorreettiiccaall SSeeccuurriittyy

{||ACC〉〉,,||REJ〉〉}
verification
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OOnnee--ttiimmee Q--AAuutthheennttiiccaattiioonn

A

V

M

k
∈K

m qubits

T
m+s qubits

T'
m+s qubits

M'

D ∈ { |ACC〉, |REJ〉 }

m qubits

k
∈K
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OOnnee--ttiimmee Q--AAuutthheennttiiccaattiioonn

For any pure state |ψ〉 consider the measurement on (M',D)
such that

• output Right if M'=|ψ〉 or if D=|REJ〉
• output Wrong otherwise

The corresponding projectors are

R|ψ〉= |ψ〉〈ψ| ⊗ I
D
+ I

M'
⊗ |REJ〉〈REJ| – |ψ〉〈ψ| ⊗ |REJ〉〈REJ|

W|ψ〉= (IM' – |ψ〉〈ψ|)⊗ |ACC〉〈ACC|
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OOnnee--ttiimmee Q--AAuutthheennttiiccaattiioonn

|ψ〉
A V

|ψ〉
k
∈K

|ACC〉

V ρA
|ψ〉

m qubits m+s qubits

}O

m+1 qubitsm+s qubits

k
∈
R
K

Completeness:

Soundness:

∀|ψ〉 Tr(R|ψ〉ρ)≥1-2-Ω(s)
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••  ••  ••  ••  ••

• Transmit quantum key (EPR states)

• Quantum error-correction is used to purify

(or test purity of) EPR states

to form a smaller pure set

• one-time Authenticated Quantum pad

is used to send message

••  ••  ••  ••  ••

((33..33CC)) OOnnee--ttiimmee iinntteerraaccttiivvee Q--AAuutthheennttiiccaattiioonn
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ΑΑ::

QQ--ddeetteeccttiioonn 0 1 1

rraannddoomm eerrrroorr

ssyynnddrroommee

|Ψ〉

11xx QQ--ppaadd ddeeccrryyppttiioonn

QQ--eerrrroorr ddeetteeccttiioonn 0 1 1

eerrrroorr

ssyynnddrroommee
11xx QQ--ppaadd eennccrryyppttiioonn

|Ψ〉
eerrrroorr??

ΒΒ::!!
!!

!!
!!

((33..33CC)) OOnnee--ttiimmee iinntteerraaccttiivvee Q--AAuutthheennttiiccaattiioonn

ccllaassssiiccaall aauutthheennttiiccaattiioonn
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((33..11..33aa)) OOnnee--ttiimmee Q-AAuutthheennttiiccaattiioonn

BBaarrnnuumm--CCrrééppeeaauu--GGootttteessmmaann--SSmmiitthh--TTaapppp

ΑΑ::

QQ--eennccooddiinngg 0 1 1

rraannddoomm eerrrroorr

ssyynnddrroommee

|Ψ〉
QQ--eennccrryyppttiioonn

QQ--eerrrroorr ddeetteeccttiioonn 0 1 1

eerrrroorr

ssyynnddrroommee
QQ--ddeeccrryyppttiioonn

|Ψ〉

error?

ΒΒ::

!
!

|Ψ'〉
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((33..11..33aa)) OOnnee--ttiimmee Q-AAuutthheennttiiccaattiioonn

Classical key : one-time Q-authentication

Quantum message+tag

Quantum key : Authenticated Q-teleportation

Classical message+tag

|Ψ〉

|Ψ'〉

•• ppuubblliicc QQ--eerrrroorr--ccoorrrreeccttiinngg ccooddee

•• sseeccrreett kkeeyy ffoorr eennccrryyppttiioonn && ssyynnddrroommee

!
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BBaarrnnuumm--CCrrééppeeaauu--GGootttteessmmaann--SSmmiitthh--TTaapppp

oonnee--ttiimmee Q-aauutthheennttiiccaattiioonn

--›
VVeerrnnaamm Q-cciipphheerr

((aauutthheennttiiccaatteedd qquuaannttuumm mmeessssaaggeess mmuusstt bbee eennccrryypptteedd

wwhhiicchh iiss ffaallssee ffoorr ccllaassssiiccaall mmeessssaaggeess!! ))

!

©© CCllaauuddee CCrrééppeeaauu 22000022--22000088 3322

MMaaiinn LLoowweerr BBoouunndd

A Quantum Authentication Scheme
with error probability ε

is

A Quantum Encryption Scheme
with error probability 4ε1/6.
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((33..22))

CCoommpplleexxiittyy TThheeoorreettiiccaall

QQuuaannttuumm CCrryyppttooggrraapphhyy

©© CCllaauuddee CCrrééppeeaauu 22000022--22000088 3344

((33..22)) CCoommpplleexxiittyy TThheeoorreettiiccaall CCrryyppttooggrraapphhyy

••  ••  ••  ••  ••

(3.2.1) Public key cryptosystem : public-key Q-cryptosystem

(3.2.2) Digital signature scheme : public-key Q-Authentication

Q-digital signature scheme

(3.2.3) (trapdoor) one-way functions : Q-cryptanalysis

(trapdoor) Q-one-way functions

••  ••  ••  ••  ••
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((33..22..11)) PPuubblliicc--KKeeyy Q-CCrryyppttoossyysstteemm

Assuming Classical Public Key Cryptography

|Ψ〉

|Ψ'〉= σxaσzb|Ψ〉

a,b random bits

|Ψ〉= σzbσxa|Ψ‘〉

(a,b) := D(E(a,b))

|Ψ'〉
E(a,b)
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((33..22..22aa)) PPuubblliicc--KKeeyy Q-AAuutthheennttiiccaattiioonn

Assuming Classical Public Key Cryptography

Assuming Classical Digital Signature

|Ψ〉

|Ψ'〉 := AuthK(|Ψ〉)
K random authentication key

|Ψ〉 := Auth-1(|Ψ'〉)

verify signed E(K)
K := D(E(K))

|Ψ'〉
Signed E(K)

K
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((33..22..22bb)) Q-DDiiggiittaall SSiiggnnaattuurree SScchheemmee

Assuming Classical Public Key Cryptography

Assuming Classical Digital Signature

|Ψ〉 IMPOSSIBLE
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((33..22..22bb)) Q-DDiiggiittaall SSiiggnnaattuurree SScchheemmee

|Ψ〉⊗⊗|0〉 Signature |Ψ'〉

Validation
|Ψ'〉 Valid

|Ψ'〉
Validation

|Ψ'〉 Valid

|Ψ'〉

|Ψ〉⊗⊗|ε〉Extract|Ψ'〉
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((33..22..22bb)) Q-DDiiggiittaall SSiiggnnaattuurree SScchheemmee

|Ψ〉⊗⊗|0〉 Signature |Ψ'〉

Validation
|Ψ''〉 Valid

|Ψ''〉
Validation

|Ψ''〉 Valid

|Ψ''〉

|Ψ〉⊗⊗|ε〉Extract|Ψ'〉 |φ〉⊗⊗|ε〉 Extract-1 |Ψ''〉
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((33..22..33)) ((TTrraappddoooorr)) Q-OOnnee--wwaayy ffuunnccttiioonnss

•• ggeenneerraattee aa ffuunnccttiioonn ff ((aanndd ttrraappddoooorr)) ss..tt..

•• ccoommppuuttiinngg ff((xx)) iiss eeaassyy

•• ffiinnddiinngg xx ss..tt.. ff((xx))==yy iiss hhaarrdd

•• ffiinnddiinngg xx ss..tt.. ff((xx))==yy iiss eeaassyy wwiitthh ttrraappddoooorr

Q-cryptanalysis : Shor
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Q-OOnnee--wwaayy ffuunnccttiioonn

FFiisscchheerr--SStteerrnn

oonnee--wwaayy ffuunnccttiioonn

((eerrrroorr ccoorrrreeccttiioonn ccooddee bbaasseedd))

ggeenneerraattiioonn :: ccllaassssiiccaall eeaassyy

ccoommppuuttiinngg ff :: ccllaassssiiccaall eeaassyy

iinnvveerrttiinngg ff :: ccllaassssiiccaall //qquuaannttuumm hhaarrdd ??????
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TTrraappddoooorr Q-OOnnee--wwaayy ffuunnccttiioonn

OOkkaammoottoo--TTaannaakkaa--UUcchhiiyyaammaa

ttrraappddoooorr oonnee--wwaayy ppeerrmmuuttaattiioonn

((ssuubbsseett pprroodduuccttss pprroobblleemm bbaasseedd))

ggeenneerraattiioonn :: qquuaannttuumm eeaassyy

ccoommppuuttiinngg ff :: ccllaassssiiccaall eeaassyy

iinnvveerrttiinngg ff :: ccllaassssiiccaall //qquuaannttuumm hhaarrdd ??????

ttrraappddoooorriinngg ff :: ccllaassssiiccaall eeaassyy
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TTrraappddoooorr Q-OOnnee--wwaayy ffuunnccttiioonn

MMccEElliieeccee

ttrraappddoooorr oonnee--wwaayy ppeerrmmuuttaattiioonn

((eerrrroorr ccoorrrreeccttiioonn ccooddee bbaasseedd))

ggeenneerraattiioonn :: ccllaassssiiccaall eeaassyy

ccoommppuuttiinngg ff :: ccllaassssiiccaall eeaassyy

iinnvveerrttiinngg ff :: ccllaassssiiccaall //qquuaannttuumm hhaarrdd ??????

ttrraappddoooorriinngg ff :: ccllaassssiiccaall eeaassyy
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((44))

ttwwoo--ppaarrttyy

CCrryyppttooggrraapphhiicc PPrroottooccoollss
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BBIITT CCOOMMMMIITTMMEENNTT

bb

CCOONNCCEEAALLIINNGG

BBIINNDDIINNGG
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Oblivious
Transfer

(message multiplexing)

B0

B1

Bc

C

©© CCllaauuddee CCrrééppeeaauu 22000022--22000088 4488

Oblivious
Transfer

B0

B1

B0

B1
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Oblivious
Transfer

Bc

C

C
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Oblivious
Function
Evaluation

x

f(x,y)

y

g(x,y)

f,g
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Oblivious
Function
Evaluation

x

f’(x,y)

y

x

f,g
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Oblivious
Function
Evaluation

x

y

y

g’(x,y)

f,g
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Mutual
Identification

x

x=y?

y

x=y?

=,=
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Oblivious
DB query

Q

dataQ
/NO

DB

Q∈?DB
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Randomized
Oblivious
Transfer

®0

®1

®©

©

©© CCllaauuddee CCrrééppeeaauu 22000022--22000088 5566

B0

B1
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C

Randomized
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Transfer

®0

®1

®©

©
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B0

B1

Bc

C

Randomized
Oblivious
Transfer

®0

®1

®©

©
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B0

B1

Bc

C

Randomized
Oblivious
Transfer

®0

®1

®©

©

D=©(+)C
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B0

B1

Bc

C

Randomized
Oblivious
Transfer

®0

®1

®©

©

Z0=B0(+)®D

Z1=B1(+)®¬D

D=©(+)C

BC=ZC(+)®©
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Randomized
Oblivious
Transfer

IS AN INVESTMENT

IN THE FUTURE

®0

®1

®©

©
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bb

bbbb,, 2299 -- 4411 -- 0022 -- 1177

CCOOMMMMIITT

UUNNVVEEIILL

BBIITT CCOOMMMMIITTMMEENNTT

Oblivious
Transfer

(message multiplexing)

B0

B1

Bc

C

Oblivious
Function
Evaluation

x

f(x,y)

y

g(x,y)

f,g

Classically

One-way
Function

Trapdoor
One-way
Permutation
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CCOOMMMMIITT

UUNNVVEEIILL

BBIITT CCOOMMMMIITTMMEENNTT

Oblivious
Transfer

(message multiplexing)

B0

B1

Bc

C

Oblivious
Function
Evaluation

x

f(x,y)

y

g(x,y)

f,g

Quantumly

One-way
Function
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Classically
(information theoretical)

Folklore

bb

bbbb,, 2299 -- 4411 -- 0022 -- 1177

CCOOMMMMIITT

UUNNVVEEIILL

BBIITT CCOOMMMMIITTMMEENNTT
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bb

bbbb,, 2299 -- 4411 -- 0022 -- 1177

CCOOMMMMIITT

UUNNVVEEIILL

BBIITT CCOOMMMMIITTMMEENNTT

Quantumly
(information theoretical)

Mayers, Lo-Chau
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NL

Non-Locality Box

x

a

y

b

a⊕⊕b = x∨y

C: 3/4 Q: cos2(π/8)!85%

∨
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((55))

QQuuaannttuumm

OObblliivviioouuss

TTrraannssffeerr
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Randomized
Oblivious
Transfer

®0

®1

®©

©
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0000 00 11 11 00 11 11ΒΒ::

00

00 00 00 111111000000 00 00001100

00 """" 00 "" 11 """" 11 "" 00 """""""" 11 11"""" "" 00 00 00
×× ×× ×××× ×× ×× ×× ×× ×× ×× ××++ ++ ++ ++ ++ ++ ++ ++ ++ ++ ++ ++ ++

×× ××
00 00 11 11 00 11 11 00 00 00

ΒΒ:: ++ ++ ×× ++ ++ ++ ×× ++ ++ ×× ×× ×× ++ ×× ×× ×× ++ ++ ×× ++ ×× ++

ΑΑ::
ΒΒ::

×× ×× ×××× ×× ×× ×× ×× ×× ×× ××
11 11 11 11 11 11 11 11 11 1111

++
ΑΑ:: 00 00 00 00 00 00 00 00 00 00 00 00 00

++ ++ ++ ++ ++ ++ ++ ++ ++ ++ ++ ++

0000 00 11 11 00 11 11 00 00 00ΒΒ::

== ==
ΑΑ::

Q-ROT

CCrrééppeeaauu--KKiilliiaann

""""""""""""""""""""""""""

11 11 00 00 11 00 11 11 00 000000 11 00 00 11 00 11 00 00 00 11 00 11
""""""""""""""""00 ""

ΑΑ:: 11 11 11 11 00 000000 11 00 00 11 00 11 00 11== ==00==®0 ®1==00
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×× ×× ×××× ×× ×× ×× ×× ×× ×× ××
11 11 11 11 11 11 11 11 11 1111

++
ΑΑ:: 00 00 00 00 00 00 00 00 00 00 00 00 00

++ ++ ++ ++ ++ ++ ++ ++ ++ ++ ++ ++

Q-OT
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00 00 00 111111000000 00 00001100
×× ××
00 00 11 11 00 11 11 00 00 00

ΒΒ:: ++ ++ ×× ++ ++ ++ ×× ++ ++ ×× ×× ×× ++ ×× ×× ×× ++ ++ ×× ++ ×× ++
×× ×× ×××× ×× ×× ×× ×× ×× ×× ××

11 11 11 11 11 11 11 11 11 1111
++

ΑΑ:: 00 00 00 00 00 00 00 00 00 00 00 00 00
++ ++ ++ ++ ++ ++ ++ ++ ++ ++ ++ ++

Q-OT
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00 00 00 111111000000 00 00001100
×× ×× ×××× ×× ×× ×× ×× ×× ×× ××++ ++ ++ ++ ++ ++ ++ ++ ++ ++ ++ ++ ++

×× ××
00 00 11 11 00 11 11 00 00 00

ΒΒ:: ++ ++ ×× ++ ++ ++ ×× ++ ++ ×× ×× ×× ++ ×× ×× ×× ++ ++ ×× ++ ×× ++

ΑΑ::

×× ×× ×××× ×× ×× ×× ×× ×× ×× ××
11 11 11 11 11 11 11 11 11 1111

++
ΑΑ:: 00 00 00 00 00 00 00 00 00 00 00 00 00

++ ++ ++ ++ ++ ++ ++ ++ ++ ++ ++ ++

Q-OT
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00

00 00 00 111111000000 00 00001100

00 """" 00 "" 11 """" 11 "" 00 """""""" 11 11"""" "" 00 00 00
×× ×× ×××× ×× ×× ×× ×× ×× ×× ××++ ++ ++ ++ ++ ++ ++ ++ ++ ++ ++ ++ ++

×× ××
00 00 11 11 00 11 11 00 00 00

ΒΒ:: ++ ++ ×× ++ ++ ++ ×× ++ ++ ×× ×× ×× ++ ×× ×× ×× ++ ++ ×× ++ ×× ++

ΑΑ::
ΒΒ::

Q-OT
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Q-OT

0000 00 11 11 00 11 11 00 00 00ΒΒ::
ΑΑ::

""""""""""""""""""""""""""

11 11 00 00 11 00 11 11 00 000000 11 00 00 11 00 11 00 00 00 11 00 11

0000 """" 00 "" 11 """" 11 "" 00 """""""" 11 11"""" "" 00 00 00ΒΒ::

11 11 11 11 11 11 11 11 11 1111ΑΑ:: 00 00 00 00 00 00 00 00 00 00 00 00 00
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Oblivious
Transfer

Bc

C

C
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Q-OT

0000 00 11 11 00 11 11ΒΒ:: == == """"""""""""""""00 ""

ΑΑ:: 11 11 11 11 00 000000 11 00 00 11 00 11 00 11== ==

0000 00 11 11 00 11 11 00 00 00ΒΒ::
ΑΑ::

""""""""""""""""""""""""""

11 11 00 00 11 00 11 11 00 000000 11 00 00 11 00 11 00 00 00 11 00 11

00==®0 ®1==00
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Q-OT

0000 00 11 11 00 11 11ΒΒ:: == == """"""""""""""""00 ""

ΑΑ:: 11 11 11 11 00 000000 11 00 00 11 00 11 00 11== ==00==®0 ®1==00
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Oblivious
Transfer

B0

B1

B0

B1
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==

Q-OT

ΒΒ::
ΑΑ::

ΑΑ::
××

××
××
00

00

11
++

11

++

++

11

××
××

××
11

++

00
++

00
++

00

++
++

00
++

++

11
++

11
++

00 00

××××
×× ××

××××
00 00

11

×× ××

11
×× ××

×× ××
11 11

0011

++ ++ ++

00
++ ++ ++

1100 00
++ ++ ++

0000

×× ××++

11
++ ×× ××

×× ××
1100 00

++

11 11 00

×× ××++
×× ++ ××

×× ××
11 11 00

++

11

××++ ++ ++ ++

11 00 00 00
++ ×× ++ ×× ++

××
11 11 00 00 00
++ ++ ++ ++

00
00 00 11 11 00 11 00 11 00 11 11 00 0000 11 00 1100ΒΒ::

ΑΑ:: 11 11 11 11 00 000000 11 00 00 11 00 11 00 11
== 00
== ==00==®0 ®1==00
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Oblivious
Transfer

B0

B1

B0

B1
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ΑΑ::

ΑΑ::

Q-OT

from Q-BC

ΑΑ::

ΑΑ::

00

××

×× ××
00

ΒΒ::
××

11
++

00

11

××

00
++ ++
××
11 00

++

00

++

11
×× ++

1100
++ ++

00 00

××××

11
++ ++ ××

×××× ××
1100 00

0000

++

00
++ ++ ××
××
11 1100

++ ++

111100

××

×× ×× ++
××

00 00 00
++ ++

00 00

××

11
×× ×× ××
×× ××
11 11 11

++

00 11

×× ××++ ++

11 00 00 00
++ ++ ×× ++ ×× ++
×× ××

11 1100 00 00 00
++ ++ ++ ++

×
0

×
0

+
1

+
0

×
0

+
1

+
0

+
0

×
1

+
0

+
0

×
0

×
0

×
1

+
1

×
1

×
0

×
0

+
0

+
1

×
1

+
0

×
0

+
0

ΒΒ::

""
""""
""
""
""
""
""""

""""
""
""""""

""""
""""

""""
""""

""""

ΑΑ:: 11
++

00
++

11
++ ××

11
××
11 11

++
00 00
++ ++ ××

11 11
++

11 00
++ ++

××ΒΒ:: ++ ×× ++ ++ ++ ++ ×× ++ ++ ×× ++
00 "" "" """" 00 11 11 "" 11 00 00

×
0

+
0

+
1

×
1

+
0

×
0

×
0

×
1

×
0

×
0

×
1

+
0
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Q-OT

from Q-BC
ΑΑ::

00
×× ××
00

ΒΒ::
××

11
++

00

11 00
++ ++
××
11 00

++

00 11
×× ++

1100
++ ++

00 00 11
++ ++ ××

×××× ××
1100 00

0000 00
++ ++ ××
××
11 1100

++ ++

111100
×× ×× ++

××
00 00 00
++ ++

00 0011
×× ×× ××
×× ××
11 11 11

++

00 1111 00 00 00
++ ++ ×× ++ ×× ++
×× ××

11 1100 00 00 00
++ ++ ++ ++
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ΑΑ::

Q-OT

from Q-BC

00
×× ××
00

ΒΒ::
11 00
++ ++

00 11
×× ++

00 00 11
++ ++ ××

0000 00
++ ++ ××

111100
×× ×× ++

00 0011
×× ×× ××

00 1111 00 00 00
++ ++ ×× ++ ×× ++

×
0

×
0

+
1

+
0

×
0

+
1

+
0

+
0

×
1

+
0

+
0

×
0

×
0

×
1

+
1

×
1

×
0

×
0

+
0

+
1

×
1

+
0

×
0

+
0
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ΑΑ::

Q-OT

from Q-BC

ΒΒ::

""
""""
""
""
""
""
""""

""""
""
""""""

""""
""""

""""
""""

""""

ΑΑ:: 11
++

00
++

11
++ ××

11
××
11 11

++
00 00
++ ++ ××

11 11
++

11 00
++ ++

×
0

+
0

+
1

×
1

+
0

×
0

×
0

×
1

×
0

×
0

×
1

+
0

ΑΑ::
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ΑΑ::

Q-OT

from Q-BC

ΑΑ:: ×× ×× ++ ×××× ++ ×× ×× ×× ××++ ++

""
""""
""
""
""
""
""""

""""
""
""""""

""""
""""

""""
""""

""""

××ΒΒ:: ++ ×× ++ ++ ++ ++ ×× ++ ++ ×× ++
00 "" "" """" 00 11 11 "" 11 00 00
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00

00 00 00 111111000000 00 00001100

00 """" 00 "" 11 """" 11 "" 00 """""""" 11 11"""" "" 00 00 00
×× ×× ×××× ×× ×× ×× ×× ×× ×× ××++ ++ ++ ++ ++ ++ ++ ++ ++ ++ ++ ++ ++

×× ××
00 00 11 11 00 11 11 00 00 00

ΒΒ:: ++ ++ ×× ++ ++ ++ ×× ++ ++ ×× ×× ×× ++ ×× ×× ×× ++ ++ ×× ++ ×× ++

ΑΑ::
ΒΒ::

×× ×× ×××× ×× ×× ×× ×× ×× ×× ××
11 11 11 11 11 11 11 11 11 1111

++
ΑΑ:: 00 00 00 00 00 00 00 00 00 00 00 00 00

++ ++ ++ ++ ++ ++ ++ ++ ++ ++ ++ ++

Q-OT
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((66))

ttwwoo pprroovveerrss

CCrryyppttooggrraapphhiicc PPrroottooccoollss
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bb

bbbb,, 2299 -- 4411 -- 0022 -- 1177

CCOOMMMMIITT

UUNNVVEEIILL

BBIITT CCOOMMMMIITTMMEENNTT

Classically

BGKW88
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XX

BBeenn--OOrr,, GGoollddwwaasssseerr,, KKiilliiaann,, WWiiggddeerrssoonn

Classically

©© CCllaauuddee CCrrééppeeaauu 22000022--22000088 9900

zz == xx iiff bb == 00

zz == xx⊕⊕yy iiff bb == 11

yy

zz

bb

BBeenn--OOrr,, GGoollddwwaasssseerr,, KKiilliiaann,, WWiiggddeerrssoonn

xx

xx⊕⊕zz==bb··yy??
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BBeenn--OOrr,, GGoollddwwaasssseerr,, KKiilliiaann,, WWiiggddeerrssoonn

xx00

xx00⊕⊕zz==00··yy == 00

xx11

xx11⊕⊕zz==11··yy == yy

xx00⊕⊕xx11==((xx00⊕⊕zz))⊕⊕((xx11⊕⊕zz)) == yy

ppoossssiibbllee wwiitthh pprroobb.. aatt mmoosstt 22--nn
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yy

zz

BBeenn--OOrr,, GGoollddwwaasssseerr,, KKiilliiaann,, WWiiggddeerrssoonn

xx

Classically

NL

yy zz

xxbb

xx⊕⊕zz==bb··yy
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bb

bbbb,, 2299 -- 4411 -- 0022 -- 1177

CCOOMMMMIITT

UUNNVVEEIILL

BBIITT CCOOMMMMIITTMMEENNTT

Quantumly

or

???

bb

bbbb,, 2299 -- 4411 -- 0022 -- 1177

CCOOMMMMIITT

UUNNVVEEIILL

BBIITT CCOOMMMMIITTMMEENNTT
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((77))

ttwwoo pprroovveerrss BBCC

CCllaassssiiccaallllyy SSeeccuurree

QQuuaannttuummllyy IInnsseeccuurree
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||αα〉〉

BBeenn--OOrr,, GGoollddwwaasssseerr,, KKiilliiaann,, WWiiggddeerrssoonn

Quantumly

©© CCllaauuddee CCrrééppeeaauu 22000022--22000088 9966

zz == xx iiff bb == 00

zz == xx⊕⊕yy iiff bb == 11

yy

zz

bb

BBeenn--OOrr,, GGoollddwwaasssseerr,, KKiilliiaann,, WWiiggddeerrssoonn

xx

DDHH((xx⊕⊕zz,,bb··yy))<<nn//55??
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yy

zz

BBeenn--OOrr,, GGoollddwwaasssseerr,, KKiilliiaann,, WWiiggddeerrssoonn

xx

Classically

NL

yy zz

xxbb

DDHH((xx⊕⊕zz,,bb··yy))<<nn//55??

7755%% -->> DDHH((xx⊕⊕zz,,bb··yy))!!2255%%nn>>nn//55
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yy

zz

BBeenn--OOrr,, GGoollddwwaasssseerr,, KKiilliiaann,, WWiiggddeerrssoonn

xx

Quantumly

NL

yy zz

xxbb

DDHH((xx⊕⊕zz,,bb··yy))<<nn//55??

!!8855%% -->> DDHH((xx⊕⊕zz,,bb··yy))!!1155%%nn<<nn//55
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BBeenn--OOrr,, GGoollddwwaasssseerr,, KKiilliiaann,, WWiiggddeerrssoonn

xx00

Classically

NL

yy zz

xxbb

DDHH((xx00⊕⊕zz,,00··yy)) == DDHH((xx00⊕⊕zz,,00)) << nn//55

DDHH((xx11⊕⊕zz,,11··yy)) == DDHH((xx11⊕⊕zz,,yy)) << nn//55

DDHH((xx00⊕⊕xx11,,yy)) == DDHH((((xx00⊕⊕zz))⊕⊕((xx11⊕⊕zz)),,yy)) << 22nn//55 << nn//22

ppoossssiibbllee wwiitthh pprroobb.. aatt mmoosstt cc--nn

7755%% -->> DDHH((xx⊕⊕zz,,bb··yy))!!2255%%nn>>nn//55

xx11
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yy

zz

BBeenn--OOrr,, GGoollddwwaasssseerr,, KKiilliiaann,, WWiiggddeerrssoonn

xx

Quantumly

??
xx⊕⊕zz==bb··yy
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((88))

ttwwoo pprroovveerrss BBCC

CCllaassssiiccaallllyy aanndd

QQuuaannttuummllyy SSeeccuurree
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zz == xx⊕⊕yybbbb

mmooddiiffiieedd BBGGKKWW

xx

yy00,,yy11

zz

xx == zz⊕⊕yybb ??
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mmooddiiffiieedd BBGGKKWW

xx00

xx00⊕⊕zz==yy00

xx11

xx11⊕⊕zz==yy11

xx00⊕⊕xx11==((xx00⊕⊕zz))⊕⊕((xx11⊕⊕zz)) == yy00⊕⊕yy11

ppoossssiibbllee wwiitthh pprroobb.. aatt mmoosstt 22--nn

Classically
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Quantumly

mmooddiiffiieedd BBGGKKWW

xx00

xx11
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Quantumly

MAIN THEOREM

Let 00 and 11 be POVMs such that outputs x0 and x1
one could obtain by applying one of them to the
state shared among the two provers.

Suppose the success probability of unveiling is
p0+p1 > 1+δ,

then the (prediction probability of y0⊕⊕y1) > δ.

This prediction probability is achieved by first
applying 00 to the shared state followed by 11 on the
leftover system or the other way around.
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((99))

WWAARRNNIINNGG !!
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Oblivious
Transfer

(message multiplexing)

B0

B1

Bc

C
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Brassard, Crépeau, Mayers, Salvail 97
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Mutual
Identification

x

x=y?

y

x=y?

=,=
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Mutual
Identification

x

x=y?

y

x=y?

=,=

S U C C E S S !
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an Introduction to
theoretical quantum
CRYPTOGRAPHY


