3.1.2) One-time pad

o

OENSEIREY - Vernam Q-cipher (various sources)
Quantum Ciphertext

Q-4

OEROTNREY : one-time Q-pad (Q-teleportation)
Classical Ciphertext (BBCJPW)

TR T
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encryption
l decryption
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One-time Q-pad
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(3.1.2) One-time pad
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(3.1.2b) one-time pad

N
Quantum key
Classical Ciphertext

—.
U two random bits v




3.1.2a) One-time pad

o

MESSEIREY, - Vernam Q-cipher (various sources)
Quantum Ciphertext
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Vernam Q-cipher

(3.1.2a) one-time pad

Classical key
Quantum Ciphertext

a,b random bit key




One-time Q-encryption
with error ¢

Secrecy:

) —>

u
el{
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[HLSWO03]
Arbitrary quantum state but not
entangled with eavesdropper ~ 1 bit / qubit

[MTWO0O0]
Arbitrary quantum state = 2 bits / qubit
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OEESIEIRGEY - Q-Authentication (BCGST)
Quantum message+tag

Q-4

ONELIUNGY - Authenticated Q-teleportation
Classical message+tag (BBCJPW)

TR T
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symmetric authentication

authentication
I verification

Informatlon Theoretical Security|
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N Authenticated Q-Teleportation
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% SSAuthenticated Q—Teleortation
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ONENONGEY - 1x Authenticated Q-pad
Classical message+tag

@O@ A® ® W
U two authenticated random bits v

) @4 -4

6) 6)
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symmetric authentication
of Quantum Messages

authentication

rification

Information Theoretical Security|
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One-time Q-Authentication

eK
m+s qubits m qubsits
T v — M’
k =— —> D e {|acc), [ren) }
eK

° output Wong otherwise

The corresponding projectors are
R,,= [WXY|®I;, + I, ® [RErX(REI| — [WX ]| ® [RET(REI|

Wiy= (e — [WXW)) ®acc)Xacc]

24




Completeness:

W= v \'2;
k —> [aCC)
eK
Soundness:
m qubits m+s qubits m+s qubits m+1 qubits

y) —> —

. A \ b

€ R;5 ;/

V|w) Tr(lep)zl-Z'Q(S)
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3.1 Quantum-Key distribution

10%

|W>1A

N N
Authenticated
0 -pad

[, e ®®
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(3.3C) One-time Q-Authentication

e Transmit quantum key (EPR states)

e Quantum error-correction is used to purify
(or test purity of) EPR states
to form a smaller pure set

¢ one-time Authenticated Quantum pad
Is used to send message

© Claude Crépeaun 27

Q @ A=W

(3.3C) One-time _Q-Authentication
Q-

f
error
A: - syndrome
%(Iassical authentication%
random error
- B: [¥) syndrome
E€rror
Q-

Q-4
l@!
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(3.1.3a) One-time Q-Authentication
i A -

0 random error
- > syndrome
011 rror?
error
o
syndrome

m.
v

W

(3.1.3a) One-time Q-Authentication

Classical key
Quantum message+tag
Authenticated Q-teleportation

¢ public Q-error-correcting code

e secret key for encryptic;n & syndrome




Barnum-Crépeau-Gottesman-Smith-Ta

one-time Q-authentication

aw)
Vernam Q-cipher

authenticated quantum messages must be encrypted
which is false for classical messages! )

Main Lower Bound

with error probabilty

1S

A Quantum Encryption Scheme
with error probability 4€'°.

32




Complexity Theoretical
0 ptoqgrapny

© ClauderCrépeaunZi0) 0
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(CRA DN V] o] (R CIHA Y MRyl - public-key Q-cryptosystem

(G EIRSI I EIBIEI EINE : public-key Q-Authentication

Q-digital signature scheme

(3.2.3) (trapdoor) one-way functionssEegYeleIaEINEI
(trapdoor) Q-one-way functions

© ClauderCrépeaunZi0) 20
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(3.2.1) Public-Key Q-Cryptosystem

_E(a,b)—

a,b random bits (a,b) := D(E(a,b))

© Claude; Crépeaun20022200.8; 35

(3.2.2a) Public-Key Q-Authentication

U Signed E(K) —— -
- verify signed E(K)
K random authentication key K := D(E(K))

—m_

© Claude; Crépeaun20022200.8 36




Q-Digital Signature Scheme

Assuming Classical Public Key Cryptography
Assuming Classical Digital Signature

My
it

© Claude; Crépeaun2002:200.8

MPOSSIBLE '@'
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|“I">®|0> =  Signature

@OO

\/

|\P'>J Validation L)Val'id |IP'> Validation Val'id
r)|‘P) ")

|‘P'>— Extract — |‘P>®|£>
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(3.2.2b) Q-Digital Signature Scheme

Signature

[P")=
Validation

-— Extract

© Claude; Crépeaun20022200.8; 39

Blcomputing f(x) is easy

Bifinding x s.t. f(x)=y is hard

Difinding x s.t. f(x)=y Is easy with trapdoor

Q-cryptanalysisjisiale]s

© Claude; Crépeaun20022200.8 40




Q-One-way function

one-way function
(error correction code based)

Trapdoor Q-One-way function

trapdoor one-way permutation
(subset products problem based)
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Trapdoor Q-One-way function

McEliece
trapdoor one-way permutation
(error correction code based)

© Claude; Crépeaun2002:2008 44
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Oblivious
cr

VR N
() Oblivious
U Function

Evaluation

< ==
8
Fx.y) e O ) . y)
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' (X,y)
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Mutual
Identification

=)

x=y?

N\
i Oblivious
|07 1507 |
\ DB query
Q q h DB
QeDB
dataQ
—
/NO




.. Randomized
Oblivious
Transfer

mm) ®o

1/2-QT

o =)
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. Randomized
Oblivious
Transfer
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.. Randomized
Oblivious
Transfer
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. Randomized
Oblivious
Transfer

@,
4 Bo =) =) B

. D=0O(+)C
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Randomlzed
Oblivious
U Transfer

Bo q
o1 ) e o ) B C

< D=0O(+)C
Z0=Bo(+)®D II:
Z1=B1(+)®-D

© Claude CrépeaunZ0 a0

Bc=Zc(+)®o
Rand0m1zed
Oblivious
U Transfer
®0

® ) (=

IS AN INVESTMENT
IN THE FUTURE
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Trapdoor

One-way A
Permutation m Oblivious
¥ Function
Evaluation

One-way

Function X # h y
fx.y) e = o(x.y)

UNVEIL

N
W\ Oblivious
¥ Function
Evaluation
One-way

Function X #.h y
f o
fx.y) demm = o(x.y)

UNVEIL
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Non-Locality Box

a®b = xxy

C:3/4 Q: cos’(m/8)=85%

© Claude; Crépeaun2002:200.8 65

Quantumly

(i3 Oblivious o,
Transfer @
(message multiplexin

o

e BIT COMMITMENT
f’;fn /v\\ N
Q) " (" Oblivious
¥ u ) \ . )
‘ 1 /\@) . Function
. Evaluation

COMMIT

(o]
h

UNVEIL 1 X q h y
e

g &

fx.y) e B x.y)

& Non-Locality Box
1) Wolf,Wullschleger ?
~

2) Short,Gisin,Popescu
@2147 u 3) Buhrman,Christandl,
Unger,Wehner,Winter
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G

~b = XA
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AU 2 010272100008 mom————

© Claude Crépea
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Random1zed
Oblivious
Transfer

)*
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A: 011001001101000111011000
X+ X+ ++XXXX++++XXX+X+++ X+

B: XX+ +X+++X++XXX+XXX++X+X+
001001001000011100011000
X+ X+ ++XXXX++++XXX+X+++X+

B: 0w 0y loylvO0Oyrryy1 0y 1000
B: 001101010009 yyyyywyyyryy
A: 0011010100011000110001011
B: 00110101=0 "R X X XX N NN/
A: 00110101 =0=R, ®=0=11000101

Crépeau-Kilian
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Q-OT
GOO
U
A: 011001001101000111011000O0
X+ X+ ++XXXX++++XXX+X+++ X+
© Claude; CrépeaunZ0i0/2a20) S m 70




: .
A: 011001001101000111011000
X+ X+ ++XXXX++++XXX+X+++ X+

B: XX+ +X+++X++XXX+ XXX+ + X+ X+
001001001000011100011000

v
o
A: 011001001101000111011000

X+ X+ ++XXXX++++XXX+X+++ X+

B: XX+ +X+++X++XXX+ XXX+ + X+ X+
001001001000011100011000
A: X+ X+ ++XXXX++++ XXX+ X+ ++ X+




0

B: XX+ +X+++X++XXX+ XXX+ + X+ X+
001001001000011100011000
A: X+ X+ ++XXXX++++ XXX+ X+ ++ X+

B: Oww O loyy lvO0Oryyry1 0y 1000

© Claude; Crépeaunz00222
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1

0011010

001101010001 1000/11000101

A:

001101 01]-0 - |rrrrrrey

00110101

11000101

®,=0

®0

0=

A:

76

CTEDEAUTZ0.0/ 22100 ———
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11000101
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B:

GOO

V \
A: 011001001101000111011000
X+ X+ ++XXXX++++XXX+X+++ X+

A: X+ X+ ++XXXX++++XXX+X+++ X+

X+ X+ ++XXXX++++XXX+X+ X+ X+

© Claude Crépeaun20.0.2:200.
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B:

g from Q-BC

U \

A: 011001001101 000111011000
X+ X+++XXXX++++XXX+X+++ X+

XX+ +X +++ X+ + XXX+ XXX+ + X+ X+
0010010010000111000°1

© Claude; Crépeaun2002:200,

B:

XX+ +X +++ X+ + XXX+ XXX+ + X+ X+
001001001000011100011000

© Clauder Crep Um0 S




B: XX+ +X +++X++ XXX+ XXX+ + X+ X+
001001001000011100011000

© Claude Crépeau

b X + R X + + + X + + b X X + X X X + + b + X +
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v
o
A: 011001001101000111011000

X+ X+ ++XXXX++++XXX+X+++ X+

B: XX+ +X+++X++XXX+ XXX+ + X+ X+
001001001000011100011000
A: X+ X+ ++XXXX++++ XXX+ X+ ++ X+

B: Oww Oy loyy lvO0Oryyry1 0y 1000
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Ben-Or, Goldwasser, Kilian, Wigderson
89
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possible with prob. at most 2™

eaunZ002220048

© Claude, Crépea
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Ben-Or, Goldwasser, Kilian, Wigderson
95

D,(x®z,b-y)<n/57

Ben-Or, Goldwasser, Kilian, Wigderson
00262008 96




75% Q@D => Dy(@z,b-y)=25%n>n/s

l—

y(x®z,b - y)<n/5?

Ben-Or, Goldwasser, Kilian, Wigderson

© Claude; Crépeaun20022200.8;
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D,(x®z,b:y)<n/57
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X4 -
Dy (Xo®Xq,Y) = Dy((xg@2)®(x,92),y) < 2n/5 < n/2
possible with prob. at most c™

© Claude; Crépeaunz002:2008
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possible with prob. at most 2™

modified BGKW

© Claude Crépeaun2002:2008 103

modified BGKW

© Claude; Crép 104




one could obtain by applying one of them to the
state shared among the two provers.

Suppose the success probability of unveiling is
Po+P; > 149,

then the (prediction probability of y,®y,) > 0.

This prediction probability is achieved by first
applying O to the shared state followed by 1 on the
leftover system or the other way around.




Oblivious
Transfer
(message multiplexing)
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Oblivious
Transfer
(message multiplexing)

0

1

Brassard, Crépeau, Mayers, Salvail 97
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cntiication
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Mutual
Identification
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Mutual
Identification
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