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((11))

CCllaassssiiccaall CCrryyppttooggrraapphhyy
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((11..11))

IInnffoorrmmaattiioonn TThheeoorreettiiccaall

CCrryyppttooggrraapphhyy
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((11..11)) IInnffoorrmmaattiioonn TThheeoorreettiiccaall CCrryyppttooggrraapphhyy

••!! ••!! ••!! ••!! ••

(1.1.1) key distribution

(1.1.2) Encryption

(1.1.3) Authentication

••!! ••!! ••!! ••!! ••
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WWiillll yyoouu mmaarrrryy mmee ??

DDiivvoorrccee yyoouurr wwiiffee ffiirrsstt !!

TThhee ppaappeerrss aarree iinn tthhee mmaaiill......

OOKK,, II wwiillll !!
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!

!

(1.1.1) key distribution
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(1.1.2) Encryption
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ssyymmmmeettrriicc eennccrryyppttiioonn

P C

encryption

decryption

K

IInnffoorrmmaattiioonn TThheeoorreettiiccaall SSeeccuurriittyy
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c ⊕⊕ k=m

IInnffoorrmmaattiioonn TThheeoorreettiiccaall SSeeccuurriittyy
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VISUAL

DEMO
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Vernam's
One-Time-Pad

m1⊕⊕k= c1

c
1

c1⊕⊕ k=m1

c
2

m2⊕⊕k= c2 c2⊕⊕ k=m2

c1⊕⊕ c2= m1⊕⊕ m2
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VISUAL

DEMO
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VISUAL

DEMO
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(1.1.1) key distribution

PROBLEM
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WWiillll yyoouu mmaarrrryy mmee ??

DDiivvoorrccee yyoouurr wwiiffee ffiirrsstt !!

TThhee ppaappeerrss aarree iinn tthhee mmaaiill......

OOKK,, II wwiillll !!

! !

(1.1.3) Authentication
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WWiillll yyoouu mmaarrrryy mmee ??

NNoo,, II nneevveerr wwiillll !!

! !
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ssyymmmmeettrriicc aauutthheennttiiccaattiioonn

M TK

authentication

verification

IInnffoorrmmaattiioonn TThheeoorreettiiccaall SSeeccuurriittyy
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AAuutthheennttiiccaattiioonn

t=authk(m)

IInnffoorrmmaattiioonn TThheeoorreettiiccaall SSeeccuurriittyy

(m,t)

authk(m)=t?
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IImmppeerrssoonnaattiioonn

SSuubbssttiittuuttiioonn

(m,t)

(m,t) (m',t')

IInnffoorrmmaattiioonn TThheeoorreettiiccaall SSeeccuurriittyy

authk(m)=t?

authk(m')=t'?
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WC One-Time-Authentication

authM,b(x) = Mx⊕⊕b
|x| = n, |M|=n•n', |b|=n'

∀m∈M,∀t∈T
Pr(authM,b(m)=t) = 1/|T|= 1/2

n'

∀m!m'∈M,∀t,t'∈T
Pr( authM,b(m')=t' | authM,b(m)=t ) = 1/|T|= 1/2

n'
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WC One-Time-Authentication
and (linear) error correction

authM,b(x) = Mx⊕⊕b

[I:M]m⊕⊕[0:b]=[m:t]

G=[I:M] (systematic) generating matrix

of error correcting code

[0:b] error pattern = one-time pad

encryption of tag

[m:t] systematic form of (message,tag)
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((11..22))

CCoommpplleexxiittyy TThheeoorreettiiccaall

CCrryyppttooggrraapphhyy
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((11..22)) CCoommpplleexxiittyy TThheeoorreettiiccaall CCrryyppttooggrraapphhyy

••!! ••!! ••!! ••!! ••

(1.2.1) Public key cryptosystem

(1.2.2) Digital signature scheme

••!! ••!! ••!! ••!! ••
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MESSAGE U#7DX@A MESSAGE

(1.2.1) Public key cryptosystem
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Kd

aassyymmmmeettrriicc eennccrryyppttiioonn
((ppuubblliicc--kkeeyy ccrryyppttooggrraapphhyy))

P C
Ke

encryption

decryption

CCoommpplleexxiittyy TThheeoorreettiiccaall SSeeccuurriittyy
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RRSSAA ppuubblliicc--kkeeyy ccrryyppttoossyysstteemm

• n = p*q, two large primes

• e s.t. gcd(e,(p-1)(q-1))=1

• d s.t. e*d = 1mod (p-1)(q-1)

• K
e
= (n,e), K

d
= (n,d)

• encryption E(m): memod n

• decryption D(c): cdmod n

©© CCllaauuddee CCrrééppeeaauu 22000022--22000055 3300

(1.2.2) Digital signature scheme

MMEESSSSAAGGEE,
U#7DX@A

MESSAGE
MMEESSSSAAGGEE,,
MESSAGE
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Kv

Ka

aassyymmmmeettrriicc aauutthheennttiiccaattiioonn
((ddiiggiittaall ssiiggnnaattuurree sscchheemmeess))

M T

authentication

verification

CCoommpplleexxiittyy TThheeoorreettiiccaall SSeeccuurriittyy
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RRSSAA ddiiggiittaall ssiiggnnaattuurree

• n = p*q, two large primes

• e s.t. gcd(e,(p-1)(q-1))=1

• d s.t. e*d = 1mod (p-1)(q-1)

• K
a
= (n,d), K

v
= (n,e)

• authentication A(m): mdmod n

• verification V(m,t): te = mmod n ?
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((22))

QQuuaannttuumm IInnffoorrmmaattiioonn

&& CCoommppuuttaattiioonnss

©© CCllaauuddee CCrrééppeeaauu 22000022--22000055 3344

θ +=

Bits & QuBits

00::

11::

Cosθ Sinθ

+= C0 C1|Ψ〉
0000::

0011::

1100::

1111::

+= C00|Ψ〉
+C01
+C10

C11

Ci,Cij∈CC_
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EPR

|¿?〉 = 1/!2 |01〉 − 1/!2 |10〉
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+= C00|Ψ〉 +C01 +C10 C11

|Ψ〉

|C00|2

Quantum Measurements

|C01|2

|C10|2

|C11|2
Σ|Cij|2=1
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+C0 C1

|Ψ〉 U |Ψ'〉

Quantum Evolution:
Unitary Operators

U |Ψ0〉
U |Ψ1〉
U +C0 C1|Ψ0〉 |Ψ1〉
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||y⊕⊕x〉〉

||x〉〉

||00〉〉++||11〉〉

|| 〉〉++|| 〉〉00||00〉〉

00

11

||00〉〉 11

||y〉〉

H

||x〉〉

||00〉〉−− ||11〉〉||11〉〉

||00〉〉 H ||00〉〉++||11〉〉

H

|??〉
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QQuuaannttuumm

Classical & Quantum Information

0000111100111111000000111100 CCllaassssiiccaall

CCooppyyiinngg:: YYeess NNOO

MMeeaassuurriinngg:: YYeess ppaarrttiiaall

BBrrooaaddccaassttiinngg:: YYeess NNOO

SSuuppeerrppoossiinngg:: NNOO YYeess

IInntteerrffeerriinngg:: NNOO YYeess
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((33))

QQuuaannttuumm CCrryyppttooggrraapphhyy
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((33..11))

IInnffoorrmmaattiioonn TThheeoorreettiiccaall

QQuuaannttuumm CCrryyppttooggrraapphhyy
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((33..11)) IInnffoorrmmaattiioonn TThheeoorreettiiccaall CCrryyppttooggrraapphhyy

••!! ••!! ••!! ••!! ••

(3.1.1) Key distribution : Q-key distribution +

Q-distillation (formerly purification)

(3.1.2) One-time pad : one-time Q-pad (Q-teleportation)

Vernam Q-cipher

(3.1.3) one-time authentication : authenticated Q-teleportation +

one-time Q-authentication

••!! ••!! ••!! ••!! ••
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((33..11..11)) KKeeyy ddiissttrriibbuuttiioonn

Classical key : Q-distribution of keys(BB84)

+ error-correction

+ privacy amplification

Quantum key : Q-key distribution(Ekert/Lo-Chau)

+ Q-error-correction (CSS) or

+ Q-Distillation (Purification)

!!
!
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0 1

+

×

Ambiguous Coding Scheme

((33..11..11)) KKeeyy ddiissttrriibbuuttiioonn
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VISUAL

DEMO

©© CCllaauuddee CCrrééppeeaauu 22000022--22000055 4466

Polarizing Filter

optical axis
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Polarizing Filter
and photodetectors

θθ ccooss22 θθ

ccooss θθ

θθ ssiinn22 θθ

ssiinn θθ
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VISUAL

DEMO
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ccooss θθ

ssiinn θθ

Calcite Crystal

θθ
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Calcite Crystal
and photodetectors

θθ

ssiinn22 θθ

ccooss22 θθ

ccooss θθ

ssiinn θθ
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1/2

Calcite crystal
& Photodetection

1/2
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0 1

+

×

Ambiguous Coding Scheme
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0V

400V

800V

Pockel Cells

©© CCllaauuddee CCrrééppeeaauu 22000022--22000055 5544

LED Pinhole

Filter Pockel Cells

0/800V 0/400V

SENDER
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LED Pinhole

Filter

Light source:

~ 1/10 photon per pulse

n = #photons per pulse follows a

Poisson distribution Pr(n"x) = 1-e-x/10

Problem:

• may transmit multiple correlated

polarized photons
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0/400V

Pockel Cell Calcite Crystal

Photo Multipliers

RECEIVER
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2200%%

Q-distribution
of keys

BBeennnneetttt-- BBrraassssaarrdd

!
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Q-distribution
of keys
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00 00 00 111111000000 00 00001100
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Q-distribution
of keys

!
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×× ×× ×××× ×× ×× ×× ×× ×× ×× ××++ ++ ++ ++ ++ ++ ++ ++ ++ ++ ++ ++ ++

×× ××
00 00 11 11 00 11 11 00 00 00

ΒΒ:: ++ ++ ×× ++ ++ ++ ×× ++ ++ ×× ×× ×× ++ ×× ×× ×× ++ ++ ×× ++ ×× ++

ΑΑ::
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++
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Q-distribution
of keys

!
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00

00 00 00 111111000000 00 00001100
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++
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++ ++ ++ ++ ++ ++ ++ ++ ++ ++ ++ ++

0000 00 11 11 00 11 11 00 00 00ΒΒ::

Q-distribution
of keys

!
11 11 11 11 11ΑΑ:: 00 00 00 00 00 00
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0000 00 11 11 00 11 11 00 00 00ΒΒ::
11 11 11 11 11ΑΑ:: 00 00 00 00 00 00

Q-distribution
of keys

!
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0000 00 11 11 00 11 11 00 00 00ΒΒ::
11 11 11 11 11ΑΑ:: 00 00 00 00 00 00

11 11ΑΑ:: 00 00 00

!= = = =ΒΒ:: 2200%%

Q-distribution
of keys

!
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00 11 11 11 00 00ΒΒ::
11 11 11ΑΑ:: 00 00 00

2200%%

Q-distribution
of keys

!

!= = = =ΒΒ::
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00 11 11 11 00 00ΒΒ::
11 11 11ΑΑ:: 00 00 00

2200%%

Q-distribution
of keys

!
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Q-distribution
of keys

••!! ••!! ••!! ••!! ••

• Produces raw classical key

• Observed error rate indicates amount

of eavesdropper information

• Error-correction is used to fix errors

• Random hash function is used to distill

a smaller secret classical key
••!! ••!! ••!! ••!! ••

!
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Information <--> Errors

×× ×× ++×× ××++ ++ ++ ++ ++

×× ×× ++×× ××++ ++ ++ ++ ++
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Mostly Identical
Partly Secret
String

X X'

E(θθ)
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#d

(classical) error-
correcting codes

©© CCllaauuddee CCrrééppeeaauu 22000022--22000055 7700

(
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#d

CODING

DECODING

{0,1}n

{0,1}k

Mx=y=0n-k

0n

[n,k,d] linear code

M∈∈{0,1}(n-k)•n is a
Parity Check matrix

C = { x | Mx=0n-k }

©© CCllaauuddee CCrrééppeeaauu 22000022--22000055 7722

#d

(classical) error-correcting codes

qn (words) qk (codewords)

[n,k,d] linear error-correcting code
length n, dimension k,
corrects d-1 erasures, (d-1)/2 errors
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w
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z(+)x
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)
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Identical
Partly Secret
String

X X'

E:=E(θθ)+W

W:=C⊕⊕X

C

W

C':=W⊕⊕X'
C

C'

X:=C⊕⊕W
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Identical
Partly Secret
String

X X

E
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Identical Secret
Shorter String

X→→h(X)

h
X→→h(X)

E→→h(E)
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BBCM

H( h(X) | E,h ) > |h(X)| - 2(|h(X)|-H"(X))

k:=h(X)

h
k:=h(X)

???????????

k':=h(E)

??????????
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EEkkeerrtt
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00
11

Q-distribution
of keys

!
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((33..11..11)) KKeeyy ddiissttrriibbuuttiioonn

Classical key : Q-distribution of keys(BB84)

+ error-correction

+ privacy amplification

Quantum key : Q-key distribution(Ekert/Lo-Chau)

+ Q-error-correction (CSS) or

Q-Distillation (Purification)

!!
!!
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••!! ••!! ••!! ••!! ••

• Produces raw quantum key

(EPR states)

• Observed error rate indicates amount

of impurity of EPR states

• Quantum error-correction (CSS) is used to

purify raw EPR states into a smaller pure set

••!! ••!! ••!! ••!! ••

Quantum-Key
Distribution

!!
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QQ:: ((oovveerr GGFF((33))))

||00〉〉→→||000000〉〉++||111111〉〉++||222222〉〉
||11〉〉→→||001122〉〉++||112200〉〉++||220011〉〉
||22〉〉→→||002211〉〉++||110022〉〉++||221100〉〉

QQ||ψψ〉〉==ΗΗ11⊗⊗ΗΗ22⊗⊗ΗΗ33
QQ==[[[[33,,11,,22]]]] ccoorrrreeccttss 22--11==11 eerraassuurree..

||00〉〉⊗⊗ΗΗ22⊗⊗ΗΗ33 →→ ((−−ΗΗ22−−ΗΗ33mmoodd 33))⊗⊗ΗΗ22⊗⊗ΗΗ33
ΗΗ11⊗⊗||00〉〉⊗⊗ΗΗ33 →→ ΗΗ11⊗⊗((−−ΗΗ33−−ΗΗ11mmoodd 33))⊗⊗ΗΗ33
ΗΗ11⊗⊗ΗΗ22⊗⊗||00〉〉 →→ ΗΗ11⊗⊗ΗΗ22⊗⊗((−−ΗΗ11−−ΗΗ22mmoodd 33))
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Q= 1

C2
w + v

w∈C2
∑ : v∈C1





Let C1, C2 be two linear codes such that

0{ }⊆C2⊆C1⊆F
n

v→ 1

C1
⊥ v +w
w∈C1

⊥
∑v→ 1

C2
v +w

w∈C2
∑

0{ }⊆C1⊆C2⊆
⊥ ⊥

F
n

v∈C
1

v∈C
2

⊥
For define For define

Q
*

= 1

C1
⊥ w+ v
w∈C1

⊥
∑ : v∈C2

⊥







CCaallddeerrbbaannkk--SShhoorr--SStteeaannee Q-EECCCCss
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Let C1=[n,k1,d1], C2=[n,n–k2,d2] be two linear codes

dim(Q) = dim(C1)-dim(C2)

= k1–k2
= dim(C2)-dim(C1) = dim(Q*)

d(Q) = d(Q*) = min{d(C1),d(C2)} = min{d1,d2}

Q = [[ n, k1–k2, min{d1,d2} ]] = Q*

⊥

⊥

⊥

CCSSSS Q-EECCCCss

⊥
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EXAMPLE: Quantum Reed-Solomon codes
(Aharonov-BenOr)

Let q=4t

C1 = [4t,2t+1,2t] ERS-code over GF(q)

C2 = [4t,2t,2t+1] ERS-code over GF(q)

dim(Q) = dim(Q*) = 1
d(Q) = d(Q*) = 2t

Q,Q*= [[4t, 1, 2t]] QRS-code over GF(q)

Q,Q*= [[n, 1, n/2]] QRS-code over GF(q), q=n

CCSSSS Q-EECCCCss
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