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Mark Zuckerberg says Facebook made mistakes on
Cambridge Analytica

'We have a responsibility to protect your data,' CEO says in
statement

The Associated Press ·

Posted: Mar 21, 2018 4:01 PM ET | Last Updated: an hour ago

Facebook founder and CEO Mark Zuckerberg, seen here in an April 2017 photo, made

his first public comments Wednesday amid a scandal over a political analytics firm

getting the data of millions of Facebook users. (Stephen Lam/Reuters)

Breaking more than four days of silence, Facebook CEO Mark Zuckerberg

admitted mistakes and outlined steps to protect user data in light of a

privacy scandal involving a Trump-connected data-mining firm.
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Profitez d'offres spéciales pour ce concert : achetez un billet et obtenez le second à moitié prix ou obtenez 2 billets
pour 40$ au balcon (34 ans et moins)!

Pas d'images? Version Web

Bonjour Gilles,

L'Orchestre Métropolitain vous invite à une soirée envoûtante lors de laquelle deux
oeuvres mythiques de Stravinski côtoieront celles de Respighi et de Pierre

Jalbert, interprétées par la mezzo-soprano Sasha Cooke. Selon ce que nous
avons pu observer dans votre compte Place des Arts, nous croyons que vous

apprécierez ce concert.

[Suggestion pour vous] L’Oiseau de feu avec l'Orchestre Métropolitain

"Place des Arts" <infoflash@placedesarts.com>

À: brassard@iro.umontreal.ca
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Deuxième Guerre
 Arthur Scherbius dès 1923 !
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Qui gagnera ? 
« It may be roundly asserted that human 
ingenuity cannot concoct a cipher which 

human ingenuity cannot resolve » 
 

Avait-il raison ? 
 

«  On  peut  affirmer  rondement  que  l’ingéniosité  humaine  ne  peut 
concocter de chiffre que l’ingéniosité humaine ne puisse résoudre »

Qui gagnera ?
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C’était de la stéganographie…
et la « vraie » cryptographie alors ?
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La scytale de Lysandre de Sparte 
(404 avant J.-C. ou avant?)

Le chiffre de Jules César 
(1er siècle avant J.-C.)

Antiquité
Hérodote et l’esclave rasé 
(5e siècle avant J.-C. ou avant?)

Le Kāmasūtra de Vātsyāyana 
45e yoga (sur 64) : mlecchita-vikalpā
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texte clair + clef secrète 
⇒ TEXTE CHIFFRÉ
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Un chiffre travaille au niveau de la 
lettre (ou du bit)

Principe de Kerckhoffs (1883)

« La sécurité du chiffrement ne doit 
reposer que sur le secret de la clef »
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53‡‡†305))6*;4826)4‡.)4‡);806*;48†8
¶60))85;1‡(;:‡*8†83(88)5*†;46(;88*96
*?;8)*‡(;485);5*†2:*‡(;4956*2(5*-4)8
¶8*;4069285);)6†8)4‡‡;1(‡9;48081;8:8‡
1;48†85;4)485†528806*81(‡9;48;(88;4
(‡?34;48)4‡;161;:188;‡?;

53‡‡†305))6*;4826)4‡.)4‡);806*;48‡8
¶60))85;1‡(;:‡*8†83(88)5*†;46(;88*96
*?;8)*‡(;485);5*†2:*‡(;4956*2(5*—4)8
¶8*;4069285);)6†8)4‡‡;1(‡9;48081;8:8‡
1;48†85;4)485†528806*81(‡9;48;(88;4
(‡?34;48)4‡;161;:188;‡?;



Of the character 8 there are 33
Of the character ;        "       26
Of the character 4       "       19
Of the character + )     "       16
Of the character *       "       13
Of the character 5       "       12
Of the character 6       "       11
Of the character ! 1     "         8
Of the character 0       "         6
Of the character 9 2    "         5
Of the character : 3     "         4
Of the character ?        "         3
Of the character '         "         2
Of the character - .      "         1
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A good glass in the bishop’s hostel in the
devil’s seat forty-one degrees and thirteen
minutes northeast and by north main branch
seventh limb east side shoot from the left eye
of the death’s-head a bee-line from the tree
through the shot fifty feet out.

« Un bon verre dans l'hostel de l'évêque dans la chaise du 
diable / quarante et un degrés et treize minutes / nord-est 
quart de nord / principale tige septième branche côté est / 
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de l'arbre à travers la balle cinquante pieds au large. »

A good glass in the bishop’s hostel in the 
devil’s seat forty-one degrees and thirteen 
minutes northeast and by north main branch 
seventh limb east side shoot from the left
eye of the death’s-head a bee-line from
the tree through the shot fifty feet out.



Première percée



Première percée
 9e siècle



Première percée
 9e siècle





Première percée
 9e siècle

 Abu Yusuf Ya’qub ibn Is-haq ibn as-

 Sabbah ibn Oòmran ibn Ismaïl Al-Kindi



Première percée
 9e siècle

 Abu Yusuf Ya’qub ibn Is-haq ibn as-

 Sabbah ibn Oòmran ibn Ismaïl Al-Kindi



Première percée
 9e siècle

 Abu Yusuf Ya’qub ibn Is-haq ibn as-

 Sabbah ibn Oòmran ibn Ismaïl Al-Kindi



Première percée
 9e siècle

 Abu Yusuf Ya’qub ibn Is-haq ibn as-

 Sabbah ibn Oòmran ibn Ismaïl Al-Kindi

 Auteur (801-873) de 290 livres



Première percée
 9e siècle

 Abu Yusuf Ya’qub ibn Is-haq ibn as-

 Sabbah ibn Oòmran ibn Ismaïl Al-Kindi

 Auteur (801-873) de 290 livres dont

 Manuscrit sur le déchiffrement des
 messages cryptographiques





Première percée
 9e siècle

 Abu Yusuf Ya’qub ibn Is-haq ibn as-

 Sabbah ibn Oòmran ibn Ismaïl Al-Kindi

 Auteur (801-873) de 290 livres dont

 Manuscrit sur le déchiffrement des
 messages cryptographiques

 Retrouvé en 1987
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Vraiment indéchiffrable !

➢ Chiffre de Vigenère (1553) avec clef
▸ aussi longue que le message
▸ purement aléatoire
▸ utilisée une seule fois

➢  Pas pratique militairement, mais…
➢  Utilisé sur le téléphone rouge !

➢ Masque jetable (one-time pad)
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19e siècle
 Le chiffre de Beale (1822)

 Motivation civile : le télégraphe (1839)

 Motivation militaire :

 TSF - télégraphie sans fil (1896)
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Première Guerre
 Woodrow Wilson (président des É-U)

 refusait d’entrer en guerre

 Le télégramme de Zimmermann





16 janvier 1917 

https://fr.wikipedia.org/wiki/16_janvier
https://fr.wikipedia.org/wiki/Janvier_1917_(Premi%C3%A8re_Guerre_mondiale)
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Deuxième Guerre
 Arthur Scherbius dès 1923 !

 Marian Rejewski en Pologne



Marian Adam Rejewski 
(16 août 1905 à Bydgoszcz, Pologne – 13 février 1980 à Varsovie)  

est un cryptologue polonais. Il est à l'origine de la première attaque 
cryptanalytique sur la machine Enigma au début des années 1930.

https://fr.wikipedia.org/wiki/16_ao%C3%BBt
https://fr.wikipedia.org/wiki/Ao%C3%BBt_1905
https://fr.wikipedia.org/wiki/1905
https://fr.wikipedia.org/wiki/Bydgoszcz
https://fr.wikipedia.org/wiki/Pologne
https://fr.wikipedia.org/wiki/13_f%C3%A9vrier
https://fr.wikipedia.org/wiki/F%C3%A9vrier_1980
https://fr.wikipedia.org/wiki/1980
https://fr.wikipedia.org/wiki/Varsovie
https://fr.wikipedia.org/wiki/Cryptologue
https://fr.wikipedia.org/wiki/Pologne
https://fr.wikipedia.org/wiki/Cryptanalyse
https://fr.wikipedia.org/wiki/Enigma_(machine)
https://fr.wikipedia.org/wiki/Ann%C3%A9es_1930
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Deuxième Guerre
 Arthur Scherbius dès 1923 !

 Marian Rejewski en Pologne

 Alan Turing à Bletchley Park



Alan Mathison Turing 
(23 juin 1912 à Londres , UK — 7 juin 1954 dans le Cheshire, UK)
est un mathématicien et cryptologue britannique, 

auteur de travaux qui fondent scientifiquement l'informatique.

https://fr.wikipedia.org/wiki/Londres
https://fr.wikipedia.org/wiki/Cheshire_(comt%C3%A9)
https://fr.wikipedia.org/wiki/Math%C3%A9maticien
https://fr.wikipedia.org/wiki/Cryptologue
https://fr.wikipedia.org/wiki/Royaume-Uni
https://fr.wikipedia.org/wiki/Informatique
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Deuxième Guerre
 Arthur Scherbius dès 1923 !

 Marian Rejewski en Pologne

 Alan Turing à Bletchley Park

 Chiffre de Lorentz







WILLIAM TUTTEWILLIAM TUTTE
!



Deuxième Guerre
 Arthur Scherbius dès 1923 !

 Marian Rejewski en Pologne

 Alan Turing à Bletchley Park

 Chiffre de Lorentz

 Colossus :  Le premier ordinateur

électronique programmable





Advanced Encryption Standard (AES)

Aujourd’hui ?

Devenu standard américain en 2001
Sécuritaire ?

Masque jetable (one-time-pad)
Inventé par Frank Miller en 1882 
Sécuritaire de façon parfaite !

On ne sait pas !



  IInnffoorrmmaattiioonn  

  TThheeoorreettiiccaall  

  CCrryyppttooggrraapphhyy  

Cryptographie

informationelle

Claude ShannonClaude Shannon

1950
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Deux questions

Comment obtenir cette clef ?
Établissement de la clef



1 secret key

2 users

La malédiction quadratique

2 utilisateurs

1 clef secrète





6 secret keys

4 users

La malédiction quadratique

4 utilisateurs

6 clefs secrètes



28 secret keys

8 users

La malédiction quadratique

8 utilisateurs

28 clefs secrètes



n(n –1)/2 secret keys

n users

La malédiction quadratique

n utilisateurs

n(n-1)/2 clefs secrètes
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Alice

0110011 
1010100

Bob

0110011 
1010100

Canal public authentifié
· · · 010101100111001 · · ·

s s

s? Magie noire ?

Établissement de clef
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Sécurité calculatoire

Diffie et Hellman (1976)
Rivest, Shamir, Adleman (1977)

Ralph Merkle (1974)
Clifford Cocks (1973)

Robert McEliece (1978)

James Ellis (1970)
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Efficient long-distance quantum tele-
portation1 is crucial for quantum 
communication and quantum net-

working schemes2. Here we describe the
high-fidelity teleportation of photons over
a distance of 600 metres across the River
Danube in Vienna, with the optimal effi-
ciency that can be achieved using linear
optics. Our result is a step towards the
implementation of a quantum repeater3,
which will enable pure entanglement to be
shared between distant parties in a public
environment and eventually on a world-
wide scale.

Quantum teleportation is based on 
a quantum channel, here established
through a pair of polarization-entangled
photons shared between Alice and Bob
(Fig. 1).We have implemented this by using
an 800-metre-long optical fibre installed in
a public sewer system located in a tunnel
underneath the River Danube, where it is
exposed to temperature fluctuations and
other environmental factors.

For Alice to be able to transfer the
unknown polarization state of an input pho-
ton !"#b, she has to perform a joint Bell-state
measurement on the input photon b and her
member, c, of the shared entangled photon
pair (c and d). Our scheme allows her to
identify two of the four Bell states, the opti-
mum achievable with only linear optics4,5.

As a result of this Bell-state measure-
ment, Bob’s ‘receiver’ photon d will be pro-
jected into a well defined state that already
contains full information on the original
input photon b, except for a rotation that
depends on the specific Bell state that Alice
observed. Our teleportation scheme there-
fore also includes active feed-forward of
Alice’s measurement results, which is
achieved by means of a classical microwave
channel together with a fast electro-optical
modulator (EOM). It enables Bob to per-
form the unitary transformation on pho-
ton d to obtain an exact replica of Alice’s
input photon b.

Specifically, if Alice observes the !$% #bc

Bell state, which is the same as the initial
entangled state of photons c and d, then
Bob already possesses the original input
state. But if Alice observes the  !$& #bc state,
he introduces a '-phase shift between the
horizontal and vertical polarization com-
ponents of photon d by applying a voltage
pulse of 3.7 kV on the EOM. For successful
operation, Bob has to set the EOM cor-
rectly before photon d arrives. Because of
the reduced velocity of light within the
fibre-based quantum channel (two-thirds
of that in vacuo), the classical signal arrives

about 1.5 microseconds before the photon.
We demonstrated the teleportation of

three distinct polarization states: linear at
45°, left-handed circular or horizontal. The
teleportation fidelity achieved was 0.84,
0.86 or 0.90 for the 45°, for each of these
input states, respectively. These fidelities
comfortably surpass the classical limit of
0.66 (ref. 6) and prove that our teleporta-
tion system is operating correctly. Without
operation of the EOM, however, Bob
observes a completely mixed polarization
for the 45° and circular polarization input
states, causing the observed fidelity for
these states to drop to 0.54 and 0.59, respec-
tively, in the absence of active unitary trans-
formation. The deviation from the random
fidelity of 0.5 is due to statistical fluctua-
tions in the observed counts.

Each measurement run lasted for 28 h
and the rate of successful teleportation
events was 0.04 per second. Polarization
stability proved to be better than 10° on the
fibre between Alice’s and Bob’s labs, corre-
sponding to an ideal teleportation fidelity
of 0.97 over a full measurement run. Hence,
despite the exposure of our system to the
environment, high-fidelity teleportation
was still achievable without permanent
readjustments.

We have demonstrated quantum tele-
portation over a long distance and with
high fidelity under real-world conditions

brief communications
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outside a laboratory. Our system combines
for the first time, to our knowledge, an
improved Bell-state analyser with active
unitary transformation, enabling a doub-
ling of the efficiency of teleportation 
compared with earlier experiments based
on independent photons7,8. Our experi-
ment demonstrates feed-forward of mea-
surement results, which will be essential for
linear-optics quantum computing9–11, and
constitutes a step towards the full-scale
implementation of a quantum repeater.
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Quantum teleportation across the Danube
A real-world experiment marks a step towards worldwide quantum communication.

Figure 1 Long-distance quantum teleportation across the River Danube. The quantum channel (fibre F) rests in a sewage-pipe tunnel

below the river in Vienna, while the classical microwave channel passes above it. A pulsed laser (wavelength, 394 nm; rate, 76 MHz) is

used to pump a (-barium borate (BBO) crystal that generates the entangled photon pair c and d and photons a and b (wavelength,

788 nm) by spontaneous parametric down-conversion. The state of photon b after passage through polarizer P is the teleportation input;

a serves as the trigger. Photons b and c are guided into a single-mode optical-fibre beam splitter (BS) connected to polarizing beam split-

ters (PBS) for Bell-state measurement. Polarization rotation in the fibres is corrected by polarization controllers (PC) before each run of

measurements. The logic electronics identify the Bell state as either !$% #bc or !$& #bc and convey the result through the microwave chan-

nel (RF unit) to Bob’s electro-optic modulator (EOM) to transform photon d into the input state of photon b.
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Air to Ground Quantum Key Distribution
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The range of quantum key distribution (QKD) systems is known to be limited to
a few hundreds of km[1–3] due to the attenuation of the channel and the finite signal
to noise ratio of available detectors. Satellite based systems, however, could provide
e�cient links for global scale QKD. While both classical satellite downlinks[4] and
long range terrestrial free-space QKD[1, 2] were shown successfully, a quantum key
exchange with a rapidly moving platform is still missing. Here we report on the
first experimental demonstration of a BB84[5] QKD transmission from an airplane
at a speed of 290 km/h to ground. Our system uses attenuated laser pulses with
a mean photon number of = 0.5 and polarization encoding. Over a distance of
20 km a stable link was achieved for 10 min yielding a sifted key rate of 145 bits/s
with a quantum bit error rate (QBER) of 4.8 %.

Figure 1: The Do228 aircraft equipped with the flight terminal. One can see the optical dome underneath
the fuselage (marker). a shows a closeup of this dome housing the coarse pointing assembly. b shows a
schematic section view of the flight terminal.
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Qui gagnera ? 
Faiseurs de codes 

ou 

Briseurs de codes 

? 
 

Qui gagnera ?
FAISEURS DE CODES

Briseurs de codes



Qui gagnera ? 
« It may be roundly asserted that human 
ingenuity cannot concoct a cipher which 

human ingenuity cannot resolve » 
 

Poe avait tort ! 
 

Qui gagnera ?
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Qui gagnera ? 
« It may be roundly asserted that human 

ingenuity cannot concoct a cipher which human 
ingenuity cannot resolve » 

 
Poe avait-il raison malgré tout ? 

 

Qui gagnera ?

après tout ?
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