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Mark Zuckerberg says Facebook made mistakes on
Cambridge Analytica

'We have a responsibility to protect your data,' CEO says in
statement

The Associated Press -

Posted: Mar 21, 2018 §:01 PM ET | Last Updated: an hour ago

Facebook founder and CEO Mark Zuckerberg, seen here in an April 2017 photo, made
his first public comments Wednesday amid a scandal over a political analytics firm
getting the data of millions of Facebook users. (Stephen Lam/Reuters)

Breaking more than four days of silence, Facebook CEO Mark Zuckerberg
admitted mistakes and outlined steps to protect user data in light of a

privacy scandal involving a Trump-connected data-mining firm.



[Suggestion pour vous] L’'Oiseau de feu avec I'Orchestre Métropolitain

"Place des Arts" <infoflash@placedesarts.com> 21 mars 2018 19:01

Profitez d'offres spéciales pour ce concert : achetez un billet et obtenez le second a moitié prix ou obtenez 2 billets
pour 40$ au balcon (34 ans et moins)!
Pas d'images?

L'Orchestre Métropolitain vous invite a une soirée envodtante lors de laquelle deux
oeuvres mythiques de Stravinski cétoieront celles de Respighi et de Pierre
Jalbert, interprétées par la mezzo-soprano Sasha Cooke. Selon ce que nous
avons pu observer dans votre compte Place des Arts, nous croyons que vous
apprécierez ce concert.
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Edgar Allan Poe (1809-1849)
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« It may be roundly asserted that human
ingenuity cannot concoct a cipher which
human ingenuity cannot resolve »

« On peut affirmer rondement que 1l1l’ingéniosité humaine ne peut
concocter de chiffre que l1l’ingéniosité humaine ne puisse résoudre »

Avait-il raison?
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C'était de la stéganographie...
et la « vraie » cryptographie alors ?
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Hérodote et I'esclave rasé
(5e siecle avant J.-C. ou avant?)

La scytale de Lysandre de Sparte
(404 avant J.-C. ou avant?)

Le chiffre de Jules César
(ler siecle avant J.-C.)

Le Kamasdtra de Vatsyayana
45e yoga (sur 64) : mlecchita-vikalpa
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texte clair + clel secréte
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« La sécurité du chiffrement ne doit
reposer que sur le secret de la clef »
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Transposition : Scytale
Substitution : César
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Seulement 26 clefs possibles
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A good glass 1n the bishop’s hostel in the

devil’s seat forty-one degrees and thirteen
minutes northeast and by north main branch

seventh limb east side shoot from the left

eye of the death’s-head a bee-line from

the tree through the shot fifty feet out.

« Un bon verre dans 1 'hostel de 1l'évéque dans la chaise du
diable / quarante et un degrés et treize minutes / nord-est
quart de nord / principale tige septiéme branche coté est /
lachez de 1l'eil gauche de la téte de mort / une ligne d'abeille
de 1l'arbre a travers la balle cinquante pieds au large. »
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> Auteur (801-873) de 290 livres dont

» Manuscrit sur le déchiffrement des
messages cryptographiques

> Retrouvée ¢ 1987
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GILBERT S. VERNAM, OF BROOKLYN, NEW YORK, ASSIGNOR TO AMERICAN TELEPHONE
AND TELEGRAPH COMPANY, A CORPORATION OF NEW YORK.

SECRET SIGNALING SYSTEM.

1,310,719.

Specification of Letters Patent.

Patented July 22,1919,

Application filed September 13, 1918. Serial No. 253,962.

7o all whom it may concern. :

Be it known that I, Guuserr S. VERNAM,
residing at Brooklyn, in the county of
Kings and State of New York, have invent-
ed certain Improvements in Secret Signal-
ing Systems, of which the following is a
specification.

This invention relates to signaling sys-
tems and especially to telegraph systems.
Its object is to insure secrecy in the trans-
mission of messages and, further, to pro-
vide a systemm in which messages may be
transmitted and received in plain characters
or & well-known code but in which the sig-
naling impulses are so altered before trans-
mission over the line that they are unin-
telligible to anyone intercepting them.

The invention is here illustrated as ap-
plied to a well-known form of printing tele-
graph systems but, as will be readily under-
stood, it is applicable to other signaling
systems. The invention will be more fully
described in connection with the accompany-
ing drawings, in which Figure 1 illustrates
circuit arrangements at one end of the line
in a system embodying the invention, and
Figs. 2 and 8 show modifications in the cir-
cults of the sending apparatus.

Like sending and receiving apparatus 1s
located at each end of the line. Normally
the message is recovded by both the local
and the distant receiving apparatus and
since their operation is identical it will be
unnecessary to show and describe the op-
posite end of the line.

Referring to Fig. 1, A and B represent
the transmitting and receiving faces rvespec-
tively of a known form of distributer used
in printing telegraph systems. Only such
parts of the distributer and such parts of
the circuit of the known ‘apparatus are here
illustrated as are necessary to an under-
standing of the present invention.
ingly only two of the usual four rows of seg-
ments on the distributer are shown. The
outer row on the transmitting side com-
prises five segments 1, 2, 3, 4 and 5 from
which the code impulses are transmitted.
It also includes the segment 6 on which the
distributer arm normally rests, and the
starting segment S. The inner contact ring
7 is continuous and is connected to one side
of the transmitting circuit 9 which is nor-
mally closed through a suitable source of
current not. shown. The distributer arm 10
carries a brush 11 whose opposite ends con-

Accord-

tact with the ring 7 and the segmental con-
tacts vepectively, When the apparatus is
at rest this arm is detained by the latch 12
which may be withdrawn by means of mag-
net 13 under the control of the operator.
The receiving side of the distributer has five
segments 17, 27, 8", 4" and ', corresponding
to the five sending segments but shortened
to receive only the central part of the cur-
rent impulses transmitted. It also has a
contact 6, upon which the distributer arm
normally rests, and a contact P for con-
trolling the energization of a relay whose
purpose will appear hereinafter. The rve-
ceiving distributer arm 10° carries a brush
11" and is controlled by a latch 12" and mag-
net 13’ as in the case of the transmitting
distributer arm.

The “sending relays” commonly used in
the form of printing telegraph system here
shown are indicated at 14, 15, 16, 17 and 18.
The cirvcuits controlled by these relays ordi-
narily run directly to t‘ile distributer seg-
ments 1 to 5 for transmitting the signal im-
pulses. In accordance with this invention,
however, these sending relays control the
circnits to the distributer segments through
another set of relays 19, 20, 21, 22 and 23
which may be called “cipher sending re-
lays.” The circuits through the contacts of
relays 14 to 18 accordingly run from the
source of current 24 through the windings
of the relays 19 to 23 and thence to an au-
tomatic ciphering device D.

The relays 14 to 18 are under the control
of a sending device here indicated at C as a
known form of keyboard transmitter, which
1s provided with a set of contacts 25, 26, 27,
28 and 29, these being under the control of
the key levers of the keyboards as is well
understood. The circuit of each of the re-
lays 14 to 18 runs from ground through one
of these contacts and to a source of current
30. ‘The relays are in actual practice pro-
vided with locking windings, not shown,
which facilitate the transmitting of the
message; and . their circuits are furthermore
usually arranged to be transferred at will
to the contacts of a tape transmitter which
may be used instead of the keyboard trans-
mitter, all as is now well known in the art,
The circuit of each of the relays 19 to 23 ig
provided with a branch to ground through
a resistance 31, to enable the relays to be
controlled by the ciphering device as will
appear hereinafter. ’
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UNITED STATES PATENT OFFICE.

GILBERT S. VERNAM, OF BROOKLYN, NEW YORK, ASSIGNOR TO AMERICAN TELEPHONE
AND TELEGRAPH COMPANY, A CORPORATION OF NEW YORK.

SECRET SIGNALING SYSTEM.

1,310,719.

Specification of Letters Patent.

Patented July 22,1919,

Application filed September 13, 1918. Serial No. 253,962.

7o all whom it may concern. :

Be it known that I, Guuserr S. VERNAM,
residing at Brooklyn, in the county of
Kings and State of New York, have invent-
ed certain Improvements in Secret Signal-
ing Systems, of which the following is a
specification.

This invention relates to signaling sys-
tems and especially to telegraph systems.
Its object is to insure secrecy in the trans-
mission of messages and, further, to pro-
vide a systemm in which messages may be
transmitted and received in plain characters
or & well-known code but in which the sig-
naling impulses are so altered before trans-
mission over the line that they are unin-
telligible to anyone intercepting them.

The invention is here illustrated as ap-
plied to a well-known form of printing tele-
graph systems but, as will be readily under-
stood, it is applicable to other signaling
systems. The invention will be more fully
described in connection with the accompany-
ing drawings, in which Figure 1 illustrates
circuit arrangements at one end of the line
in a system embodying the invention, and

tact with the ring 7 and the segmental con-
tacts vepectively, When the apparatus is
at rest this arm is detained by the latch 12
which may be withdrawn by means of mag-
net 13 under the control of the operator.
The receiving side of the distributer has five
segments 17, 27, 8", 4" and ', corresponding
to the five sending segments but shortened
to receive only the central part of the cur-
rent impulses transmitted. It also has a
contact 6, upon which the distributer arm
normally rests, and a contact P for con-
trolling the energization of a relay whose
purpose will appear hereinafter. The rve-
ceiving distributer arm 10° carries a brush
11" and is controlled by a latch 12" and mag-
net 13’ as in the case of the transmitting
distributer arm.

The “sending relays” commonly used in
the form of printing telegraph system here
shown are indicated at 14, 15, 16, 17 and 18.
The cirvcuits controlled by these relays ordi-
narily run directly to t‘ile distributer seg-
ments 1 to 5 for transmitting the signal im-
pulses. In accordance with this invention,
however, these sending relays control the
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Vraiment indéchiffrable!

> Masque jetable (one-time pad)
> Inventé par Frank Miller (1882)
> Chiffre de Vigenére (1553) avec clef

» aussi longue que le message
» purement aléatoire
» utilisée une seule fois

> Pas pratique militairement, mais...
> Utilisé sur le téléphone rouge!









b—*OO)—*)—*)—*?—*b—*OO)—*OO)—*OP—*B

Chiffrement de Vernam

=)




=)

Chiffrement de Vernam-Miller

1882

oy

b—*OO)—*)—*)—*?—*b—*OO)—*OO)—*OP—*B

¥
: ilﬂi

-




m
|
0
1
0
0
1
0
0
1
1
1
1
1
0
0
1

Chiffrement de Vernam-Miller

=)




ej

..\

I

Chiffrement de Vernam-Mille

klllOOllOllOlOlll

® D

mlolooloo

— e e




ej

..\

I

Chiffrement de Vernam-Mille

O O~ OO O — O

OO —= O = == == O

klllOOllOllOlOlll

® D

mlolooloo

— e e




Chiffrement de Vernam-Mille

A

r‘-.

O OO OO Y0000 4O — — — O

klllOOllOllOlOlll

® D

mlolooloo 11111




-1

Chiffrement de Vernam-Miller %

O OO OO Y0000 4O — — — O

klllOOllOllOlOlll

® D

mlolooloo 11111




mlolooloo

M —_ OO O D D —

| 5 @D

A

Chiffrement de Vernam-Miller %

O O~ OO OO OO OO0 O — — — O

O OO OO Y0000 4O — — — O

klllOOllOllOlOlll

® D

mlolooloo 11111










(R Bt SR A I e R
sl b .._.._..JJV:_ i & sy | u:.__._.r._ AEL=lE sy il
P L T SR inrm.u&.. AT e
e e
LA A ...-u.uu.r .n....._. ..,M,_Mﬁlrﬁwﬁu..,

L Y " b T ?u._al.r__.u..r._..r._r:..ll..“

-+ r R\I\ ;..._..r_..ra.r .rJ:.,_r.—rfr;.ﬂ

s S el ST

\W-.P_-.Jln_ Sy

S G A SR A
:_mf.._u,fr_r

. |ﬂf..r”..r41;.nj_||...11. _"__Hu.u : SR
A SR

R SN Rl

. J.er.,“e_ﬂ #J J,W.Mvuwr_.;._#uwﬁ
Sl e T s
S T T e N
g ._n_m.r._;,r,..nm#; ﬁjﬁf
SRR TR R
R R
i ha .r.. .:,.. r._rizﬂf_._ur.f..rr..ﬂl_._/ = _J“_.JJH.,UP..JF =

y SRyl - !
VSRR e e R e
S\ LT e

e - :I...J.,.r

=

.LW I:JI_F...,..IKH.H.
.
L
" S R
L SRR
SR e R

S - s . i
SRR E  apn e RS
_ N L
: __,%mﬂﬂwf R fnw..._.._ 2OV

& A R B UL e P e e R
\ T e b e S i | O e
B R N R R ﬂu X
,nrr.,HM_._mr:ﬂr R n:..r|_..._..[.._., w.". _.;..rn..,. ,r.,w_.ﬂ.l. =l o

Err sk

it
o

{ : - 1 e v 5 q.-. [ .
L L = m_”- 13- - n_.r_ . .
el B ._J,r;_,r._._.f..uﬁm;_..fu warfﬁf TGO

R
T e
il .} P |_.J|__.__|e;,.|.*‘ a._l.fr;_ e
.r_.r.:._.,_._ ...Jr‘ A5 r_._/.,_,urlhu.._.__m_m_.f R ._.|._”J _....,_,_.rJ - ._._J_I_”.mJl.:.._fu o=

.

iy SN N e o KRR
. 9 rr_.aa._._ = Tur,_ e

%m I
] oy
b L

AL X
- (3 - r}lr.r.r. L
ST JA.;_._;U.WwJJ:;H_u”rFr

Lo
b i,
R
e L A,
- f.,_,_ﬂf :ylé_wl,__»_..wvﬁ s






L A R S,
ST T e S g
S - vt -.n.. T I.U...il.n...v..w...







L ) _l.“"“-ﬁ."l .-ﬂ-.lﬁl-%
: ...._...n.. o
", hk%"“.umu-l. duﬂ.ﬂ“




_,.AH_ ..1“4“.. i r o ”.. .a. ."“ ..-.wn-m .\.
e R
,h“L .LJ%& e ... r [ “ * -‘.u. -u.#.. ‘.
.‘l T .|".u.. : i H -.. .‘1,.\
A ..n...u ..n."__u. 3 L) i
T ..| X .._._..W.ﬂ =1 .T.
R e Lo

’-

b edy o ST A i i S
AR R A e e

-

g :
”“_-JL. P, I
,,. . ._“.#.. £ Lrs

.%mﬂ.f.mﬁ Fae gL

ST S P g P .“ e
A r ..#M
] p .-.u-. Lr -1 I.-_ iy .J-..“. LT
.m Ly’

-.-.r.. i

L E .“...I.L.. ..-... s ..-.llml.“.-.‘n. y




T Fpr



TuornrEmgite
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19¢ siecle

> Le chiffre de Beale (1822)



/1,194, 38, 1701, 89, 76, 11, 83, 1629, 48, 94, 63, 132, 16, 111, 95, 84, 341, 975,
14,40, 64, 27, 81, 138, 213, 63, 90, 1120, 8, 15, 3, 126, 2018, 40, 74, 758, 485,
604, 230, 436, 664, 582, 130, 251, 284, 308, 231, 124, 211, 486, 225, 401, 370,
11, 101, 309, 139, 189, 1/, 33, 88, 208, 193, 145, 1, 94, 73, 416, 918, 263, 28, 500,
038, 396, 117, 136, 219, 27, 176, 130, 10, 460, 25, 485, 18, 436, 65, 84, 200, 283,
118, 320, 138, 36, 416, 280, 15, 71, 224, 961, 44, 16, 401, 39, 88, 61, 304, 12, 21,
24, 283, 134, 92, 63, 246, 486, 682, 7, 219, 184, 360, 780, 18, 64, 463, 474, 131,
160, 79, 73, 440, 95, 18, 64, 581, 34, 69, 128, 367, 460, 17, 81, 12, 103, 820, 62,
116,97, 103, 862, 70, 60, 1317, 471, 540, 208, 121, 890, 346, 36, 150, 59, 568,
614, 13, 120, 63, 219, 812, 2160, 1780, 99, 35, 18, 21, 136, 872, 15, 28, 170, 88, 4,
30, 44, 112, 18, 147, 436, 195, 320, 37, 122, 113, 6, 140, 8, 120, 305, 42, 58, 461,
44, 106, 301, 13, 408, 680, 93, 86, 116, 530, 82, 568, 9, 102, 38, 416, 89, 71, 216,
/28, 965, 818, 2, 38, 121, 195, 14, 326, 148, 234, 18, 55, 131, 234, 361, 824, 5,
81, 623, 48, 961, 19, 26, 33, 10, 1101, 365, 92, 88, 181, 275, 346, 201, 206, 86,
36, 219, 324, 829, 840, 64, 326, 19, 48, 122, B85, 216, 284, 919, 861, 326, 985,
233, b4, 68, 232, 431, 960, 30, 29, 81, 216, 321, 603, 14, 612, 81, 360, 36, 51, 62,
194, 78, 60, 200, 314, 676, 112, 4, 28, 18, 61, 136, 247, 819, 921, 1060, 464, 895,
10, 6, 66, 119, 38, 41, 49, 602, 423, 962, 302, 294, 875, 78, 14, 23, 111, 109, 62,
31, 901, 823, 216, 280, 34, 24, 130, 1000, 162, 286, 19, 21, 17, 340, 19, 242, 31,
86, 234, 140, 607, 115, 33, 191, &/, 104, 86, 52, 88, 16, 80, 121, 67, 95, 122, 216,
548, 96, 11, 201, 77, 364, 218, 65, 667, 890, 236, 154, 211, 10, 98, 34, 119, 56,
216, 119, 71, 218, 1164, 1496, 1817, 51, 39, 210, 36, 3, 19, 540, 232, 22, 141, 617,
84, 290, 80, 46, 207, 411, 150, 29, 38, 46, 172, 85, 194, 39, 261, 043, 89/, 624, 18,
212, 416,127,931, 19, 4, 63, 96, 12, 101, 418, 16, 140, 230, 460, 538, 19, 27, 88,
612, 1431, 90, 716, 275, 74, 83, 11, 426, 89, 72, 84, 1300, 1706, 814, 221, 132,
40,102, 34, 868, 975, 1101, 84, 16, 79, 23, 16, 81, 122, 324, 403, 912, 227, 936,
447, 595, 86, 34, 43, 212, 107, 96, 314, 264, 1065, 323, 428, 601, 203, 124, 95, 216,
814, 2906, 654, 820, 2, 301, 112, 176, 213, 71, 87, 96, 202, 35, 10, 2, 41, 17, 84,
221, 736, 820, 214, 11, 60, 760.



115, 73, 24, 807, 37, 52, 49, 17, 31, 62, 647, 22, 7, 15, 140, 47, 29, 107, 79, 84, 56,
239, 10, 26, 811, 5, 196, 308, 85, 52, 160, 136, 59, 211, 36, 9, 46, 316, 554, 122,
106, 95, 53, 58, 2, 42, 7, 35, 122, 53, 31, 82, 77, 250, 196, 56, 96, 118, V1, 140,
287, 28, 353, 37, 1005, 65, 147, 807, 24, 3, 8, 12, 47, 43, 59, 807, 45, 316, 101, 41,
78, 154, 1005, 122, 138, 191, 16, 77, 49, 102, 57, 72, 34, 73, 85, 35, 371, 59, 196,
81, 92, 191, 106, 273, 60, 394, 620, 270, 220, 106, 388, 287, 63, 3, 191, 122, 43,
234, 400, 106, 290, 314, 47, 48, 81, 96, 26, 115, 92, 158, 191, 110, 77, 85, 197, 46,
10, 113, 140, 353, 48, 120, 106, 2, 607, 61, 420, 811, 29, 125, 14, 20, 3/, 105, 28,
248, 16, 199, 7, 35, 18, 301, 125, 110, 486, 287, 98, 117, 511, 62, 51, 220, 37, 113,
140, 807, 138, 540, 8, 44, 28/, 388, 11/, 18, 79, 344, 34, 20, 59, 511, 548, 107,
€03, 220, 7, 66, 154, 41, 20, 50, 6, 575, 122, 154, 248, 110, 61, 52, 33, 30, 5, 38, 8§,
14, 84, 57, 540, 217, 115, 71, 29, 84, 63, 43, 131, 29, 138, 47, 73, 238, 540, 52, 53,
79, 118, 51, 44, 63, 196, 12, 239, 112, 3, 49, 79, 353, 105, 56, 371, 557, 211, 515,
125, 360, 133, 143, 101, 15, 284, 540, 252, 14, 205, 140, 344, 26, 811, 138, 115,
48, 73, 34, 205, 3186, €07, 63, 220, 7, 52, 150, 44, 52, 16, 40, 37, 158, 807, 37, 121,
12,95, 10, 15, 35, 12,131, 62, 115, 102, 807, 49, 53, 135, 138, 30, 31, 62, 67, 41,
85, 63, 10, 106, 807, 138, 8, 113, 20, 32, 33, 37, 353, 287, 140, 47, 85, 50, 37, 49,
47,.64,6,7, 71,33, 4,43, 47, 63, 1, 27, 600, 208, 230, 15, 191, 246, 85, 94, 511, 2
270, 20, 39, 7, 33, 44, 22, 40, 7,10, 3, 811, 106, 44, 486, 230, 353, 211, 200, 31,
10, 38, 140, 297, 61, 603, 320, 302, 666, 287, 2, 44, 33, 32, 511, 548, 10, 6, 250,
oo/, 246, 53, 37, 9, 83, 4/, 320, 38, 33, 80/, 7, 44, 30, 31, 250, 10, 15, 35, 106,
160, 113, 31, 102, 406, 230, 540, 320, 29, 66, 33, 101, 807, 138, 301, 316, 353,
320, 220, 37, 52, 28, 540, 320, 33, 8, 48, 107, 50, 811, /7, 2,113, /3, 16, 125, 11,
110, 67, 102, 807, 33, 59, 81, 158, 38, 43, 581, 138, 19, 85, 400, 38, 43, 77, 14, 27,
8,47, 138, 63, 140, 44, 35, 22, 177, 106, 250, 314, 217, 2, 10, 7, 1005, 4, 20, 25,
44, 48, 7, 26, 46, 110, 230, 807, 191, 34, 112, 147, 44, 110, 121, 125, 96, 41, 51,
80, 140, 56, 47, 152, 540, 63, 807, 28, 42, 250, 138, 582, 98, 643, 32, 107, 140,
112, 26, 85, 138, 540, 53, 20, 125, 371, 38, 36, 10, 52, 118, 136, 102, 420, 150,
112, 71,14, 20, 7, 24, 18, 12, 807, 37, 67, 110, 62, 33, 21, 95, 220, 511, 102, 811,
30, 83, 84, 305, 620, 15, 2, 108, 220, 106, 353, 105, 106, 60, 275, 72, 8, 50, 205,
185, 112, 125, 540, 65, 1086, 807, 188, 96, 110, 16, 73, 33, 807, 150, 409, 400, 50,
154, 285, 96, 106, 316, 270, 205, 101, 811, 400, 8, 44, 37, 52, 40, 241, 34, 205,
38, 16, 46, 47, 85, 24, 44, 15, 64, 73, 138, B07, 85, 78, 110, 33, 420, 505, 53, 37,
38, 22, 31, 10, 110, 106, 101, 140, 15, 38, 3, 5, 44, 7, 98, 28/, 130, 120, 96, 33, 84,
125, 807, 191, 96, 511, 118, 440, 370, 643, 466, 106, 41, 107, 603, 220, 275, 30,
150, 105, 439, 53, 287, 250, 208, 134, 7, 53, 12, 4/, 85, 63, 138, 110, 21, 112, 140,
485, 486, 505, 14, 73, 84, 575, 1005, 150, 200, 16, 42, 5, 4, 25, 42, 8, 16, 811,
125, 160, 32, 205, 603, 807, 81, 96, 405, 41, 600, 136, 14, 20, 28, 26, 353, 302,
246, 8, 131, 160, 140, B4, 440, 42, 16, 811, 40, 67, 101, 102, 194, 138, 205, 51,
63, 241, 540, 122, 8, 10, 63, 140, 47, 48, 140, 288.



317, 8,92, 73, 112, 89, 67, 318, 28, 96, 107, 41, 631, 78, 146, 397, 118, 98, 114,
246, 348, 116, 74, 88, 12, 65, 32, 14, 81, 19, 76, 121, 216, 85, 33, 66, 15, 108, 68,
77,43, 24,122, 96, 117, 36, 211, 301, 15, 44, 11, 46, 89, 18, 136, 68, 317, 28, 90,
82, 304, 71, 43, 221, 198, 176, 310, 319, 81, 99, 264, 380, 56, 37, 319, 2, 44, 53,
28, 44, 75, 98, 102, 37, 85, 10/, 117, 64, 88, 136, 48, 154, 99, 175, 88, 315, 326,
78, 96, 214, 218, 311, 43, 89, 51, 90, 75, 128, 96, 33, 28, 103, 84, 65, 26, 41, 246,
B4, 270, 98, 116, 32, 59, 74, 66, 69, 240, 15, 8, 121, 20, 77, 89, 31, 11, 106, 81,
191, 224, 328, 18, 75, 32, 82, 117, 201, 39, 23, 217, 2/, 21, 84, 35, 54, 109, 128,
49, 77, 88, 1, B1, 217, €4, 55, B3, 116, 251, 269, 311, 96, 54, 32, 120, 18, 132, 102,
219, 211, 84, 150, 219, 275, 312, 64, 10, 106, 87, 75, 47, 21, 29, 37, 81, 44, 18,
126, 115, 132, 160, 181, 203, 76, 81, 299, 314, 337, 351, 96, 11, 28, 97, 318, 238,
106, 24, 93, 3, 19, 17, 26, 60, 73, 88, 14, 126, 138, 234, 286, 297, 321, 365, 264,
19, 22, B4, 56, 107, 98, 123, 111, 214, 136, 7, 33, 45, 40, 13, 28, 46, 42, 107, 196,
227, 344, 198, 203, 247, 116, 19, 8, 212, 230, 31, 6, 328, 65, 48, 52, 59, 41, 122,
33, 117, 11, 18, 25, 71, 36, 45, 83, 76, 89, 92, 31, 65, 70, 83, 96, 27, 33, 44, 50, 61,
24, 112, 136, 149, 176, 180, 194, 143, 171, 205, 296, 8/, 12, 44, 51, 89, 98, 34, 41,
208, 173, 66, 9, 35, 16, 95, 8, 113, 175, 90, 56, 203, 19, 177, 183, 206, 157, 200,
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19¢ siecle

> Le chiffre de Beale (1822)
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19¢ siecle

> Le chiffre de Beale (1822)

» Motivation civile : le télégraphe (1839)
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19¢ siecle
> Le chiffre de Beale (1822)

» Motivation civile : le télégraphe (1839)

> Motivation militaire :
TSF - télégraphie sans fil (1896)



Premiere Guerre
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» Woodrow Wilson (président des E-U)
refusait d'entrer en guerre



Premiere Guerre

» Woodrow Wilson (président des E-U)
refusait d'entrer en guerre

> Le télégramme de Zimmermann
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Deuxieme Guerre

> Arthur Scherbius des 1923 |
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1,657,411

 UNITED STATES PATENT OFFICE.

ARTHUR SCHERBIUS, OF BERLIN-WILMERSDORF, GERMANY, ASSIGNOR, BY MESNE

ASSIGNMENTS, TO CHIFFRIERMASCHI

NEN AKTIENGESELLSCHAFT, OF BERLIN,

' GERMANY; A CORPORATION OF GERMANY.

. CIPHERING MACHINE.

Application filed February 8, 1923, Serial No. 617,352, and in Germany February 11, 1022,

| . lt has : ﬁll‘eady : ‘beenp]_‘oposeld'toum . .for “1 l
ciphering of a clear text and for deciphering device which serves for counting the length -

machines which either type the ciphered

letters in a similar manner to that-of a type-

5 writing machine or which produce a’ciphered

- perforated cable tape or operate-an indi-
cating device.

alphabet and the type levers or the levers. of

a perforator for cable tapes each time: after
the sending of one or more of a determined

number of letters. As soon as with two

15 machines of this type this interchange, which. h ding‘h
for sending code. -Such a message can con-

N _ The operation of -machines:

of this type is based for instance on the.
- interchanging of the closed circuits between
10 the keys marked with the- letters of the--

. 1is per se irregular, is effected in exactly the-

sune manner, a telegram which has been:
_ciphered with the aid of one machine can be
deciphered with the aid of a corresponding
_ A condition is however that the.
“number of letters .counted from the same:
starting position has remained the same. At
 the sending of telegrams, espectally: with

20 machine.

- wireless telegraphy, one must however.count

25 upon the accidental omission .of certain

- letters or groups of letters. - The machine

which is used insuch a case for deciphering -
is thus unsynchronized, so that not only the

~letters which have been omitted but also all

30 the succeeding text cannot be deciphered any
more. | e

According to the invention this defect is

T avrevidad ar ot laact rectrieted oreatlv hv wras .

r.epéa_t'ed | send.ing-’&.of the same letter. The 55

of the row of letters -mag continue to operate,
if this should be-desirabl G

be-desirable for any reason, if.
the same letter is: repeated eéach time for a.

.

determined: number- of ' times,. -It would be 60~ N
-still ‘better to.reverse the-machine:in such a.

‘manner that it types-clear text, the mecha-

‘nism;'which effects the interchange of letters -
being" stopped,. wherefrom results the advan- - .
a5

“tage that mn-the clear text an easily recog-
-nizable message cin be given and that after

“the” sending of this: message the ciphering

can be continued with the machine. which

during this sending “has not been adjusted

desired the number  of letters which have
been sent up to this moment. For each
‘series of letters a new key indication might
‘be selec¢ted on the machine which key indica-.
tion for safety’s sake would be sent in the
‘clear text several times. Service regulations

70

sist for instance of . check member, or if

75

might, - further be inserted. Clear text

might further be signalized by special signs,
for instance by spaced type. =

In order to make the invention clearly
understood . I shall proceed to describe the

drawing wherein: - ‘ ,
Fig. 1 shows by way of example a cipher-
“ing machine according to this invention.

80

same with reference to the accompanying )
L

Fioure 2 19 an edoe elevation of one of the.
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> Arthur Scherbius des 1923 |

» Marian Rejewski en Pologne



Marian Adam Rejewski
(16 aout 1905 a Bydgoszcz, Pologne — 13 février 1980 a Varsovie)
est un cryptologue polonais. Il est a I'origine de la premiere attaque
cryptanalytique sur la machine Enigma au déebut des années 1930.
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https://fr.wikipedia.org/wiki/Bydgoszcz
https://fr.wikipedia.org/wiki/Pologne
https://fr.wikipedia.org/wiki/13_f%C3%A9vrier
https://fr.wikipedia.org/wiki/F%C3%A9vrier_1980
https://fr.wikipedia.org/wiki/1980
https://fr.wikipedia.org/wiki/Varsovie
https://fr.wikipedia.org/wiki/Cryptologue
https://fr.wikipedia.org/wiki/Pologne
https://fr.wikipedia.org/wiki/Cryptanalyse
https://fr.wikipedia.org/wiki/Enigma_(machine)
https://fr.wikipedia.org/wiki/Ann%C3%A9es_1930
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» Alan Turing a Bletchley Park



Alan Mathison Turing
(23 juin 1912 a Londres , UK — 7 juin 1954 dans le Cheshire, UK)

est un mathématicien et cryptologue britannique,
auteur de travaux qui fondent scientifiquement l'informatique.


https://fr.wikipedia.org/wiki/Londres
https://fr.wikipedia.org/wiki/Cheshire_(comt%C3%A9)
https://fr.wikipedia.org/wiki/Math%C3%A9maticien
https://fr.wikipedia.org/wiki/Cryptologue
https://fr.wikipedia.org/wiki/Royaume-Uni
https://fr.wikipedia.org/wiki/Informatique
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» Chiffre de Lorentz

» Colossus : Le premier ordinateur
électronique programmable






Aujourd’hui ?

Advanced Encryption Standard (AES)
Devenu standard américain en 2001
Sécuritaire ?  On ne sait pas |

Masque jetable (one-time-pad)
Inventé par Frank Miller en 1882
Sécuritaire de fagon parfaite !



Cryptographie
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Claude Shannon)
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Chiffrement et déchiffrement

Comment obtenir cette clef?

Etablissement de la clef
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La malédiction quadratique

8 utilisateurs

28 clefs secretes



La malédiction quadratique
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Tiers de confiance

Sécurité calculatoire
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La grande question

Nous vivons dans un monde quantique

Est-ce une bencdiction
v . .
ou une waléedictkion
pour les faiseurs de codes?



Algorithme de Shor



Algorithme de Shor



Algorithme de Shor

Factorise les grands nombres efficacement



Algorithme de Shor

Factorise les grands nombres efficacement

Extrait les logarithmes discrets efficacement



Algorithme de Shor

Factorise les grands nombres efficacement

Extrait les logarithmes discrets efficacement
méme dans les courbes elliptiques



Algorithme de Shor

Factorise les grands nombres efficacement

Extrait les logarithmes discrets efficacement
méme dans les courbes elliptiques

sur un ordinateur quantique
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Probleme: trouver x tel que f(x) =1
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Probleme: trouver x tel que f(x) =1
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Algorithme de Grover

Probleme : trouver x tel que f(x) =1
Classique : requiert N /2 requétes en moyenne

Grover: il suffit de ~v/ N requétes quantiques !
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Crypto post-quantique

James Ellis (1970)
Clifford Cocks (1973)

——Raiph-Merkie (1974 )———
Niffioet el 1976°
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James Ellis (1970)

——Clifford-Cocks {1973 )——
——Raiph-Merkie (1974 )———
Niffioettel 1976
~ . ) 4] 1977
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China will open a $10 billion
quantum computer center and
others also investing in quantum
computing

brian wang | October 10,2017
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James Ellis (1970)
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Résumeé avec techniques classiques

Dans un monde classique, RSA et Diffie-Hellman
semblent silir, mais nous n'avons pas de preuves

Dans un monde quantique, RSA et Diffie-Hellman
sont completement brisés (méme si on utilise les
courbes elliptiques); McEliece pourrait survivre
ainsi que NewHope, Frodo, etc.

La mécanique quantique semble étre une
' d . . o
naléediction pour les faiseurs de codes
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Etablissement de clef
dans un monde quantique
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Etablissement de clef
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Cryptographie quantique

X + X+ ++ X + X+

X + X+ + + X + X+
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Y e . g ¢ ’
quav\hque de r::ie.

A: 011001001101000111011000
X+ X+ ++ XX XX ++++F XXX+ X+ + + X +
B: XX+ +X+++X++XXX+XXX++ X+ X+
001001001000011100011000
: X+ X+ + 4+ X XXX ++++F XXX+ X+ ++ X +
. Oy 0 lyylovl0yryyl 0Oy l1ev000
0 0 1 1 0 10 1 000
0 0 1 \ 11 1 000

>

> Bk

0 0 1 0

>

= 7
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Démonstration expérimentale

Charles H. Bennett, Francois Bessette, Gilles Brassard, Louis Salvail and John Smolin




Démonstrakion expér&men&aie

Rupert Ursin, Thomas Jennewein, Markus Aspelmeyer, Rainer Kaltenbaek, Michael Lindenthal, Philip Walther, Anton Zeilinger

Alice logic i:é )) IRARARAE
=

Elas$lc:al channel

Swcw I Sy

600 m
<

Alice

It == P

% &
UV-pulse "lb g

Trigger ﬂ- a d -
o : BBO

Source

9

o
NATURE | VOL430|19 AUGUST 2004 | www.nature.com/nature

©2004 Nature Publishing Group



Démonstrakion expér&men&aie

Xiao-song Ma, Thomas Herbst, Thomas Scheidl, Daqing Wang, Sebastian Kropatschek,
William Naylor, Alexandra Mech, Bernhard Wittmann, Johannes Kofler, Elena Anisimova,
Vadim Makarov, Thomas Jennewein, Rupert Ursin, and Anton Zeilinger

2012
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Qul gagnera ?

FAISEURS DE CODES

ou

BRISEURS DE CODES

?



Qul gagnera ?

« It may be roundly asserted that human
ingenuity cannot concoct a cipher which
human ingenuity cannot resolve »

Poe avait tort!






Etablissement de clef dans un monde quantique

{ Adversaire quanTique]
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Qul gagnera ?

« It may be roundly asserted that human
ingenuity cannot concoct a cipher which human
ingenuity cannot resolve »

Poe avait-il raison apres tout ??






La fabuleuse histoire
des codes secrets

Prof. Claude CREPEAU

UTA Chambly, 1981, boul. de Périgny, Chambly, Qc J3L 4C3 ¢« » « 27 septembre 2018





