
©© CCllaauuddee CCrrééppeeaauu 22000022--22000088 11

CCllaauuddee CCrrééppeeaauu

SScchhooooll ooff CCoommppuutteerr SScciieennccee
MMccGGiillll UUnniivveerrssiittyy

OOnnee--wwaayy FFuunnccttiioonnss
aaggaaiinnsstt aa

QQuuaannttuumm CCoommppuutteerr



©© CCllaauuddee CCrrééppeeaauu 22000022--22000088 22

((00))
OOppeenn QQuueessttiioonnss......



©© CCllaauuddee CCrrééppeeaauu 22000022--22000088 33

((11))
OOnnee--wwaayy FFuunnccttiioonnss



©© CCllaauuddee CCrrééppeeaauu 22000022--22000088 44

CCoommppuuttaattiioonnaall SSeeccuurriittyy

PPAASSTT PPRREESSEENNTT FFUUTTUURREE

rreessiissttss ffoorrsseeeeaabbllee tteecchhnnoollooggyy



©© CCllaauuddee CCrrééppeeaauu 22000022--22000088 55

CCoommppuuttaattiioonnaall SSeeccuurriittyy

PPAASSTT PPRREESSEENNTT FFUUTTUURREE

rreessiissttss aarrbbiittrraarryy aallggoorriitthhmmss



©© CCllaauuddee CCrrééppeeaauu 22000022--22000088 66

CCoommppuuttaattiioonnaall AAssssuummppttiioonn

UUnnffoorrttuunnaatteellyy
wwee hhaavvee
nnoo pprrooooff

ooff sseeccuurriittyy......



©© CCllaauuddee CCrrééppeeaauu 22000022--22000088 77

Definition: A collection of functions {fn: Dn--›{0,1}
k(n)} is

called strongly one-way under the following two conditions

- there exists a poly-time algorithm F that,
on input x∈Dn, always outputs fn(x).

- for every probabilistic poly-time (Quantum) algorith A,
every c>0 and all sufficiently large n

Pr[ A(F(Xn))∈F-1(F(Xn)) ] < 1/nc

where Xn is uniformely distributed over Dn.

Dn {0,1}k(n)F(Dn)
F

Xn F(Xn)
F-1(F(Xn))
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Shor’s factoring/DL algorithm
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Shor’s factoring/DL algorithm

• RSA: discret root extraction

• ElGamal: discret log

• Meneze-Vanstone: elliptic curves

• Blum-Goldwasser: factoring

• Paillier: DL + DR
. . .
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≥d

CODING

DECODING

{0,1}n

{0,1}k

Mx=y=0n-k

0n

[n,k,d] linear code
M∈∈{0,1}(n-k)•n is a
Parity Check matrix

C = { x | Mx=0n-k }
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DETECTION CORRECTION

≥d

CODING

DECODING

Mz≠0n-k
Syndrome
Decoding
Problem

0n

z



©© CCllaauuddee CCrrééppeeaauu 22000022--22000088 1133

Syndrome Decoding Problem

Instance: PC matrix M∈{0,1}(n-k)•n, syndrome y∈{0,1}n-k, weight w≤n

Problem: is there a word x∈{0,1}n, |x|≤w s.t. Mx=y ?

≥d

CODING

DECODING

{0,1}n

{0,1}k

Mx=y∈{0,1}n-k

x

0n

w
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CORRECTING(M,z) <= Syndrome Decoding Problem (M, w=(d-1)/2, y=Mz)

Instance: PC matrix M∈{0,1}(n-k)•n, y=Mz∈{0,1}n-k, w=(d-1)/2

Problem: is there a word x∈{0,1}n, |x|≤w s.t. Mx=y ?

CORRECTING(M,z) = z(+)x

≥d

CODING

DECODING

{0,1}n

{0,1}k

Mx=Mz=y∈{0,1}n-k

x

z

z(+)x
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ρρ

δδ

Definition: Let ρ∈]0,1[; let w and w’ be integer functions
such that w(n) ≤ w’(n) ≤ n. The SD(n,w,w’) collection is
the set of functions {fn} such that

Dn={(M,x): M∈{0,1}[ρn]•n, x∈{0,1}n s.t. w(n)≤|x|≤w’(n)}

fn: Dn --› {0,1}[ρn]•(n+1)

(M,x) --› (M,Mx)

Assumption 1: Let ρ∈]0,1[; let δ<1/2 be such that ρ=H2(δ).
Then for any positive real ε, if we set w(n)=[δn/(1+ε)] and
w’(n)=[δn], the SD(ρ,w,w’) collection is strongly one-way.
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Definition: Let ρ∈]0,1[; let w and w’ be integer functions
such that w(n) ≤ w’(n) ≤ n. The SD(n,w,w’) collection is
the set of functions {fn} such that

Dn={(M,x): M∈{0,1}[ρn]•n, x∈{0,1}n s.t. w(n)≤|x|≤w’(n)}

fn: Dn --› {0,1}([ρn]+1)•n

(M,x) --› (M,Mx)

Assumption 2: Let ρ∈]0,1[; let δ<1/2 be such that ρ>H2(δ).
Then the SD(ρ,δn,δn) collection is strongly one-way.

ρρ

δδ
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ρρ

δδ

n

nδ
512 512 512 728 728 1024 1024
56 55 50 78 71 110 100

For fixed
ρ=1/2

[n,ρn,δn] linear code
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1991/1999

OWF--›PRBG
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1989/1995

UOWHF--›DS
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UOWHF
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1990

OWF--›UOWHF*
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2005

OWF--›UOWHF
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1988/1991

PRBG--›BC



©© CCllaauuddee CCrrééppeeaauu 22000022--22000088 3300

bb

bbbb,, 2299 -- 4411 -- 0022 -- 1177

CCOOMMMMIITT

UUNNVVEEIILL

BBIITT CCOOMMMMIITTMMEENNTT



©© CCllaauuddee CCrrééppeeaauu 22000022--22000088 3311

bb

¬¬bb¬¬bb,, 3399 -- 2211 -- 1122 -- 2277

CCOONNCCEEAALLIINNGG

BBIINNDDIINNGG

BBIITT CCOOMMMMIITTMMEENNTT

bb



©© CCllaauuddee CCrrééppeeaauu 22000022--22000088 3322

bb

bb,, 2299 -- 4411 -- 0022 -- 1177

CCOOMMMMIITT

UUNNVVEEIILL

BBIITT CCOOMMMMIITTMMEENNTT

CCoommppuuttaattiioonnaallllyy CCOONNCCEEAALLIINNGG
SSttaattiissttiiccaallllyy BBIINNDDIINNGG



©© CCllaauuddee CCrrééppeeaauu 22000022--22000088 3333

2006

OWF --›1/2-BC
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1/2-BC
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2007

1/2-BC +
UOWHF --› BC
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UOWHF--›DS

PRBG--›BC
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• One-way functions
theory has to be recon-
sidered in the context
of quantum computers.

• Get to a blackboard
and do it !
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