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Definition (RSR Encryption Scheme)

A public-key encryption scheme (enc,dec) is
Random-Self-Reduczble if there exists a pair of PPT

algorithms (RSR,RSR ) such that for all ®,m,
RSR ' (®,dec(RSR(®,enc(m))) = m

and

RSR(®,enc(m)) is a uniform ciphertext
when ® is uniform.
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Definition (Weakly RSR Encryption Scheme)

A public-key encryption scheme (enc.,dec) 1s Weakly
Random-Self-Reducible i1f there exists a pair of PPT

algorithms (RSR,RSR_I) such that for all ®,m,

RsR ! (®,dec(RsR(®,enc(m))) =m
and there exists a PPT ditribution on ® s.t. for all m,m’

RsR(®,enc(m)) ~ RsR(®,enc(m’)).
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Approximate Integer GCD

Let p be a large odd integer. Define several (k) x.’s as follows

X. = pq; +2r. with X. » p » Xl
2T 21
| 5 X; g 1 g()
20

w.Lo.g. assume X, = largest X, and ¢, 1s odd.
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Approximate Integer GCD

Let p be a large odd integer. Detine several (k) X.’s as follows

X. =pq;+2r.  withX;» p» Xlr]

Define the tollowing public-key encryption function :
ex(s,e,b) = ( 2 o0X:S: + 2e+b) mod X
where b = input bit, s = rand bin vector, and rand error lel«p

b = parity( € (s,e,b) — nearest multiple of p )
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