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Abstract

e proposea protocolfor oblivioustransferthatis uncon-
ditionally secue underthesoleassumptiothatthememory
sizeof the receiveris bounded.Themodelassumeshat a
randombit string slightlylarger thanthereceivers memory
is broadcas{eitherbythesendeior byathird party). In our
constructionpothpartiesneedmemoryof sizein §(n2—2%)
for somea < % whena string of size N = n?~2=# for
a > B > 0 is broadcast,whereasa maliciousreceiver
canhaveup to yN bits of memoryfor any~y < 1. In the
courseof our analysis,we provide a direct studyof an in-
teractivehashingprotocol closelyrelatedto that of Naor et
al. [NOVY94q.

1 Intr oduction

Oblivious transferis an importantprimitive in modern
cryptography It was introducedto cryptographyin sev-
eral variationsby RabinandEven et al. [Rab81 EGL83
and had been studied already by Wiesner[Wie7( (un-
der the nameof “multiplexing”), in a paperthat marked
the birth of quantumcryptography Oblivious transfer
hassince becomethe basisfor realizing a broadclassof
cryptographicprotocols, such as bit commitment, zero-
knowledge proofs, and generalsecuremultiparty compu-
tation[Yao86 GMW87, GV88, Kil88a, CvdGT94.

In a one-out-of-twp oblivious transfer denoted(?)-OT,
onepartyAlice ownstwo secrebits by andb,, andanother
party Bob wantsto learnb, for a secrethit ¢ of his choice.
Alice is willing to collaborateprovided that Bob doesnot
learnary informationaboutb.g:, but Bob will not partici-
pateif Alice canobtaininformationaboutc.

Traditionally, the securityof (2)-OT is basedon com-
putationalassumptionssuchas the hardnessf factoring
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or theexistenceof trapdoorone-way permutation$EGL83,

GMW87,BM90]. (3)-OT canalsobeimplementedn terms
of Rabins OT [Rab81, in which Alice sendsa bit b thatis

receved by Bob with probability % [Cré88. Thesecurity
of Rabins protocolfor OT is basednthequadratiaesidu-
osity problem.

Thesearerelatively strongcomputationabssumptions.
However, it is alsoknown that OT cannotlikely be based
onwealerassumptionsProving thatOT is secureassuming
only aone-way functionin ablack-boxreductionis ashard
asproving P£NP [IR89]. OT falls thus,togethemwith key
agreementn the classof tasksthatareonly known how to
implementusingat leasttrapdoorone-way functions.

However, if Alice and Bob have accesgo a quantum
channel,Oblivious Transfercan be reducedto a wealer
primitive known asBit Commitmen{BBCS92,Cré84 and
thus is secureassumingonly a one-way function in the
guantumcomputermodel. Oblivious transfercanalsobe
basedon a noisy channel,as shavn by Crépeauand Kil-
ian[CK88, Cre91.

In thispapemwe describehow aboundonmemorysizeof
therecever Bob canbe usedto implementoblivioustrans-
fer. We assumehatthereis aninitial broadcasbf a huge
amountof randomdata,during which Bob is free to com-
pute ary probabilisticfunction with unlimited power. As
long asthe function’s outputsizeis boundedand doesnot
exceedBob’s memorysize (storagespace)we canprove
thatthe OT protocolis secure.No computationabr mem-
ory restrictionsareplacedon Alice.

In orderto carryouttheprotocol,bothpartiesneedio use
someamountof memory however. Let a, 8 be constants
suchthat0 < 8 < a < % (e.g.asmallg anda = § — p).
In our construction,both partiesneedmemoryof sizein
f(n%~22) when N = n2~2~# randombits are broadcast.
The securityof the oblivious transfercanbe shown if Bob
hasno morethanyN bits of storageor any v < 1.

Therandombroadcastanbegeneratedby atrustedran-
domsourcewhich needsotnecessarilypeanartificial de-
vice. Naturalsourcessuchasdeep-spaceadio sourcesor
the cosmicbackgroundradiationcould also be used. On
the otherhand,thereis no needfor a trustedthird partyto
generatghe randomdata. Alice canalsogenerateheran-



dombits herselfandsendthemto Bob, sincenoassumption
abouthermemorylimitation is made.

The studyandcomparisorof differentassumptionsin-
der which cryptographictaskscan be realizedis an im-
portantaspectof researchin cryptography Perhapsthe
most prominentassumptionsisedtoday in the computa-
tional securitymodel are factoring, the discretelogarithm
problem, and lattice reduction problems[AD97]. How-
ever, factoringand computingdiscretelogarithmscould be
solved efficiently on a quantumcomputer[Sho94, while
exisitng systemsbasedon lattice reductionshave been
cryptanalisedNS9§. Alternativesto computationalse-
curity assumptionshat have beenproposednclude quan-
tum cryptography the noisy channelmodel, and memory
boundqdCM97].

The memorybound model seemsrealisticin the view
of currentcommunicatiorandhigh-speedhetworking tech-
nologiesthat allow transmissiorat ratesof multiple giga-
bits per second.Storagesystemson the orderof petabytes,
on the otherhand,requirea major investmentoy a poten-
tial adwersary Furthermorethe modelis attractve for the
following reasons:(1) the securitycan be basedonly on
theassumptioraboutthe adversarys memorycapacity (2)
storagecostsscalelinearly and canthereforebe estimated
accurately(3) memoryboundsofferspermanenprotection
in the sensehatfuturetechnologicaimprovementannot
retrospectiely compromisehe securityof messagesans-
mitted earlier

Smartcardgrovide a particularlywell suitedscenarido
implementour protocol. In sucha scenario,Alice could
be a teller machineand Bob a card. Limiting the comput-
ing power of a cardis a resonableassumptiorwhereasa
similar limitation on theteller machinewould be muchless
resonableSince(f) -OT in onedirectionis sufficientto im-
plementit in both directions(see[CS91]), ary two-party
cryptographidaskmaybeimplementedsecurilyin this sit-
uationfrom our protocol. For instance a mutualidentifica-
tion schemamayberealized/CS93.

1.1 Our Construction

We provide an implementatiorof (})-OT. During the
initial randombroadcastAlice and Bob both storea ran-
domsubsef the N bits suchthattheir partsoverlapin &
positions. Thenthey engagen a protocolto form two sets
of k bits eachamongthe bits storedby Alice: a“good” set
consistingof the bits alsoknown to Bob anda “bad” set
containingat leastsomebits unknavn to Bob. Thisis done
usinganinteractve hashingprotocolsimilar to thatof Naor
etal. [NOVY98].

Interactize hashings a protocolbetweenAlice andBob
for isolatingtwo binarystrings.Onestringis choserby Bob
andthe otheroneis chosenrandomly without (much)in-

fluenceby Bob. However, Alice doesnotlearnwhichstring
correspondgo Bob's input. In orderto apply interactve
hashingwe usetwo toolsof independeninterest.

Thefirst tool is an efficiently computabledensesncod-
ing of k-elementsubsetdfrom {1,...,n}, i.e., a mapping
of k-elementsubsetgo binary stringsof lengthlg (}). It
hasto be efficient in the sensehatencodinganddecoding
operaten time polynomialin n ratherthan (%), evenif & is
proportionalto n. Sucha schemehasbeenlong known in
thelitterature[Cov73]. Thesecondool is adirectanalysis
of interactve hashing,sincethe original analysisis based
on simulatorsandnotdirectly applicableto our setting.

Oncetwo binary stringscorrespondingo the two sets
areisolatedjt will bethecasethatBobknowsall bitsin the
goodset, but only few bits in the badset. ThenBob asks
Alice to encodehg andb, usingthetwo setssuchthatb, is
encodedvith the goodsetandb.q: with the badset. Bob
canrecoverb, sinceheknowsthegoodset,but notb.g; .

Additional resultsusedto show the securityof the pro-
tocol are privacy amplification(or entropy smoothing)by
universal hashing[BBCM95] and a theoremby Zucker
man about the min-entrofy of a randomly chosensub-
string[Zuc9§.

1.2 RelatedWork

For the purposeof secreg, memoryboundshave been
exploitedin a similar modelin the cryptosystenproposed
by Cachinand Maurer[CM97]. They describea private-
key cryptosystenanda protocolfor key agreemenby pub-
lic discussiorbasedon the assumptiorthatan adwersarys
memorycapacityis bounded.The securitymamgin for their
key agreemenprotocolis O(n) memoryneededor Alice
andBob versusno morethann? memoryfor anadwersary

Spaceboundshave alsobeenstudiedwith respecto in-
teractie proofsystemskKilian [Kil88b] constructea proof
systemfor ary languagen PSFACE, which is zeroknowl-
edgewith respecto a logarithmic space-boundederifier.
Kilian's techniquecan be extendedto ary known verifier
with polynomialspacebounds.In this protocol,the mem-
ory boundandinteractionareinterleavedin a crucialway.

De Santisetal. [DPY92] introducedonemessagroof
systemswith known spaceverifiers,shaving thatno inter-
actionis neededo exploit spaceboundsor zeroknowledge
proofs. An improved constructionwas given by Aumann
andFeige[AF94] of aonemessaggroof systemwherethe
ratio betweenthe maximumspacetoleratedand the mini-
mumspaceneededy theverifier canbearbitrarily large.

We notethat our constructionalso usesinteractionin a
crucialway, but the memoryboundonly hasto beimposed
for one messageat the beginning, during the broadcasbf
therandombits. Furthermorethe recever in our protocol
is allowedto accesshe completeébroadcasandto compute



any functionof it beforeinteractionstarts. This is not the
casefor the commitmentprotocolsby De Santisetal. and
AumannandFeige.

In addition, andin contrastto the proof systemswith
memory-boundederifiersmentionedthe dataintendedto
overflow arecever'smemoryconsistof purelyrandombits
in our protocol. Therefore anindependentandomsource
with very high capacitycanalsobe usedfor providing the
randombits.

1.3 Organization of the Paper

The denseencodingof k-subsetsnto binary stringsis
describedn Section3, wherewe also provide our analy-
sis of interactive hashing. Section4 containsthe protocol
constructionithe securityproof is givenin Section5. We
startwith definingterminology assemblinggometools,and
introducingthe notation.

2 Preliminaries

A randomvariable X inducesa probability distribution
Px overasetX. Randomvariablesaredenotedby capital
letters. If not statedotherwise,the alphabetof a random
variableis denotedy thecorrespondingcriptletter

The (Shannon)entropy of a randomvariable X with
probabilitydistribution Px andalphabetY is definedas

=D Px(a

zeX

)1g Px ().

Leth(p) = —plgp — (1 — p) lg(1 — p) standfor thebinary
entopyfunction Theconditionalentopyof X conditioned
onarandomvariableY is

> AW

yeY

H(X|Y) = H(X|Y =y)

whereH (X |Y = y) denotegheentropy of theconditional
probabilitydistribution Px y—,. Themin-entopyof aran-
domvariableX is definedas

Ho(X) = —lgrxneaj)cPX(m).

Thevariational distancebetweertwo probability distri-
butions Px and Py overthesamealphabet¥ is

IPx = Pyll, = max|>" Px(a) - Py(a)
- ZEX)
1
= 52 |Px@) - @)
TEX

We saythatarandomvariable X is e-closeto Y whenever
[|Px — Pylly <e.

Forasequencey,...,z, andsomesetS C {1,...,n},
we abbreviate the projectionof z1, ..., z, ontoindicesin
S by 5. Similarly, z[”! denoteshe sequencery, ..., z,

with theconventionthatz[% is theemptyword. Also, 2"\
denoteghesequences, ..., Ti—1,Zit1,-- ., Tn. Wewrite
@ for additionin GF'(2) and® for theinnerproductof two
vectorsover GF(2).

Lemmal. Let X bea randomvariable with alphabetX’,
letV beanarbitrary randomvariablewith alphabet), and
letr > 0. Thenwith probability at leastl — 277, V takes
onavaluew for which

Hoo(X|V =v) > Hoo(X) —1g#V — 1.

Proof Letpy =27"/#V. Thus, Y  Py(v) <27".

v:Py (v)<po
It followsfor all v with Py (v) > po
o(X[V=v) = —lgmaxPyy=,(z)

Px (z) Py x =z (v)

= nex Py (v)
P
> —lgmax x ()
z€X Do
= Hyo(X)—r—1g#V
which provesthelemma. O

A classg of functionsX — ) is 2-universalif, for all
distinctzy, 2o € X, thereareatmost#¢G /#Y functionsg
in G suchthatg(z1) = g(x2).

A classg of functionsX — ) is strongly 2-univesalif,
for all distinctzy, z2 € X andall (not necessarilylistinct)
y1,Y2 € Y, exactly #g/#y2 functionsfrom G take z; to
Y1 andxz toys.

A strongly 2-universalclassof hashfunctionscan be
usedto generatea sequencef pairwiseindependentan-
dom variablesin the following way: SelectG € G
uniformly at randomand apply it to ary fixed sequence
z1,...,2; of distinctvaluesin X. LetY; = G(z;) for
j=1,...,L

Privacy amplification[BBR86, BBR88] is a methodto
eliminate partial informationabouta randomvariableand
extract a shorter almostuniformly distributedvalue. The
following theorem[ILL89, BBCM95] is formulatedusing
min-entropy, but it canbe generalizedo Réryi entropy of
ary ordera > 1 [Cac97h.

Theorem2 ([BBCM95]). Let X be a random variable
over the alphabetX, let G be the randomvariable corre-
spondingto the randomchoice (with uniformdistribution)
froma 2-univesal classG of hashfunctionsX — ), and
letY = G(X). Then

olg #YV—Hoo (X)

HY|G) > lg#Y — =

1)



The following is a resultby Zuckerman[Zuc9€ about
the min-entrofy of a randomlychosensubsetX< from a
sequenceXy,..., X,,. Intuitively, onewould like to shov
that sinceS is chosenrandomlyfrom {1,...,n}, theun-
certainty about X< is roughly # times the uncertainty
aboutX,, ..., X,,. Theexactstatemenis somaevhatmore
involved.

Theorem 3 ([Zuc96]). Let X[l be an random variable
with alphabet{0,1}™ and min-entopy at least dn, let

S ={51,...,S5:} bechosermpairwiseindependentlasde-
scribedabove, let p = c61gd~! for somepositiveconstant
candlete = 3/+/pl. Thenfor everyvalues = {s1,..., s}

there existsa randonmvariable W with alphabet{0, 1} and
min-entopy

H (W) > pl

sud that with probability at least1 — € (overthe choiceof
S), XS is e-closeto Ws.

3 Tools

3.1 Encodingk-ElementSubsets

LetS = {1,2,...,n}. A setQ is ak-elemensubsebf
Sif Q C Sand#9 = k. We now give anefficientencod-
ing of thek-elemensubsetsisbinarystrings thatis, amap-
ping o from the setof all k-elementsubsetgivenby a list
of k integersfrom {1,...,n} into binary stringsof length
Mg (7)1. Suchaschemenaybefoundin [Cov73]. Theen-
codingasdescribedassociateanintegerin {0, .. ., (7) —1}
with the k-elemensubset.Thecorrespondingtringis sim-
ply the binaryrepresentationf thatinteger.

Without lost of generalitylet @ = {ej,ea,...,ex} be
a k-elementsubsetof S suchthate; € S ande; > e;_1
fori = 1,2,..., k. For corveniencewe usee; = 0. The
e1,-..,e, arethe positionsof 1's in the binary string of
weight k£ startingfrom the left. The k-subsetof S corre-
spondnaturallyto thebinary stringsof lengthn andweight
k.

The integer associatedvith a binary string ¢ of weight
k is the numberof stringsthat precedey in the list of all
suchstringsaccordingto the inverselexicographicalorder
(e.9.11100,11010,11001,10110,... ). Let uscountthe
numberof stringsprecedingsomeparticularstring s given
by e1,...,ex. Theleftmostl of s is precededdy e; — 1
zeros. Thus, for every positionj, 1 < j < e; — 1, there
are (7~7) stringsof weightk with theirfirst onein position
j, eachprior to s. Continuingthis way of reasoningthe
i-th 1 of s is precededy 0's in the positionse;_; + 1 to
e; — 1. For everypositionj, e;_1 +1 < j < e; — 1, there
are (_J) stringsof weight  identicalto s up to position
e;_1 with theiri-th onein positionj, eachprior to s in the

list. Summingthisupoverall i = 1,...,k, we obtainthe
index o(Q) correspondingo s andey, ..., ex. Thus,the
encodings is givenby

r@=> ¥ (179

i=1 j=ej_1+1

The decodingis doneby the following procedurethat
takesasinput anintegerm andoutputsthe corresponding
setQ, representedby ey, ...,ex. It is easyto seethato
ando ' arecomputablén time polynomialin n. This pro-
cedureis implementedn linearspaceusinga standardly-
namicprogrammingalgorithm[BB88§].

Algorithm 1 CalculateQ = o, % (m)
fori=1tokdo

-1

e b nej
e; + biggest suchthat‘ Z (k—i) <m
j=ei—1+1
e;—1 .
n—
mem- Y (k_i)

j=ei—1+1
endfor

3.2 Interactive Hashing

Interactize hashing[NOVY98] is a protocol betweena
challengerAlice (with no input) anda respondeBob with
inputs € {0,1}™ andprovidesawayto isolatetwo strings.
Oneof thestringsis Bob’s input s andthe otheroneis cho-
senrandomly; Alice doesnot learnwhich oneis s. De-
fine the 2-universalclassof hashfunctionsfrom {0, 1}™ to
{0,1} as

G = {g(z)=a0z|ac{0,1}"}.

The protocol operatesin m — 1 rounds. Round j, for
j=1,...,m— 1, consistof thefollowing steps:

1. Alice choosesifunctiong; € G with uniformdistribu-
tion. Leta; € {0,1}™ bethedescriptiorof g;. If a; is
linearlydependentnas, ... ,a;_1, thenAlice repeats
this stepuntil it is independentglsesheannouncesg;
to Boh.

2. Bob computesh; = g;(s) = a; ® s andsendsh; to
Alice.

At the end, Alice knows m — 1 linear equationssatisfied
by s. Sincethe a;’s arelinearly independentthe system
hasexactly two m-bit stringssg, s; as solutionsthat can
be found by standardinear algebra. In our applicationof
interactve hashingBob cancheatif he cananswerAlice’s



gueriesn suchawaythatboths, s; areelementof afixed
setS.

This specificway of hashingwill bethelimiting factorof
ourconstructionn termsof thememoryrequiredoy thepar
ticipants. In orderto checkdependencieamongthea;’s,
Alice muststorethemall andthusmemorysizein §(m?2) is
necessaryMoreover, the matrix is alsonecessaryo calcu-
late sg, s1 by bothparties.

If a noninteractie hashfunction wereused,Bob could
producea collision if #S ~ 2™/2. In contrast,Bob can
only cheatin interactive hashingf thesizeof S is closeto
2™, Thisis shovn in theremaindeof this section.

Lemmad4. LetS C {0,1}" with#S =2""for0 < v <
1 andlet ¢ be a positiveinteger suc thate < vm/3. Let
G bethe 2-univessal classof hashfunctionsdefinedabove,
mapping{0,1}™ to {0,1}. LetG be a randomvariable
with uniformdistribution over G. Thenfor anyb € {0,1},
G takesonavalueg sud that

#seSlgs) =t} _ 1

%S 5 +2

with probability at leastl — 27¢.

Proof. Considertheindicatorrandomvariablesfor s € S

7 1 ifG(s)=0
* )0 otherwise

andthesumZ = Y _¢ Z, = #{s € S|G(s) = 0}. Sim-

larly, let Z = #S8—7 = #{s€ S|G(s) =1}. Let
_ - _ [ Z withproh 1/2

X =max{Z,Z} andletY = { Z withprob 1/2 -

Ourgoalis to shav that X takesonavaluez suchthat

z 1 e
75 <3t?
with probabilityatleastl — 27,

But noticethat|Z — £3| = |Z — £2| andtherefore
|X — £5| = |Y — £8]. In consequencdor all o > 0 we
haeP[|X — #3| > o] = P[[Y - £2| > o].

Thereforeijt is sufficientto shav that

v-Eysa

with probabilityat most2—°.
To shaw this, noticethat

_E[Z) E[Z] E[Z+2Z] #S
==t =73 =%
It follows from the Chebychg Inequalitythat
Py - 225 o) [y —E) > 0] < Y2V

o2

for o > 0. Thuswe mustalsofind Var[Y']. By definition

Var[Y] = E[Y?]-E[Y)?
- 1-(%)
_ E[Z]  E[Z)_#S
= T2 T3 T3
_ E[(Z2+2)?-22Z) #S°
- 2 T4
#8*  #8° =
= - - —EZ7]
#S° -
= - -E[zZ]

Definetheindicatorrandomvariable

K o 1 if G(Sl)#G(Sz)
08210 otherwise

andthesum
K = Z K, 5o = #{s1,82 € S2|G(81) # G(s9)}.
$1,52€82

Noticethat K = ZZ + ZZ asfor every suchpair (s, s2)
we have Z choicedor s; andZ choicedor s, if G(s1) = 0
andG(s2) = 1 andinverselywhenG(s1) =1, G(s2) = 0.
ThereforeE[Z Z] = E[K]/2.

However, noticethat E[K] = > 2 E[K;, 5,] and
thatE[ K, ,,] = 0if s1 = s2, While E[K, 5,] > 1/2when
s1 # s2 since( is repeatedlychosenfrom a 2-universal
classof hashfunctions.

In conclusionE[K] > #{s1,s2 € S?|s1 # s2}/2 and
E[Z7Z] > #£5°-#5 |eadingto

#5 o #ST #ST—#S _#S
1 —E[ZZ] < 1 1 =

Substitutings = 1/2¢#S/4 we get

P[|Y—#| 22W] < 2

Var[Y] =

But then,thereductionfactorsatisfies
Y 1

ctvm—2
L 4902 ~vm
#s = 327
1
< —+27¢
2—l—
exceptwith probability2~¢ andthelemmafollows. O

Thelemmashaws thateachroundof interactize hashing
reduceshesizeof S by afactorof almost2, aslongass is
large (comparedo 2¢). To keeptrackof the overall reduc-
tion, however, we needalsothefollowing standardemma.



Lemmab. Let S C {0,1}™ with #£S =2"™ for 0 <
v < 1l andlet ¢,d < m be positiveintegers sud that
2vm < d—c. LetG bea 2-univesalclassof hashfunctions
mapping{0,1}™ to {0,1}¢. LetG bea randomvariable
with uniform distribution over G. The probability that G
takeson a valueg sud that there are distincts;, s, € S
with g(s1) = g(s2) isatmost2—¢.

Proof. Definethefunctiona : G — N to give the number
of collisionsin S for aparticularg, thatis,

a(g) = #{(s1,52) € S%|g(s1) = g(52), 51 < 52}
andlet A = a(G). Let
0(81352) = {#{geglg(sl):g(s2)} |f S1 <32

0 otherwise.

Since g is 2-universal,we have ¢(s1,s2) < f—f for all
s1,82. Now it is easyto seethat

Yale) = Y elors) < gD

9€g (s1,82)ES?

andthereforeE[A] < £5; = 22vm—d-1_ By the Markov
Inequality we get

P[A > 1] < P[A > 2¢F2vm—d=1] < 9=¢

since2vm < d — c. O

Lemma6. SupposeAlice and Bob engaje in interactive
hashingof an m-bit string held by Bob to m — 1 bits as
describecaboveandletr > lgm. LetS C {0,1}™ beany
subsebf theinputswith cardinality 2. If v < 1 — 824,

then the probability that Bob can answerAlice’s queries
sud that two distinct elementssy, s» of S are consistent
with hisanswesis at most2~—".

Proof. LetSy = S and,forj =1,...,m — 1, define
Sj = {S S Sj_1|gj(s) = bj}.

As long as S; is large enough,the size of S;;, canbe
boundedusingLemmad. Afterwards,we apply Lemmab
oncefor theremainingrounds. Let ¢ = 2r andlet j; =
|vm — 3¢+ 1] betheintegerthatwill markthetransition.It
followsfrom Lemmad by inductiononj,for1l < j < j;—1
that

#S; < #S(%+2—C)j

except with probability at most j27¢. In consequence,
#S;, < 2vm=it(1 4+ 27¢+1)7 andwe have

lg(#S;,) < (vm —j) +jilg(1+27°T") < 3c+1
()

from thedefinitionof j; andthefactthatj; lg(1+2°t1) <
m2~¢ < 1. In orderto applyLemmab for stepj; (roundsy;
throughm — 1 collectively) usings;, , we needto establish

21g(#S;,) < (m—1—ji) —c 3)

From(2) andsincer < 1 — 1<t impliesthat4c < m —
vm — 4, we get

21g(#S;,) < 6c+2 < 2c+m—-—vm—2 (4)

Thus,sincevm — 3¢ < jrwehae2c+m —vm—2 <
m —1— j; —cand(3) holds. Theoverallfailureprobability
is atmost(j; + 1)27¢ < m27¢ < 27" andthe lemma
follows. O

4 The Protocol

Supposea large amountof randomdata (N uniformly
distributed randombits) is sentfrom Alice to Bob over a
high-capacitychannel. Alternatively, the randomdatacan
be producedandbroadcasby arandomsourceR thatboth
Alice and Bob trust to outputrandombits. The only as-
sumptionneededo provethesecurityof theprotocolis that
N mustexceedBob’s storagecapacity If both participants
arehonestthey needmuchlessmemorythancanbetoler-
atedagainstmaliciousBob. Thus,evenif Alice produces
therandombits, shesaresonly a smallpartof them.

In (3)-OT, which our constructionimplements,Alice
hastwo input bits by, by andBob chooses: andobtainsb,,
but Alice doesnot learnc. The protocol operatesin the
following steps. During the initial randombroadcastAl-
ice andBob both storea randomsubsef the V bits such
thattheir partsoverlapin £k positions. Thenthey engage
in away to form two setsamongthe bits storedby Alice,
a“good” setanda “bad” set,of £k bits each.Thisis done
usingthe interactive hashingprotocol of Section3.2 such
thatAlice doesnot learnwhich setis good. Bob knows all
bits in the good set, but not all of the bad set. ThenBob
asksAlice to encodehy andb; usingthetwo setssuchthat
b. is encodedwith the goodsetandb.q:1 with the badset.
Bob canrecover b. sincehe knows the bits from the good
set,but cannotb.q; becaussomebits from thebadsetare
missing.

Includedin theprotocolis anadditionaldistilliation step:
thebits storedby Alice arefirst dividedinto blocksof £ bits
eachandtheneachblockis hashedo onebit. Thetwo sets
arethenformed on the level of bits and consistof & bits
each.

Alice andBobagreeonthefollowing parameter§ound-
ing is implicit).

1. a,f suchthat0 < 8 < a < %: theseparameters
determinghe memoryrequirements.



2. n: numberof bits that Alice and Bob storefrom the
randombroadcast.

3. N = n2=2=#: numberof bits in the randombroad-
cast.

4. m = n'~: numberof blocks(andbits 71, . . ., T},).

5. £ = n®: lengthof oneblock.

6. £ = n?: boundon the estimatednumberof blocks
(andbitsfrom T4, ..., T},) thatoverlap.

7. G = {glg : {0,1}* = {0,1}}: 2-universalclassof
hashfunctionsfor compressingplocksto bits.

The securitymargin in termsof memorywill bethatthe
maximummemoryfor amaliciousBobthatcanbetolerated
isyN for v < 1, versushe Nk /¢ memorysizeneededor
thehonesplayers.A typicalchoiceof theparametersould
beasmallg anda = 1 — 3, yielding N = n'-*~2# and
Nk/t =n't28,

The Protocolfor (3)-OT (bo, b1)(c):

1. Alice (oranindependensourceproadcast®v random
bitsr1, ..., rn, abbreviatedby 7[V1. Alice storeshen
bits at positionsA = {as,...,a,}, whereA consists
of n uniformly randomvaluesfrom {1,..., N}. Bob
storeshebits atpositionsB = {b1, ..., b}, whereBB
is choserby Bob with uniform distribution. The sub-
stringsof r[V] aredenotedoy * andr?, respectiely.

2. Alice sendsA to Bob. With thebitsin »* Bob forms
m blockszy, ..., z,, of length/ = n® bits eachsuch
that the overlap A N B spansat leastk = n? com-
pleteblocks. If thisis not possible(becausehe over
lapis lessthan/k bits) heaborts.LetS C {1,...,m}
denotea setof k blocksthat Bob knows completely
Formally, Bob constructsa permutatiorof A, denoted
byr : {1,...,n} — {1,...,n}, andthesetsC; =
{ar(j—1)e41), - - > ax(iey} for j = 1,...,m suchthat
forall j € SC; C AN B. Heannounces to Alice.

3. Alice groups her stored n bits »* into blocks
r¢,...,r’ as announcedby Bob. Then Alice
choosesn hashfunctionsgy, ..., g, independently
anduniformly atrandomfrom G andannounceshem
to Bob. Sheappliesthemto the blocksr€: ... rCm
andobtainsthebitsty, . . ., t,,, wheret; = g;(r%).

4. Bobcomputeg; = g;(r%) for j € S. He alsocom-
putesthe binary encodings = o (S) of S of length

1—

M =g (Y1 =g (" )] <n'~h(n+).

5. Alice andBob engagen the interactve hashingof s
into a bit stringw of lengthm — 1, asdescribedn
Section3.2. Alice computesthe two setsify, Uy C
{1,...,m} suchthato (i) ando (U4 ) bothhashto w
andly < U, accordingto somefixedorder If thisis
not possiblebecausane of the stringsthat hashego
w is hotavalid encodingof asubsetBob aborts.

6. Bob also knows Uy, ;. He choosesghe bit ¢’ such
that!/. ¢ = S andsends:’ to Alice. Alice computes

20 =bg @ (eajeuc, tj) andz; = b1 @ (Gajeuc,@l tj).
7. Bobrecoversb, = 2. ® (D es i)

Thedescription®f A andB have sizein O(nlgn), which
could be reducedby choosingthe setswith pairwiseinde-
pendendistribution. The expectednumberof commonin-
dicesis k¢ = n%2/N = n®tP. By storinga few extra bits,
Alice andBob canensurehatthe overlapis k¢ bits except
with smallprobability As mentionecdearlier, this versionof
the protocolrequiresboth partyto memorizea §(M?) size
matrixin orderto calculatethe valuesof Uy, U/, in step6.

It is easyto seethat the protocolis completeand suc-
ceedawith probability at Ieast% if Alice andBob arehon-
estsincemore than half the string of length A/ are valid
subsetncoding(abortscanoccurin step2 if the overlapis
not large enoughandin step5 if hashingyields aninvalid
subsetncoding.)in orderto preventBob from cheatingoy
inducingabortstoo often (e.g.while waiting until the over-
lap of A and B is muchlarger than expected),Alice will
only cooperatdor at mostn' repetitionsof the protocolfor
somen’ < n. If Bobabortsmoreoften,sheconcludeghat
hemustbecheatingsincetheabortprobabilityof anhonest
Bobis atmostO(2="').

5 Security Proof

We notefirst thatif the protocoldoesnotabort,thenAl-
ice obtainsno informationaboutwhich one of U, cor
respondso Bob’s setS andthereforetheprotocolis secure
for Boh. If theprotocolaborts thennoinformationdepend-
ing on Alice’s inputsbg, by or Bob’s input ¢ hasbeendis-
closedyet andtherefore we neednot worry further about
aborts.

Thus, the securityof the protocolis establishedy the
next theorem.

Theorem 7. SupposenaliciousBob’s memoryis not more
thanyN bitsfor somey < 1. Then,for suficientlylargen,
the probability that Bob learnsinformationaboutboth bits
bo, b1 canbemadeinversepolynomiallysmall.

During therandombroadcasta maliciousBob cancom-
puteary probabilisticfunctionfrom {0, 1}V to V with out-
putV suchthatlg #V < v N. LettherandomvariableR!™]



correspondo [V andlet X!™ = X, ..., X,, correspond
tothedistributionof theblocksz,, . .., z,, in Alice’ssubset
conditionedon Bob’s knowledgeV = v, or

Pximi(x:) = PRA\Vzv (Tci)-

fori = 1,...,m. (X" is arandomvariableover n-bit
strings.)

The proof consistsof threemajor steps. First, a lower
boundon Bob’s min-entrofy about R4|V = wv, the bits
storedby Alice, is obtained(Lemma8). Secondthe hash-
ing of blocksto bitsis examinedn Lemma9 andit is shovn
thatBob canknow at mostabout(1 — p) N of thebits. The
third step(proof of Theorem7) usegheanalysisof interac-
tive hashingfrom Lemmasé to shav that a maliciousBob
cannotlearninformationaboutboth bits.

Lemma8. Lete; > 0,letd = (1 -y - ylgl) letp =

c5/1gé 1 for somec > 0, andletes = 3/,/pn. Then,
exceptwith probability e; + €, the distribution of X! is
e2-closeto a randomvariablewith min-entopyat leastpn.

Proof. BecauseR!™ is assumedto be uniformly dis-
tributed, it hasmin-entrofy Ho(RM) = N. Lemmal
roughly shows that the min-entrogy of RIM givenV is at
least(1 — )N with probabilityl — €;. More preciselyfor
ary e; > 0, the particularvaluev that V takeson satis-
fies Hoo (RIN|V = v) > (1 — )N —1g L, exceptwith
probabilityat moste; .

We now invoke Theorem3 andobtainthatthe distribu-
tion of XI™ = X,,..., X,, (arandomvariableon n-bit
strings)is e2-closeto a distribution with min-entropy pn
exceptwith probabilityez. O

The next lemmashaws that Bob lacksknowledgeof at
leastabout pm bits from T4, ..., T, with high probabil-
ity. It involvesa spoilingknowled@ argumentthatis often
usedin connectionwith privacy amplification[BBCM95,
Cac97& Supposeside information is madeavailable to
Bob by anoracle.Thesideinformationis tailoredfor Bob’s
distributionandsenesthepurposeof increasinghisentrogy
and to obtain betterresults. Note that the oracle giving
spoiling knowledgeis usedonly asa proof techniqueand
notfor carryingout privacy amplification.

Lemma9. Let eq,e5 > 0 and supposeX[™ has min-
entopy at leastpn. Ther is a subsetQ C {1,...,m}
of cardinality ¢ = (pn —m(lgn +2) —lg = —2mlg ) /¢
sudh that Bob’s distribution of T2, conditionedon partic-
ular valuesv, fi,..., fm, andz; for j ¢ Q, is es-closeto
the uniform distribution over bit stringsof lengthg, whee

€6 =m2 2 + €4 + €5 + /2q€5.

Proof. The main part of the proof is to constructspoil-
ing knowledge such that min-entropiesof the blocks

Xi,...,X,, addup andthenapplying privacy amplifica-
tion for hashingthe blocksto bits Ty, ..., T,,.

Suppose side information wi,...,u, With u; €
{0,...,24¢} for j = 1,...,m is madeavailableto Bob.
Let therandomvariableU™! correspondo thedistribution
of ul™. 1t is definedfor j = 1,...,m asU; = \;(XU),
where

(glly = )2t
X = {L— lg Py (a9

(SideinformationU; of this type hasalsobeencalledlog-
partition spoiling knowledg [Cac97§). U; partitionsthe
valuesof X/l into setsof approximatelyequalprobability
underPy 1)y, —,,; - Forallu; exceptu; = 2;¢, thevaluesof
the probability distributions Px 51, —,,,; differ by lessthan
afactorof two andwe have

if PX[j] (IE[J]) S 2_2jé
otherwise.

1 . . .
3 gfpxlﬂ\uj:uj(xm) < mé?PX[mUj:uj(m[J])- (5)

Theprobabilitythatthereexistsaj s.t. U; = 2j¢isnomore
thane; = m2~2¢ andwe assumdJ; # 2;¢ for the restof
theproof.

The size of U™ (in bits) is lessthan m1g(2mf) =
mlg(2n). Therefore7[™! satisfies

HOO(X[m]|U[M] - u[m])
1
> Hoo(XI™) —m(gn+1) -lg = (6)
4

exceptwith probabilitye, by Lemmal. We assuméhat(6)
holdsin theremaindeof the proof.

Claim. Forall z1,..., z[™=1 wehave
m
ZHoo(XHU[m] = olml, xU-1 = gli-1)

Jj=1

1
>pm—m(lgn+2)-1g—. (7)
€4
NotethatthisimpliesBob’s min-entropie®f atleast
1 1
¢ = (m—m(lgn+2)—~lg——2mlg—)/t (8
4 5

blocks from X;,..., X, exceed2lg é conditionedon

ary particularvaluesof the other blocks. (Therearem

blocksfor which the sumof the min-entropiess bounded
from below in (7), andthe min-entropy of eachblock is at
most’.)

Proof of theclaim: Firstnotethat
Hoo(Xytml = ylmly —m

1
2pn—m(1gn+2)—lg€—
4



from (6) andtherefore proving theclaim reducego

3 Hoo (XU = wlm, XU = 1))
j=1

> Hyo (XM Ul = omy —m. (9)

We do this by inductionon j = 0,...,m — 1 usingthe
followinginductionhypothesisForall 2™+t glm],
it holds

Hoo (Xm=al|plml = 4, m))

oo

m
+ ) Hoo(Xjp|Xmod 1 = glm =i+ griml — o lm])

j'=m—j+1
> Hoo(X™Ul™ = ul™) — . (10)

Clearly (10) holds for j = 0 Suppose
that (10) holds for some ;j < 0. Let P; =
PXm_].‘X[m—j—l]:m[m—j—l]’U[m]:u[m] (mm_j). Then we

have for all ™7~ andall z,,,_; that
Max P im1|ymiyim (5™
Flm—j]
> Pxim—i—1ytmi=yim (zm=i=1) . p;

. sm—j—1
> min PX[m_j—11|U[m1:u[m]($[m / ])‘Pj

Flm—ji—1]

1 .
~[m—j—1
= nax PX[m—j—ulU[m]:u[m](.’L'[m J ]) - Pj
2 Flm—j-1]

vV

by the property(5) of the sideinformationU™!. Sincethis
holdsfor all 2,—; (andthusfor the max), we obtain

Heoo (X | X371 = glm=i=1] rlm] — o [m])
+ Hyo(Xm=i=tjyim] = o ml)
> Hoo (X NUtm™ = ulm) — 1 (12)

for all zl™—3—1 |t follows now from (10) andfrom (11)
thatfor all zl™—31, ... ™,

Hay (X[m—j—1]|U[m} - u[m])

+ Y Heo(Xp|XIM=31 = glm=3'1 ybm] = o [m])
il

jl

> Hoo(XIM[Ut™ = ulml) —j -1 (12)

This establisheghe induction step and thus 9 and the
claim (7). O

For secondstepin theproofof Lemma9, we apply The-
orem2 (privacy amplification).Let © C {1,...,m} bea
setof ¢ indices;j suchthat,forall j € Q,

Hoo (XU = i) xU-1 = gli-11) > 915 L.
€5

Sucha setexists accordingto the claim (7). Using Theo-
rem2, we obtainfor j € Q,

H(T}|F; = f;, U™ = ulm], xU-1 = g00-1) > 1 - 2¢;%/In2,

where F; for j = 1,...,m denoteshe randomvariable
correspondingo the choiceof the hashfunction f; with
uniform distribution. Let ¢.x be the largestelementof
Q andlet Q@ = {1,...,¢max} \ Q. By summingup the
entropiesyve have

H(TQF2, UM = ylm X9 =22) > ¢— 2¢es%/In2.

Thus, exceptwith probability es, F< takeson a value f<
suchthat

H(TQFQ = fQUlm = 4[m xQ = 42)
> q— 2ges/In2.

In thiscaseijt followsfrom thestandardnequalitylg # X —
H(X) > 4||Px — Py|l,” that

||PTQ|FQ:fQ7U[m]:u[m],XQ:zQ _PU”v < 2ges,

wherePy denoteghe uniform distribution over ¢ bits. Ac-
countingfor all the casesxcludedabove, it follows

|[Pre — Pylly < €3+ €4+ €5 + 1/2ges.

€3 and ey are usedin for spoiling knowledge and €5 is
neededo remove the expectationfrom the conditionalen-
tropy of T<. O

Proofof Theoem?7. Let p > 0 beasmallconstant.Then,
for all sufficiently largen, we have ¢ > (p — p)m from
Lemmas9.

For the analysisof interactive hashingin step5, we will
useLemma6. Thereare () = (™ .") subsetsandin-
puts for Bob in total, thus M = 1g(7}) for Lemmas.
SupposeBob lacks knowledge aboutat leastq bits from
Ti,...,Ty, ie., he has completeknowledge about not
morethan (™) < (C";B_a) of the subsetsgorresponding
to thesetS of Lemma6, where( =1 — p + u.

In orderto applythelemmasettingr = lg M weneedto
male surethaty = Llg (™ %) < 1 — H&lH whichis
equialentto

nl—a Cnl—a nl—a
lg( B )—1g( B )—SIglg( iy ) > 4.
This canbe satisfiedoy choosingn sufficiently large,since
¢ is a constantsmallerthan 1. It follows that Bob has
.y 1-a -1
probabilitynot morethane; = 1/M = (lg (" )) ~

n~1/h(n®*tA~1) of knowingall bits of bothsetsandthere-
fore of recoveringbothbits by, b; .



The overall failure probability is at moste; + 2e; +
€6 + €7, Whereey, e5 arefrom Lemma8 andeg, €7 arefrom

(DouglasR. Stinson, ed.), Lecture Notesin
ComputerScience,vol. 773, Springer 1994,

sage proof systemswith known space veri-
fiers, Advancesin Cryptology: CRYPTO '93
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