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�
Abstract

We proposea protocol for oblivioustransferthat is uncon-
ditionallysecureunderthesoleassumptionthatthememory
sizeof the receiveris bounded.Themodelassumesthat a
randombit stringslightlylarger thanthereceiver’smemory
isbroadcast(eitherbythesenderor bya third party). In our
construction,bothpartiesneedmemoryof sizein �����
	��	����
for some�����	 , whena string of size ����� 	������� for���! ��!" is broadcast,whereasa maliciousreceiver
can haveup to #� bits of memoryfor any #$�&% . In the
courseof our analysis,weprovidea directstudyof an in-
teractivehashingprotocolcloselyrelatedto thatof Naoret
al. [NOVY98].

1 Intr oduction

Oblivious transferis an importantprimitive in modern
cryptography. It was introducedto cryptographyin sev-
eral variationsby RabinandEven et al. [Rab81, EGL83]
and had been studiedalreadyby Wiesner [Wie70] (un-
der the nameof “multiplexing”), in a paperthat marked
the birth of quantumcryptography. Oblivious transfer
hassincebecomethe basisfor realizing a broadclassof
cryptographicprotocols, such as bit commitment,zero-
knowledgeproofs, and generalsecuremultiparty compu-
tation[Yao86, GMW87, GV88, Kil88a, CvdGT95].

In a one-out-of-two oblivious transfer, denoted' 	 � ( -OT,
onepartyAlice ownstwo secretbits )+* and ) � , andanother
partyBob wantsto learn )�, for a secretbit - of his choice.
Alice is willing to collaborateprovided that Bob doesnot
learnany informationabout )�,/. � , but Bob will not partici-
pateif Alice canobtaininformationabout- .

Traditionally, the securityof ' 	 � ( -OT is basedon com-
putationalassumptions,suchas the hardnessof factoring0
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or theexistenceof trapdoorone-waypermutations[EGL83,
GMW87, BM90]. ' 	 � ( -OT canalsobeimplementedin terms
of Rabin’s OT [Rab81], in which Alice sendsa bit ) that is
receivedby Bob with probability �	 [Cré88]. The security
of Rabin’sprotocolfor OT is basedonthequadraticresidu-
osityproblem.

Thesearerelatively strongcomputationalassumptions.
However, it is alsoknown that OT cannotlikely be based
onweakerassumptions:Proving thatOT issecureassuming
only aone-wayfunctionin a black-boxreductionis ashard
asproving P 4� NP [IR89]. OT falls thus,togetherwith key
agreement,in theclassof tasksthatareonly known how to
implementusingat leasttrapdoorone-wayfunctions.

However, if Alice and Bob have accessto a quantum
channel,Oblivious Transfercan be reducedto a weaker
primitiveknown asBit Commitment[BBCS92,Cré84] and
thus is secureassumingonly a one-way function in the
quantumcomputermodel. Oblivious transfercanalsobe
basedon a noisy channel,asshown by CrépeauandKil-
ian [CK88, Cré97].

In thispaperwedescribehow aboundonmemorysizeof
thereceiverBob canbeusedto implementoblivioustrans-
fer. We assumethat thereis an initial broadcastof a huge
amountof randomdata,duringwhich Bob is free to com-
puteany probabilisticfunction with unlimited power. As
long asthe function’s outputsizeis boundedanddoesnot
exceedBob’s memorysize (storagespace),we canprove
that theOT protocolis secure.No computationalor mem-
ory restrictionsareplacedonAlice.

In ordertocarryouttheprotocol,bothpartiesneedtouse
someamountof memory, however. Let �657 be constants
suchthat "8�9 :�;�<� �	 (e.g.a small  and �=� �	?>  ).
In our construction,both partiesneedmemoryof size in���@�
	���	+��� when ���&�
	��A�B�C� randombits arebroadcast.
Thesecurityof theoblivioustransfercanbeshown if Bob
hasnomorethan #� bitsof storagefor any #D�$% .

Therandombroadcastcanbegeneratedby atrustedran-
domsource,whichneedsnotnecessarilybeanartificial de-
vice. Naturalsources,suchasdeep-spaceradiosourcesor
the cosmicbackgroundradiationcould also be used. On
theotherhand,thereis no needfor a trustedthird party to
generatetherandomdata.Alice canalsogeneratetheran-
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dombitsherselfandsendthemto Bob,sincenoassumption
abouthermemorylimitation is made.

Thestudyandcomparisonof differentassumptionsun-
der which cryptographictaskscan be realizedis an im-
portant aspectof researchin cryptography. Perhapsthe
most prominentassumptionsusedtoday in the computa-
tional securitymodelare factoring,the discretelogarithm
problem, and lattice reductionproblems[AD97]. How-
ever, factoringandcomputingdiscretelogarithmscouldbe
solved efficiently on a quantumcomputer[Sho94], while
exisitng systemsbasedon lattice reductionshave been
cryptanalised[NS98]. Alternatives to computationalse-
curity assumptionsthat have beenproposedincludequan-
tum cryptography, the noisy channelmodel,and memory
bounds[CM97].

The memoryboundmodel seemsrealistic in the view
of currentcommunicationandhigh-speednetworkingtech-
nologiesthat allow transmissionat ratesof multiple giga-
bits persecond.Storagesystemson theorderof petabytes,
on the otherhand,requirea major investmentby a poten-
tial adversary. Furthermore,themodelis attractive for the
following reasons:(1) the securitycan be basedonly on
theassumptionabouttheadversary’smemorycapacity. (2)
storagecostsscalelinearly andcanthereforebe estimated
accurately. (3) memoryboundsofferspermanentprotection
in thesensethatfuturetechnologicalimprovementscannot
retrospectively compromisethesecurityof messagestrans-
mittedearlier.

Smartcardsprovideaparticularlywell suitedscenarioto
implementour protocol. In sucha scenario,Alice could
bea teller machineandBob a card. Limiting the comput-
ing power of a card is a resonableassumptionwhereasa
similar limitation on thetellermachinewouldbemuchless
resonable.Since ' 	 � ( -OT in onedirectionis sufficientto im-
plementit in both directions(see[CS91]), any two-party
cryptographictaskmaybeimplementedsecurilyin thissit-
uationfrom ourprotocol.For instance,a mutualidentifica-
tion schememayberealized[CS95].

1.1 Our Construction

We provide an implementationof ' 	 � ( -OT. During the
initial randombroadcast,Alice andBob both storea ran-
domsubsetof the � bits suchthat their partsoverlapin E
positions.Thenthey engagein a protocolto form two sets
of E bits eachamongthebits storedby Alice: a “good” set
consistingof the bits alsoknown to Bob anda “bad” set
containingat leastsomebitsunknown to Bob. This is done
usinganinteractivehashingprotocolsimilar to thatof Naor
etal. [NOVY98].

Interactivehashingis a protocolbetweenAlice andBob
for isolatingtwo binarystrings.Onestringis chosenby Bob
andthe otheroneis chosenrandomly, without (much)in-

fluenceby Bob. However, Alice doesnot learnwhichstring
correspondsto Bob’s input. In order to apply interactive
hashing,weusetwo toolsof independentinterest.

Thefirst tool is anefficiently computable,denseencod-
ing of E -elementsubsetsfrom FG%H5�IJI�I�5K�ML , i.e., a mapping
of E -elementsubsetsto binary stringsof length NPO 'RQ S ( . It
hasto beefficient in thesensethatencodinganddecoding
operatein timepolynomialin � ratherthan 'RQ S ( , evenif E is
proportionalto � . Sucha schemehasbeenlong known in
thelitterature[Cov73]. Thesecondtool is a directanalysis
of interactive hashing,sincethe original analysisis based
onsimulatorsandnotdirectlyapplicableto oursetting.

Oncetwo binary stringscorrespondingto the two sets
areisolated,it will bethecasethatBobknowsall bits in the
goodset,but only few bits in the badset. ThenBob asks
Alice to encode) * and ) � usingthetwo setssuchthat ) , is
encodedwith thegoodsetand ) ,/. � with thebadset. Bob
canrecover ) , sinceheknowsthegoodset,but not ) ,/. � .

Additional resultsusedto show the securityof thepro-
tocol areprivacy amplification(or entropy smoothing)by
universalhashing[BBCM95] and a theoremby Zucker-
man about the min-entropy of a randomly chosensub-
string[Zuc96].

1.2 RelatedWork

For the purposeof secrecy, memoryboundshave been
exploited in a similar modelin thecryptosystemproposed
by CachinandMaurer [CM97]. They describea private-
key cryptosystemandaprotocolfor key agreementby pub-
lic discussionbasedon the assumptionthatan adversary’s
memorycapacityis bounded.Thesecuritymargin for their
key agreementprotocolis TU���V� memoryneededfor Alice
andBob versusnomorethan �
	 memoryfor anadversary.

Spaceboundshave alsobeenstudiedwith respectto in-
teractiveproofsystems.Kilian [Kil88b] constructedaproof
systemfor any languagein PSPACE, which is zeroknowl-
edgewith respectto a logarithmicspace-boundedverifier.
Kilian’s techniquecan be extendedto any known verifier
with polynomialspacebounds.In this protocol,themem-
ory boundandinteractionareinterleavedin a crucialway.

De Santiset al. [DPY92] introducedonemessageproof
systemswith known spaceverifiers,showing thatno inter-
actionis neededto exploit spaceboundsfor zeroknowledge
proofs. An improved constructionwasgiven by Aumann
andFeige[AF94] of aonemessageproofsystemwherethe
ratio betweenthe maximumspacetoleratedandthe mini-
mumspaceneededby theverifiercanbearbitrarily large.

We notethat our constructionalsousesinteractionin a
crucialway, but thememoryboundonly hasto beimposed
for onemessageat the beginning, during the broadcastof
the randombits. Furthermore,the receiver in our protocol
is allowedto accessthecompletebroadcastandto compute
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any functionof it beforeinteractionstarts. This is not the
casefor thecommitmentprotocolsby De Santiset al. and
AumannandFeige.

In addition, and in contrastto the proof systemswith
memory-boundedverifiersmentioned,thedataintendedto
overflow areceiver’smemoryconsistsof purelyrandombits
in our protocol. Therefore,an independentrandomsource
with very high capacitycanalsobeusedfor providing the
randombits.

1.3 Organizationof the Paper

The denseencodingof E -subsetsinto binary stringsis
describedin Section3, wherewe alsoprovide our analy-
sis of interactive hashing.Section4 containsthe protocol
construction;the securityproof is given in Section5. We
startwith definingterminology, assemblingsometools,and
introducingthenotation.

2 Preliminaries

A randomvariable W inducesa probabilitydistributionXZY
over a set [ . Randomvariablesaredenotedby capital

letters. If not statedotherwise,the alphabetof a random
variableis denotedby thecorrespondingscriptletter.

The (Shannon)entropy of a randomvariable W with
probabilitydistribution

X Y
andalphabet[ is definedas\ ��W]�^� > _`badc XeY ��f��gNPO XeY �@f���I

Let hV�ji��k� > ilNmOVi > �n% > i��gNPO�n% > i� standfor thebinary
entropyfunction. Theconditionalentropyof W conditioned
ona randomvariableo is\ �@W:p oq�D� _rsaHt Xeu �@v�� \ �@W:p ow�9v��
where

\ �@W:p ox�yv�� denotestheentropy of theconditional
probabilitydistribution

X Y{z uV| r . Themin-entropyof a ran-
domvariableW is definedas\U} ��W]�k� > NPOk~����`badc XZY ��f���I

Thevariationaldistancebetweentwo probabilitydistri-
butions

X Y
and

X u
overthesamealphabet[ is� X Y > X u ��� � ~U�b�cC���Ac{��� _`HadcC� X Y �@f� > X u �@f� ���� %� _`Hadc ��� X Y �@f� > X u �@f� ��� I

We saythata randomvariable W is � -closeto o whenever� XeY > XMu � ��� � .

For asequencef � 5�IJI�I�5Kf Q andsomeset�9��Fd%H5JI�IJI�57�ML ,
we abbreviate the projectionof f � 5�IJI�I�5Kf Q onto indicesin� by f�� . Similarly, f
� Qs� denotesthe sequencef � 5�IJI�IJ57f Q
with theconventionthat f
� * � is theemptyword. Also, f
� QH���j�
denotesthesequencef � 5�IJI�I�5Kf � � � 57f �m� � 5�IJI�I�5Kf Q . We write�

for additionin ����� � � and � for theinnerproductof two
vectorsover ����� � � .
Lemma 1. Let W bea randomvariablewith alphabet [ ,
let � beanarbitrary randomvariablewith alphabet� , and
let ����" . Thenwith probability at least % > � ��  , � takes
ona value ¡ for which\�} ��W:p �¢�;¡B�¤£ \�} ��W]� > NmO¦¥q� > ��I
Proof. Let iC*§� � �� ©¨H¥?� . Thus,

_��ª «G¬em��®°¯�± � X³² �@¡B�´� � ��  .
It follows for all ¡ with

X ² �@¡B�´£Di *\�} �@W<p �w�;¡g�µ� > NmO¶~U�b�`Hadc X Y{z ² | � ��f��� > NmO¶~U�b�`Hadc X Y ��f�� X ² z Y´| ` �@¡B�XM² �@¡B�£ > NmO¶~U�b�`Hadc X Y ��f��i *� \ } �@W]� > � > NPO·¥?�
whichprovesthelemma.

A clasş of functions [º¹¼» is
�
-universal if, for all

distinct f � 5Kf 	¾½ [ , thereareat most ¥¾¸k¨H¥q» functions¿
in ¸ suchthat ¿A�@f � �k�9¿A�@f 	 � .

A clasş of functions[À¹Á» is strongly
�
-universal if,

for all distinct f � 5Kf 	 ½ [ andall (not necessarilydistinct)v � 5Kv 	 ½ » , exactly ¥¾¸³¨H¥q» 	 functionsfrom ¸ take f � tov � and f 	 to v 	 .
A strongly 2-universalclassof hashfunctionscan be

usedto generatea sequenceof pairwiseindependentran-
dom variables in the following way: Select � ½ ¸
uniformly at randomand apply it to any fixed sequencef � 5�IJI�I�5Kf�Â of distinct valuesin [ . Let oBÃ9������fBÃs� forÄ ��%H5�IJI�IJ5KÅ .

Privacy amplification[BBR86, BBR88] is a methodto
eliminatepartial informationabouta randomvariableand
extract a shorter, almostuniformly distributedvalue. The
following theorem[ILL89, BBCM95] is formulatedusing
min-entropy, but it canbegeneralizedto Rényi entropy of
any order �=��% [Cac97b].

Theorem2 ([BBCM95]). Let W be a random variable
over the alphabet [ , let � be the randomvariable corre-
spondingto the randomchoice(with uniformdistribution)
froma 2-universal class ¸ of hashfunctions[Á¹Æ» , and
let o��y���@WÇ� . Then\ �RoÈp ���¤£ÁNmO´¥�» > �bÉ Ê�ËMt ��ÌkÍ  Y ®NmÎ � I (1)
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The following is a resultby Zuckerman[Zuc96] about
the min-entropy of a randomlychosensubsetW^� from a
sequenceW � 5�I�IJI�5KW Q . Intuitively, onewould like to show
that since � is chosenrandomlyfrom Fd%d5�IJI�I�5K�ML , the un-
certaintyabout W � is roughly

Ë �Q times the uncertainty
about W � 5JI�IJI�57W Q . Theexactstatementis somewhatmore
involved.

Theorem3 ([Zuc96]). Let WÏ� Qs� be an random variable
with alphabet Fs"�5�%HL Q and min-entropy at least Ðs� , let�<��F�Ñ � 5JI�IJI�5�ÑÂnL bechosenpairwiseindependentlyasde-
scribedabove, let ÒÈ�¢-�ÐZNPO6ÐG� � for somepositiveconstant- andlet �·�yÓG¨dÔ ÒgÅ . Then,for everyvalueÕ§�¢FsÖ � 5JI�I�IJ5�ÖJÂ°L
thereexistsa randomvariable ×^Ø withalphabetFs"�5J%bL Â and
min-entropy \�} �R× Ø �·£:ÒgÅ
such that with probability at least % > � (over thechoiceof� ), W^� is � -closeto × � .

3 Tools

3.1 Encoding Ù -ElementSubsets

Let �9�ÚFd%H5 � 5JI�I�I�5K�ML . A set Û is a E -elementsubsetof� if Û��Ü� and ¥ÝÛ$�$E . We now giveanefficientencod-
ingof the E -elementsubsetsasbinarystrings,thatis,amap-
ping Þ from thesetof all E -elementsubsetsgivenby a list
of E integersfrom Fd%d5�I�IJI�57�ML into binarystringsof lengthß NPO 'RQ S (�à . Suchaschememaybefoundin [Cov73]. Theen-
codingasdescribedassociatesanintegerin F©"�5�IJI�I�5 'áQ S ( > %bLwith the E -elementsubset.Thecorrespondingstringis sim-
ply thebinaryrepresentationof thatinteger.

Without lost of generalitylet Û��ÁF©â � 5�â 	 5�IJI�I�5�â S L be
a E -elementsubsetof � suchthat â � ½ � and â � �ãâ � � �
for äå��%H5 � 5�IJI�I�5+E . For convenience,we use â©*��Ú" . Theâ � 5�IJI�I�5�â S are the positionsof 1’s in the binary string of
weight E startingfrom the left. The E -subsetsof � corre-
spondnaturallyto thebinarystringsof length � andweightE .

The integer associatedwith a binary string æ of weightE is the numberof stringsthat precedeæ in the list of all
suchstringsaccordingto the inverselexicographicalorder
(e.g. 11100,11010,11001,10110, I�IJI ). Let uscountthe
numberof stringsprecedingsomeparticularstring Ö given
by â � 5�IJI�IJ5Kâ S . The leftmost1 of Ö is precededby â � > %zeros. Thus,for every position

Ä
, % � Ä � â � > % , there

are 'RQ � ÃS � � ( stringsof weight E with their first onein positionÄ
, eachprior to Ö . Continuingthis way of reasoning,theä -th 1 of Ö is precededby 0’s in the positions â � � �lç % toâ � > % . For every position

Ä
, â � � �¶ç % � Ä � â � > % , there

are ' Q � ÃS � � ( stringsof weight E identicalto Ö up to positionâ � � � with their ä -th onein position
Ä
, eachprior to Ö in the

list. Summingthis up over all ä§�ã%H5�IJI�I�5+E , we obtainthe
index Þ³��Û§� correspondingto Ö and â � 5�I�IJI�5�â S . Thus, the
encodingÞ is givenby

Þ Qgè S ��Û§�¶� S_ � | �
é/ê � �_Ã | é êìëGí � �

î � > ÄE > ä�ï I
The decodingis doneby the following procedurethat

takesasinput an integer ð andoutputsthe corresponding
set Û , representedby â � 5JI�I�I�5Kâ S . It is easyto seethat Þ
and Þe� � arecomputablein timepolynomialin � . Thispro-
cedureis implementedin linearspaceusinga standarddy-
namicprogrammingalgorithm[BB88].

Algorithm 1 CalculateÛy�yÞ � �Qgè S �@ðñ�
for äM��% to E doâ �Èò biggestÅ suchthat

Â � �_Ã | é/êìëGí � �
î � > ÄE > ä ï � ðð ò ð > é ê � �_Ã | é/êìëGí � �

î � > ÄE > ä ï
end for

3.2 Interacti veHashing

Interactive hashing[NOVY98] is a protocolbetweena
challengerAlice (with no input) anda responderBob with
input Ö ½ F©"�5J%bLsó andprovidesawayto isolatetwo strings.
Oneof thestringsis Bob’s input Ö andtheotheroneis cho-
senrandomly; Alice doesnot learn which one is Ö . De-
fine the2-universalclassof hashfunctionsfrom Fs"�5�%HL©ó toF©"�5�%bL as ¸��¼ôH¿��f��k�yõö�=f �� õ ½ Fs"�5�%HL óq÷ I
The protocol operatesin ð > % rounds. Round

Ä
, forÄ ��%H5�IJI�IJ57ð > % , consistsof thefollowing steps:

1. Alice choosesafunction ¿sÃ ½ ¸ with uniformdistribu-
tion. Let õbÃ ½ F©"�5�%bLsó bethedescriptionof ¿sÃ . If õHÃ is
linearlydependenton õ � 5JI�IJI�5KõHÃ � � , thenAlice repeats
this stepuntil it is independent,elsesheannounces¿sÃ
to Bob.

2. Bob computes) Ã �À¿ Ã �RÖs�?��õ Ã �;Ö andsends) Ã to
Alice.

At the end,Alice knows ð > % linear equationssatisfied
by Ö . Sincethe õ Ã ’s are linearly independent,the system
hasexactly two ð -bit strings ÖJ*G5�Ö � as solutionsthat can
be found by standardlinear algebra. In our applicationof
interactivehashing,Bob cancheatif hecananswerAlice’s
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queriesin suchawaythatboth Ö * 5�Ö � areelementsof afixed
set � .

Thisspecificwayof hashingwill bethelimiting factorof
ourconstructionin termsof thememoryrequiredby thepar-
ticipants. In orderto checkdependenciesamongthe õ Ã ’s,
Alice muststorethemall andthusmemorysizein ����ðÝ	s� is
necessary. Moreover, thematrix is alsonecessaryto calcu-
late Ö * 5�Ö � by bothparties.

If a noninteractive hashfunction wereused,Bob could
producea collision if ¥��&ø � ó¦ù�	 . In contrast,Bob can
only cheatin interactive hashingif thesizeof � is closeto� ó . This is shown in theremainderof thissection.

Lemma 4. Let �¢�¢F©"�5�%HL ó with ¥��;� �Hú ó for "8�yûñ�% and let - bea positiveinteger such that - � ûgð^¨�Ó . Let¸ bethe2-universal classof hashfunctionsdefinedabove,
mapping F©"�5�%bLsó to F©"�5�%HL . Let � be a randomvariable
with uniformdistribution over ¸ . Thenfor any ) ½ F©"�5J%bL ,� takesona value ¿ such that¥8FsÖ ½ �öp ¿�áÖs�k�y)©L¥�� � %� ç � � ,
with probabilityat least % > � � , .
Proof. Considertheindicatorrandomvariablesfor Ö ½ �üký �ÿþ % if ���RÖs�¶�y"" otherwise

andthesum
ü ��� ý a � ü ý ��¥8FsÖ ½ �{p ���áÖ©�6�;"�L . Sim-

ilarly, let
ü � ¥�� > ü � ¥8F�Ö ½ �öp ���áÖs�¶��%HL . LetW �;~�����F ü 5 ü L andlet o � � ü

with prob. %s¨ �ü
with prob. %s¨ � .

Ourgoalis to show that W takesonavalue f suchthatf¥�� � %� ç � � ,
with probabilityat least % > � � , .But notice that p ü > Ë �	 på�Æp ü > Ë �	 p and thereforep W > Ë �	 p�� p o > Ë �	 p . In consequence,for all Þ:�y" we
have ����p W > Ë �	 pg£:Þ��å������p o > Ë �	 pg£ÜÞ�� .Therefore,it is sufficient to show thatp o > ¥���&pg£ � � ,
with probabilityatmost

� � , .
To show this,noticethat

	�
 o�� 	�
 ü �� ç 	�
 ü �� � 	�
 ü ç ü �� � ¥��� I
It follows from theChebychev Inequalitythat

� � p o > ¥��� pg£ÜÞ � ��� � p o > 	�
 o��npg£ÜÞ � ��� ��� 
 o��Þ 	

for ÞÇ�Ü" . Thuswemustalsofind � ��� 
 o�� . By definition

� ��� 
 o� � 	�
 o 	 � > 	�
 o�� 	� 	�
 o 	 � > î ¥��� ï 	� 	�
 ü 	 �� ç 	�
 ü 	 �� > ¥�� 	�� 	�
 � ü ç ü �7	 > � ü ü �� > ¥�� 	�� ¥�� 	� > ¥�� 	� > 	�
 ü ü �� ¥�� 	� > 	�
 ü ü �°I
Definetheindicatorrandomvariable

� ý í è ý�� � þ % if ���RÖ � �§4�;���áÖ 	 �" otherwise

andthesum� � _ý í è ý�� a � � � ý í è ý�� ��¥8F�Ö � 5�Ö 	 ½ � 	 p ���RÖ � �§4�;���áÖ 	 ��LHI
Noticethat

� � ü ü ç üåü asfor every suchpair �RÖ � 5+Ö 	 �
wehave

ü
choicesfor Ö � and

ü
choicesfor Ö 	 if ���RÖ � �k�;"

and ���RÖ 	 �¶� % andinverselywhen ���RÖ � �6�w% , ���áÖ 	 �¶�y" .
Therefore

	�
 ü ü �A� 	�
 � ��¨ � .
However, noticethat

	�
 � �¶��� ý í è ý�� a � � 	�
 � ý í è ý � � and
that

	�
 � ý í è ý � ��;" if Ö � �yÖ 	 , while
	�
 � ý í è ý � �e£y%s¨ � whenÖ � 4�ÁÖ 	 since � is repeatedlychosenfrom a 2-universal

classof hashfunctions.
In conclusion,

	�
 � �å£ ¥8FsÖ � 5+Ö 	{½ �·	dp Ö � 4�;Ö 	 Lb¨ � and	�
 ü ü �V£ Ë � � � Ë �� , leadingto

� ��� 
 o�� ¥�� 	� > 	�
 ü ü � � ¥�� 	� > ¥�� 	 > ¥��� � ¥��� I
SubstitutingÞñ��� � , ¥��¦¨ � weget

��� �� o > ¥��� �� £ �! #"%$'&)( ë
�+*� , � � � , I

But then,thereductionfactorsatisfieso¥�� � %� ç � "-$.&)( ë �� � ú ó� %� ç � � ,
exceptwith probability

� � , andthelemmafollows.

Thelemmashowsthateachroundof interactivehashing
reducesthesizeof � by afactorof almost2, aslongas � is
large(comparedto

� , ). To keeptrackof theoverall reduc-
tion, however, weneedalsothefollowing standardlemma.
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Lemma 5. Let � � F©"�5�%bLsó with ¥��<� � ú ó for " �û���% and let -�50/ � ð be positive integers such that� ûgð �1/ > - . Let ¸ bea 2-universalclassof hashfunctions
mapping F©"�5�%HL©ó to F©"�5�%HL32 . Let � be a randomvariable
with uniform distribution over ¸ . Theprobability that �
takeson a value ¿ such that there are distinct Ö � 5�Ö 	 ½ �
with ¿A�RÖ � �6�<¿A�RÖ 	 � is at most

� � , .
Proof. Definethe function õ54
¸;¹76 to give thenumber
of collisionsin � for aparticular¿ , thatis,õ�ì¿��^� ¥�Fg�RÖ � 5+Ö 	 � ½ � 	 p ¿A�RÖ � �k�9¿A�RÖ 	 ��5�Ö � �ÜÖ 	 L
andlet 8y�yõ����� . Let

-b�RÖ � 5+Ö 	 �D�µþ ¥ ô ¿ ½ ¸Èp/¿�áÖ � �k�9¿�áÖ 	 � ÷ if Ö � �ÜÖ 	" otherwise.

Since ¸ is 2-universal,we have -b�áÖ � 5+Ö 	 � � Ë:9	0; for allÖ � 5�Ö 	 . Now it is easyto seethat_
<©a'9 õ�ì¿��D� _ ý í è ý � ® a � � -b�RÖ � 5�Ö 	 � � %�e¥�� 	 ¥¾¸� 2

andtherefore
	�
 8=� � Ë � �	 ; $ í � � 	 ú ó§�>2J� � . By theMarkov

Inequality, weget

� 
 8¢£$%?� � � 
 8¢£ � , � 	 ú ó§�>2J� � � � � � ,
since

� ûgð��@/ > - .
Lemma 6. SupposeAlice and Bob engage in interactive
hashingof an ð -bit string held by Bob to ð > % bits as
describedaboveandlet �U£ÜNmOkð . Let �;�$F©"�5�%HL©ó beany
subsetof theinputswith cardinality

� ú ó . If û���% >BA   � �ó ,
then the probability that Bob can answerAlice’s queries
such that two distinct elementsÖ � 5+Ö 	 of � are consistent
with hisanswers is at most

� �  .
Proof. Let �
*ö�9� and,for

Ä ��%H5JI�I�IJ57ð > % , define�Ã<� F�Ö ½ �Ã � � p ¿sÃd�áÖ©�k��)KÃbLGI
As long as � Ã is large enough,the size of � Ã � � can be
boundedusingLemma4. Afterwards,we applyLemma5
oncefor the remainingrounds. Let -Ý� � � andlet

ÄDC �E ûgð > Ód- ç %?F betheintegerthatwill markthetransition.It
followsfromLemma4 by inductionon

Ä
, for % � Ä � ÄDC > %that ¥��Ã � ¥�� ' %� ç � � , ( Ã

except with probability at most
Äg� � , . In consequence,¥��Ã�G � � ú ó§� Ã G �7% ç � � , � � � Ã G andwehaveNmO�á¥��Ã�G�� � �RûBð > ÄHC � ç ÄDC NmO��n% ç � � , � � �¤�ÁÓH- ç %

(2)

from thedefinitionof
ÄDC

andthefactthat
ÄDC NmO�n% ç � � , � � �·�ð � � , �$% . In orderto applyLemma5 for step

ÄHC
(rounds

ÄDC
throughð > % collectively) using � Ã G , weneedto establish� NmO��á¥��Ã+G+� � �@ð > % > ÄHC � > -�I (3)

From(2) andsince û �À% > � , � �ó implies that
� -8� ð >ûgð > � , weget� NPOC�°¥�� Ã G+�¤�JId- ç � � � - ç ð > ûgð > � (4)

Thus,since ûgð > Ód-;� Ä C
we have

� - ç ð > ûgð > � �ð > % > Ä C > - and(3) holds.Theoverall failureprobability
is at most � Ä C ç %s� � � , � ð � � , � � �  and the lemma
follows.

4 The Protocol

Supposea large amountof randomdata( � uniformly
distributedrandombits) is sentfrom Alice to Bob over a
high-capacitychannel.Alternatively, the randomdatacan
beproducedandbroadcastby a randomsourceK thatboth
Alice and Bob trust to output randombits. The only as-
sumptionneededto provethesecurityof theprotocolis that� mustexceedBob’s storagecapacity. If bothparticipants
arehonest,they needmuchlessmemorythancanbetoler-
atedagainstmaliciousBob. Thus,even if Alice produces
therandombits,shesavesonly a smallpartof them.

In ' 	 � ( -OT, which our constructionimplements,Alice
hastwo input bits ) * 5�) � andBob chooses- andobtains) , ,
but Alice doesnot learn - . The protocol operatesin the
following steps. During the initial randombroadcast,Al-
ice andBob bothstorea randomsubsetof the � bits such
that their partsoverlapin LJE positions. Thenthey engage
in a way to form two setsamongthe bits storedby Alice,
a “good” setanda “bad” set,of LJE bits each.This is done
usingthe interactive hashingprotocolof Section3.2 such
thatAlice doesnot learnwhich setis good.Bob knows all
bits in the goodset,but not all of the badset. ThenBob
asksAlice to encode) * and ) � usingthetwo setssuchthat) , is encodedwith thegoodsetand ) ,/. � with thebadset.
Bob canrecover ) , sinceheknows thebits from the good
set,but cannot) ,/. � becausesomebits from thebadsetare
missing.

Includedin theprotocolis anadditionaldistilliationstep:
thebitsstoredby Alice arefirst dividedinto blocksof L bits
eachandtheneachblock is hashedto onebit. Thetwo sets
are then formed on the level of bits andconsistof E bits
each.

Alice andBobagreeonthefollowingparameters(round-
ing is implicit).

1. �657 suchthat "¢�º &�Á� � �	 : theseparameters
determinethememoryrequirements.
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2. � : numberof bits that Alice andBob storefrom the
randombroadcast.

3. � �&� 	��A�B�C� : numberof bits in the randombroad-
cast.

4. ð��Ü� � �� : numberof blocks(andbits M � 5�IJI�I�5)M ó ).

5. L¦�;�V� : lengthof oneblock.

6. E�� �� : boundon the estimatednumberof blocks
(andbits from M � 5JI�I�I�5NM ó ) thatoverlap.

7. ¸x�ÁF�¿
p ¿O4¦Fs"�5�%HLHP ¹ F©"�5�%bLdL : 2-universalclassof
hashfunctionsfor compressingblocksto bits.

Thesecuritymargin in termsof memorywill bethatthe
maximummemoryfor amaliciousBobthatcanbetolerated
is #A� for #Ç��% , versusthe �DE�¨QL memorysizeneededfor
thehonestplayers.A typicalchoiceof theparameterscould
be a small  and ��� �	�>  , yielding �Æ�À� �SR T ��	7� and�DE�¨QL¦�9� � � 	7� .
The Protocol for ' 	 � ( -OT �R) * 5�) � ���R-�� :

1. Alice (or anindependentsource)broadcasts� random
bits � � 5JI�I�I�57�DU , abbreviatedby �d� U � . Alice storesthe �
bits at positionsV � F©õ � 5JI�I�IJ5Kõ Q L , where V consists
of � uniformly randomvaluesfrom FG%H5�IJI�I�5��¤L . Bob
storesthebits atpositionsW9�wFs) � 5�IJI�I�5+) Q L , whereW
is chosenby Bob with uniform distribution. Thesub-
stringsof �G� U � aredenotedby �YX and �3Z , respectively.

2. Alice sendsV to Bob. With thebits in �YX Bob formsð blocks f � 5�IJI�I�5Kf ó of length L{�¢�V� bits eachsuch
that the overlap V\[5W spansat least E¢�º�� com-
pleteblocks. If this is not possible(becausetheover-
lap is lessthan LJE bits)heaborts.Let �;�yFd%d5�I�IJI�57ð]L
denotea setof E blocksthat Bob knows completely.
Formally, Bob constructsa permutationof V , denoted
by ]^4¦Fd%d5�IJI�I�57�MLÇ¹ FG%H5JI�I�I�57�ML , andthe sets _GÃD�F©õa` @ Ã � � ® P � � ® 5JI�I�I�5Kõa`  Ã P ® L for

Ä �Ú%d5�IJI�I�5Kð suchthat
for all

Ä ½ �b_ Ã�c V�[�W . Heannounces] to Alice.

3. Alice groups her stored � bits �YX into blocks�3d í 5JI�I�IJ57�3d ( as announcedby Bob. Then Alice
choosesð hashfunctions ¿ � 5�IJI�I�57¿ ó independently
anduniformly at randomfrom ¸ andannouncesthem
to Bob. Sheappliesthemto the blocks �3d í 5JI�IJI�57�3d (
andobtainsthebits e � 5�IJI�IJ5Ne ó , wheree Ã �Ü¿ Ã �@�3d?fJ� .

4. Bob computesv Ã �¢¿ Ã �@�3d?fJ� for
Ä ½ � . He alsocom-

putesthe binary encoding Ö � Þ³�ì�·� of � of lengthg � ß NPO ' ó S (�à � ß NPO '°Q í°ë'hQYi (�à � � � �A�ChZ�@�V� � ��� � ��I

5. Alice andBob engagein the interactive hashingof Ö
into a bit string j of length ð > % , as describedin
Section3.2. Alice computesthe two sets k³*H5+k � cFd%d5�IJI�I�5KðDL suchthat Þ³�lk³*�� and Þ³�mk � � bothhashto j
and k³*8��k � accordingto somefixedorder. If this is
not possiblebecauseoneof the stringsthat hashestoj is nota valid encodingof asubset,Bob aborts.

6. Bob also knows k³*d5nk � . He choosesthe bit -?o such
that k ,+pm.Z, ��� andsends-Ho to Alice. Alice computesq * �;) * � '+r Ã a3s " p eáÃ ( and q � �;) � � 'tr Ã a3s " pvu í eáÃ ( .

7. Bobrecovers )�,¶� q , � '+r Ã a � v Ã ( .
Thedescriptionsof V and W have sizein TU���{NmO6�V� , which
couldbe reducedby choosingthesetswith pairwiseinde-
pendentdistribution. Theexpectednumberof commonin-
dicesis E.L¾�x�
	©¨����x�V� � � . By storinga few extra bits,
Alice andBob canensurethat theoverlapis E.L bits except
with smallprobability. As mentionedearlier, thisversionof
theprotocolrequiresbothpartyto memorizea ��� g 	©� size
matrix in orderto calculatethevaluesof kk*H5+k � in step6.

It is easyto seethat the protocol is completeandsuc-
ceedswith probabilityat least �	 if Alice andBob arehon-
est sincemore than half the string of length

g
are valid

subsetencoding(abortscanoccurin step2 if theoverlapis
not largeenoughandin step5 if hashingyieldsan invalid
subsetencoding.)In orderto preventBob from cheatingby
inducingabortstoo often(e.g.while waiting until theover-
lap of V and W is much larger thanexpected),Alice will
only cooperatefor atmost �wo repetitionsof theprotocolfor
some�wo�xÁ� . If Bob abortsmoreoften,sheconcludesthat
hemustbecheating,sincetheabortprobabilityof anhonest
Bob is atmost TU� � � Q p � .
5 Security Proof

We notefirst thatif theprotocoldoesnotabort,thenAl-
ice obtainsno informationaboutwhich oneof k³*G5nk � cor-
respondsto Bob’sset � andthereforetheprotocolis secure
for Bob. If theprotocolaborts,thennoinformationdepend-
ing on Alice’s inputs )+*H5+) � or Bob’s input - hasbeendis-
closedyet andtherefore,we neednot worry further about
aborts.

Thus, the securityof the protocol is establishedby the
next theorem.

Theorem7. SupposemaliciousBob’smemoryis not more
than #A� bits for some#]��% . Then,for sufficientlylarge � ,
theprobability that Boblearnsinformationaboutbothbits)+*H5+) � canbemadeinversepolynomiallysmall.

Duringtherandombroadcast,amaliciousBobcancom-
puteany probabilisticfunctionfrom Fs"�5�%HL U to � with out-
put � suchthat NPO´¥?� � #A� . Let therandomvariableKq� U �
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correspondto �G� U � andlet WÏ� ó � �9W � 5JI�IJI�57W ó correspond
to thedistributionof theblocksf � 5�IJI�IJ57f ó in Alice’ssubset
conditionedonBob’sknowledge�w�9¡ , orX Y�y (wz �@f � �k� X|{w} z ² | � ���3~ ê ��I
for äU� %H5JI�IJI�57ð . ( WÏ� ó � is a randomvariableover � -bit
strings.)

The proof consistsof threemajor steps. First, a lower
boundon Bob’s min-entropy about K�Xöp � � ¡ , the bits
storedby Alice, is obtained(Lemma8). Second,thehash-
ing of blocksto bitsis examinedin Lemma9 andit is shown
thatBobcanknow atmostabout �n% > ÒB�n� of thebits. The
third step(proofof Theorem7) usestheanalysisof interac-
tive hashingfrom Lemma6 to show that a maliciousBob
cannotlearninformationaboutbothbits.

Lemma 8. Let � � �$" , let ÐU� �n% > # > �U NmO ��áí � , let ÒÝ�-�ÐH¨eNPOkÐG� � for some- ��" , and let � 	 � ÓG¨ Ô ÒG� . Then,
exceptwith probability � � ç � 	 , thedistribution of WÏ� ó � is� 	 -closeto a randomvariablewith min-entropyat least Òd� .

Proof. Because K?� U � is assumedto be uniformly dis-
tributed, it hasmin-entropy

\ } �-K � U � �ñ� � . Lemma1
roughly shows that the min-entropy of K?� U � given � is at
least �n% > #
�n� with probability % > � � . Moreprecisely, for
any � � ��" , the particularvalue ¡ that � takeson satis-
fies

\�} �-K?� U � p � �ã¡B� £��n% > #A�7� > NPO:�� í , exceptwith
probabilityatmost � � .

We now invoke Theorem3 andobtainthat thedistribu-
tion of WÏ� ó � � W � 5�IJI�IJ57W ó (a randomvariableon � -bit
strings)is � 	 -closeto a distribution with min-entropy Òd�
exceptwith probability � 	 .

The next lemmashows that Bob lacksknowledgeof at
leastabout Òdð bits from M � 5JI�I�I�5NM ó with high probabil-
ity. It involvesa spoilingknowledge argumentthat is often
usedin connectionwith privacy amplification[BBCM95,
Cac97a]: Supposeside information is madeavailable to
Bobby anoracle.Thesideinformationis tailoredfor Bob’s
distributionandservesthepurposeof increasinghisentropy
and to obtain better results. Note that the oraclegiving
spoiling knowledgeis usedonly asa proof techniqueand
not for carryingoutprivacy amplification.

Lemma 9. Let � � 5K� T � " and supposeWÏ� ó � has min-
entropy at least ÒG� . There is a subset Û ��Fd%d5�I�IJI�57ð]L
of cardinality æ�� �@ÒG� > ðÇ��NmO6� ç � � > NPO ���� > � ð�NmO ��-� �K¨QL
such that Bob’s distribution of M�� , conditionedon partic-
ular values¡ , � � 5JI�I�I�50� ó , and f�Ã for

Ä 4½ Û , is �S� -closeto
theuniformdistribution over bit stringsof length æ , where�0�å�9ð � ��	NP ç � � ç � T ç Ô � æ�� T .
Proof. The main part of the proof is to constructspoil-
ing knowledge such that min-entropiesof the blocks

W � 5�IJI�I�5KW ó addup and thenapplyingprivacy amplifica-
tion for hashingtheblocksto bits M � 5JI�IJI�5NM ó .

Suppose side information � � 5JI�I�I�5N� ó with � Ã ½F©"�5�I�IJI�5 �JÄ L�L for
Ä ��%H5JI�IJI�57ð is madeavailable to Bob.

Let therandomvariable� � ó � correspondto thedistribution
of �V� ó � . It is definedfor

Ä �ã%H5JI�I�I�57ð as � Ã ��� Ã �@WÏ� Ã � � ,
where

�BÃG�@f � Ã � �]� þ ��Ä L if
X Y y f z ��f
� Ã � � � � ��	 Ã PE > NmO X Y�y f z �@f � Ã � ��F otherwise.

(Sideinformation � Ã of this typehasalsobeencalledlog-
partition spoiling knowledge [Cac97a]). �eÃ partitionsthe
valuesof W=� Ã � into setsof approximatelyequalprobability
under

X Y y f z z � f |�� f . For all ��Ã except��Ãå� �JÄ L , thevaluesof
theprobabilitydistributions

X Y y f z z � f |w� f differ by lessthan
a factorof two andwehave%� ~��b�` y f z X Y y f z z � f |w� f �@f � Ã � � � ~��mÎ` y f z X Y y f z z � f |w� f �@f � Ã � ��I (5)

Theprobabilitythatthereexistsa
Ä

s.t. �ZÃ§� �JÄ L is nomore
than �S�¾� ð � �	tP andwe assume�eÃñ4� ��Ä L for therestof
theproof.

The size of �?� ó � (in bits) is less than ðyNPOC� � ð�LJ�9�ðyNPOC� � �V� . Therefore,�¾� ó � satisfies\ } ��W � ó � p � � ó � ��� � ó � �£ \�} �@W � ó � � > ð¤�@NPO¶� ç %s� > NPO %� � (6)

exceptwith probability � � by Lemma1. Weassumethat(6)
holdsin theremainderof theproof.

Claim. For all f
� � � 5�IJI�IJ57f
� ó§� � � , wehaveó_Ã | � \ } �@W Ã p � � ó � ��� � ó � 57W � Ã � � � �;f � Ã � � � �£<Òd� > ðÇ��NmO6� ç � � > NmO %� � I (7)

Notethatthis impliesBob’smin-entropiesof at leastæ9� ' ÒG� > ðÇ��NmO6� ç � � > NPO %� � > � ðyNPO %� T ( ¨QL (8)

blocks from W � 5�I�IJI�57W ó exceed
� NmO ��-� , conditionedon

any particularvaluesof the other blocks. (Thereare ð
blocksfor which the sumof the min-entropiesis bounded
from below in (7), andthemin-entropy of eachblock is at
most L .)
Proofof theclaim: Firstnotethat\�} ��W � ó � p � � ó � ��� � ó � � > ð£<Òd� > ðÇ��NmO6� ç � � > NmO %� �
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from (6) andtherefore,proving theclaimreducestoó_Ã | � \U} �@W?ÃGp � � ó � ��� � ó � 5KW � Ã � � � �Üf � Ã � � � �£ \�} �@W � ó � p � � ó � ��� � ó � � > ðÇI (9)

We do this by inductionon
Ä � "�5JI�IJI�57ð > % using the

following inductionhypothesis:For all f
� ó§� Ã � � � 5�I�IJI�5Kf
� ó � ,
it holds\�} �@W � ó§� Ã � p � � ó � �O� � ó � �
ç ó_Ã p | ó§� Ã � � \�} �@W?Ã p p W � ó§� Ã p � � � �;f � ó§� Ã p � � � 5S� � ó � ��� � ó � �£ \U} ��W � ó � p � � ó � �O� � ó � � > Ä I (10)

Clearly (10) holds for
Ä � " . Suppose

that (10) holds for some
Ä � " . Let

X Ã �X Y ( ë f z Y y ( ë f ëGí z | ` y ( ë f ëGí z è � y (�z |�� y (�z �@f ó§� Ã©� . Then we

havefor all f
� ó§� Ã � � � andall f ó§� Ã that~�����` y ( ë f z X Y y ( ë f z z � y (�z |�� y (�z �?�f � óå� Ã � �£ X Y y ( ë f ëGí z z � y (wz |w� y (�z ��f � ó§� Ã � � � ��� X Ã£ ~��mÎ�` y ( ë f ëGí z X Y�y ( ë f ëGí z z �|y (wz |w�'y (�z �H�f � ó§� Ã � � � ��� X Ã£ %� ~��b��` y ( ë f ëGí z X Y y ( ë f ëGí z z � y (�z |w� y (wz �H�f � ó§� Ã � � � �!� X Ã
by theproperty(5) of thesideinformation � � ó � . Sincethis
holdsfor all f ó§� Ã (andthusfor themax),weobtain\ } �@W ó§� Ã p W � ó§� Ã � � � �9f � ó§� Ã � � � 5S� � ó � ��� � ó � �ç \ } �@W � ó§� Ã � � � p � � ó � �1� � ó � �£ \�} �@W � ó§� Ã � p � � ó � �O� � ó � � > % (11)

for all f
� ó§� Ã � � � . It follows now from (10) andfrom (11)
thatfor all f
� ó§� Ã � 5�IJI�IJ57f
� ó � ,\�} �@W � ó§� Ã � � � p � � ó � �O� � ó � �
ç ó_Ã p | ó§� Ã \�} ��W?Ã p p W � óå� Ã p � �;f � ó§� Ã p � 5S� � ó � �1� � ó � �£ \U} �@W � ó � p � � ó � �1� � ó � � > Ä > % (12)

This establishesthe induction step and thus 9 and the
claim(7).

For secondstepin theproofof Lemma9, weapplyThe-
orem2 (privacy amplification). Let Û�� Fd%H5JI�IJI�57ð]L bea
setof æ indices

Ä
suchthat,for all

Ä ½ Û ,\ } �@W Ã p � � ó � �1� � ó � 57W � Ã � � � �;f � Ã � � � �¤£ � NPO %� T I

Sucha setexists accordingto the claim (7). Using Theo-
rem2, weobtainfor

Ä ½ Û ,\ ��MCÃdp �AÃö���JÃb5S� � ó � �O� � ó � 57W � Ã � � � �9f � Ã � � � �¤£ % > � � T 	 ¨eNmÎ � 5
where �AÃ for

Ä � %H5JI�I�IJ57ð denotesthe randomvariable
correspondingto the choiceof the hashfunction �©Ã with
uniform distribution. Let æH�:�N� be the largestelementofÛ and let �Û ��FG%H5�IJI�I�5�æ �:�)� L��8Û . By summingup the
entropies,wehave\ ��M � p � � 5�� � ó � ��� � ó � 57W��� �9f��� �¤£ æ > � æ�� T 	 ¨eNPÎ � I
Thus,exceptwith probability � T , ��� takeson a value ���
suchthat\ ��M � p � � � � � 5S� � ó � ��� � ó � 5KW^�� �Üf¡�� �£:æ > � æ�� T ¨sNPÎ � I
In thiscase,it followsfrom thestandardinequalityNPO´¥¾[ >\ �@WÇ�·£ �É ¢ 	 � X Y > X � ��� 	 that� X!£�¤ z ¥ ¤ |�¦ ¤ è �|y (�z |w�'y (�z è Y¨§¤ | ` §¤ > X�� � �y� � � æ�� T 5
where

X��
denotestheuniformdistributionover æ bits. Ac-

countingfor all thecasesexcludedabove,it follows� X £�¤ > X�� � ��� �S� ç � � ç � T ç � � æ�� T I�S� and � � are usedin for spoiling knowledge and � T is
neededto remove theexpectationfrom theconditionalen-
tropy of M�� .

Proofof Theorem7. Let ©Ü�¢" bea smallconstant.Then,
for all sufficiently large � , we have æÜ£ ��Ò > ©V�nð from
Lemma9.

For theanalysisof interactive hashingin step5, we will
useLemma6. Thereare ' ó S ( �µ' Q í°ë'hQ i ( subsetsand in-
puts for Bob in total, thus

g �µNPO ' ó S ( for Lemma 6.
SupposeBob lacks knowledgeaboutat least æ bits fromM � 5�IJI�I�5)M ó , i.e., he has completeknowledge about not
morethan ' óå��ªS ( � 'n«�Q í°ë'hQ i (

of thesubsets,corresponding
to theset � of Lemma6, where ¬���% > Ò ç © .

In orderto applythelemmasetting���;NmO g weneedto
make surethat û¤� � NmO ' ó§��ªS ( � % > A É Ê  � � , which is
equivalentto

NmO î � � �A�� � ï > NmO î ¬�� � ��� � ï >b® NmOkNPO î � � �A�� � ï � � I
Thiscanbesatisfiedby choosing� sufficiently large,since¬ is a constantsmaller than 1. It follows that Bob has

probabilitynot morethan �S¯��ã%s¨ g �±°JNPOq' Q í/ë'hQ i (D² � � ø�V�B� � ¨HhV���V� � ��� � � of knowingall bitsof bothsetsandthere-
foreof recoveringbothbits ) * 5�) � .

9



The overall failure probability is at most � � ç � � 	 ç�0� ç �0¯ , where� � 5K� 	 arefrom Lemma8 and �S�b5K�S¯ arefrom
Lemma9. More precisely, � � 5K� � 5�� T areparametersfixed
aboveand

1. � 	 �9ÓG¨ Ô ÒG� ,

2. �S�å�Ü�  � �� ® � �	 Q h ,
3. �S�å�Ü�  � �� ® � �	 Q h ç � � ç � T ç Ô � æ�� T ,
4. �S¯å�ÜNPO 'áQ í°ë'hQ i ( � � ø9�V��� � ¨bhZ�@�V� � ��� � � .

6 Discussion

The error probability of the securityproof guaranteed
by Theorem7 is inversepolynomial in � , which may not
be enoughfor someapplications(even if � is generally
large). However, by repeatingthe protocol Å timesthe er-
ror canbereducedto anexponentiallysmallquantity. Al-
ice selects

� Å randombits ) * � 5�I�IJI�5+) *Â and ) �� 5JI�IJI�5�) �Â such
that )+*]� r ÂÃ | � ) *Ã and ) � � r ÂÃ | � ) �Ã andthey perform' 	 � ( -OT �á) *Ã 5+) �Ã ����-�� for

Ä � %H5JI�IJI�5KÅ . It is easyto seethat
now theprobabilitythata maliciousBobobtainsany infor-
mationabout) ,/. � is TU� � � Â � .

In ourconstruction,bothpartiesneed���@�
	���	+��� memory
sizeif they arehonestandthe securitycanbe guaranteed
if Bob hasnot morethan #�
	������� memorysizefor some
small  Ü�¢" and # �Ú% , typically. It is an interestingopen
problemwhetherthis differencecanbe enlarged. For ex-
ample,in thecryptosystemby CachinandMaurerbasedon
memorybounds[CM97], thesecuritymargin is aboutTU���V�
vs. �
	 for the public key agreementprotocol. We believe
thatthisshouldalsobeachievablefor oblivioustransfer.
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[AD97] Mikl ós Ajtai and Cynthia Dwork, A public-
key cryptosystemwith worst-case/average-
case equivalence, Proc. 29th Annual ACM
SymposiumonTheoryof Computing(STOC),
1997,pp.284–293.

[AF94] YonatanAumannand Uriel Feige,One mes-
sage proof systemswith known spaceveri-
fiers, Advancesin Cryptology:CRYPTO ’93

(DouglasR. Stinson,ed.), Lecture Notes in
ComputerScience,vol. 773, Springer, 1994,
pp.85–99.

[BB88] G. BrassardandP. Bratley, Algorithmics:The-
ory and practice, Prentice-Hall,Englewoods
Cliffs, NJ,1988.

[BBCM95] CharlesH. Bennett,Gilles Brassard,Claude
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[Cré97] ClaudeCrépeau,Efficient cryptographic pro-
tocolsbasedon noisychannels, Advancesin
Cryptology:EUROCRYPT ’97 (WalterFumy,
ed.),LectureNotesin ComputerScience,vol.
1233,Springer, 1997,pp.306–317.
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