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1 Cut-and-Choose protocol [C]

A cut-and-choose protocol is a two-party proto-
col in which one party tries to convince another
party that some data he sent to the former was
honestly constructed according to an agreed upon
method. Important examples of cut-and-choose pro-
tocols are interactive proofs [GMR89], interactive
arguments [BCC88], zero-knowledge protocols [GMR89,
BCC88, GMW91], witness indistinguishable and witness
hiding protocols [FS90] for proving knowledge of a piece
of information that is computationally hard to find. Such
a protocol usually carries a small probability that it is suc-
cessful despite the fact that the desired property is not sat-
isfied.

The very first instance of such a cut-and-choose proto-
col is found in the protocol of M. Rabin [Rab77] where
the cut-and-choose concept is used to convince a party
that the other party sent him an integer n product of two
primes p, q each of which is congruent to 1 modulo 4.
Note that this protocol was NOT zero-knowledge.

The expression cut-and-choose was later introduced by
David Chaum [BCC88] in analogy to a popular cake shar-
ing problem: Given a complete cake to be shared among
two parties distrusting of each other (for reasons of seri-
ous appetite). A fair way for them to share the cake is to
have one of them cut the cake in two equal shares, and
let the other one choose his favourite share. This solution
guarantees that it is in the formers best interest to cut the
shares as evenly as possible.
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