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Authentication of Quantum Messages
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Abstract

Authentication is a well-studied area of classical crypamiy: a sended and a receiveB5 sharing a
classical private key want to exchange a classical messtlyehe guarantee that the message has not
been modified or replaced by a dishonest party with contrdd@tommunication line. In this paper we
study the authentication of messages composedaftum states

We give a formal definition of authentication in the quantwetiing. Assuming4 and3 have access
to an insecure quantum channel and share a private, classickom key, we provide aon-interactive
scheme that both enabldgo encrypt and authenticate (with unconditional secusty): qubit message
by encoding it intan + s qubits, where the probability decreases exponentialljérsecurity parameter
s. The scheme requires a private key of stze + O(s). To achieve this, we give a highly efficient
protocol for testing the purity of shared EPR pairs.

It has long been known that learning information about a gdrguantum state will necessarily
disturb it. We refine this result to show that such a distuckacan be done with few side effects,
allowing it to circumvent cryptographic protections. Cegeently, any scheme to authenticate quantum
messages must also encrypt them. In contrast, no such amsxists classically: authentication and
encryption are independent tasks, and one can autherdioa¢ssage while leaving it publicly readable.

This reasoning has two important consequences: On one taitidws us to give a lower bound of
2m key bits for authenticating: qubits, which makes our protocol asymptotically optimah tBe other
hand, we use it to show that digitally signing quantum stest@apossible, even with only computational
security.
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1 Introduction

Until recently, the expression “quantum cryptographyereéd mostly to quantum key distribution protocols
(B, [.[13]. However, these words now refer to a larger setatbiems. While QKD and many other quantum
protocols attempt to provide improved security for taskelving classical information, an emerging area of
quantum cryptography attempts instead to create securecpts for tasks involvingjuantuminformation.
One standard cryptographic task is #mgthenticationof messages:A transmits some information t8
over an insecure channel, and they wish to be sure that it dtdseen tampered witbn route When the
message is classical, antland B share a random private key, this problem can be solved byn$tance,
the Wegman-Carter schenje][12]. In this paper, we discusanifiegous question for quantum messages.

A naive approach If we assumeAd and B share a privatguantumkey in the form ofm EPR pairs,

as well as some private classical key, there is a straigidfal solution to this problem:A simply uses
quantum teleportatior{][6] to send her message to Bob, alithéng the2m classical bits transmitted in
the teleportation protocol. Il andB initially share only a classical key, however, the task igentifficult.

We start with a simple approach: first distribute EPR pairsi¢tv might get corrupted in transit), and then
use entanglement purificatiof} [7] to establish clean pairsefieportation. This can be improved: we do not
need a full-scale entanglement purification protocol, Whgmoduces good EPR pairs even if the channel is
noisy; instead we only need something we catiuaity testing protocqlwhich checks that EPR pairs are
correct, but does not attempt to repair them in case of error.

Unfortunately, any such protocol will have to be interagtisince4 must first send some qubits &and
then wait for confirmation of receipt before completing thensmission. This is unsuitable for situations
in which a message is stored and must be checked for autinertica later time. Also, this interactive
protocol achieves something stronger than what is reqaf@dquantum authentication scheme: at the end
of the purity-testing based schenbath Alice and Bob know that the transmission was successfulyedse
for authentication, we only require that Bob knows.

Contributions In this paper we studgion-interactivequantum authentication schemes with classical keys.
Our primary contributions are:

e Formal definition of authentication for quantum states

In classical authentication, one simply limits the proligbthat the adversary can makay change

to the state without detection. This condition is too steingfor quantum information, where we only
require high fidelity to the original state. We state our d&éin in terms of the transmission of pure
states (sectiof 3), but also show that the same definitioieengecurity for mixed or entangled states.

e Construction of efficient purity testing protocols

We show how to create purity-testing protocols using famibf quantum error-correcting codes with
a particular covering property, namely that any Pauli eisadetected by most of the codes in the
family. We construct an efficient such family based on pribjecgeometry, yielding a purity-testing
protocol requiring onlyO(s) (classical) bits of communication, wheseis the security parameter
(section[}).

Purity-testing codes have not explicitly appeared beforthe literature, but have been present im-
plicitly in earlier work, for instance[[19, 19]. To prove opurity-testing protocols secure, we use
a “gquantum-to-classical” reduction, due to Lo and Chay .[1Suibsequently to our work, Ambai-

nis, Smith, and Yang[J3] used our construction of puritytitesprotocols in a study of more general
entanglement extraction procedures.



e Construction of non-interactive quantum authenticaticimesnes QAS)

We show that a secure non-interactiyas can be constructed from any purity-testing protocol de-
rived, as above, frompeccs (sectior{ ). In particular, for our family of codes, we abtan authen-
tication scheme which requires sending+ s qubits, and consumingm + O(s) bits of classical
key for a message ofi qubits. The proof techniques in the Shor and Preskill pgp8} $erve as
inspiration for the transformation from an interactive iputesting protocol to a non-interactiv@As.

¢ Study of the relation between encryption and authentinatio

One feature of our authentication protocol is that it cortgeencrypts the quantum message being
sent. We show that this is a necessary featurangfQAs(section|p), in striking contrast to the situa-
tion for classical information, where common authentmatschemes leave the message completely
intelligible. It therefore follows that any authenticatiprotocol for anm-qubit message must use
nearly2m bits of classical key, enough to encrypt the message. Theqmiowe present approaches
this bound asymptotically.

e Impossibility of digitally signing quantum states

Since authentication requires encryption, it is imposgsiblcreate digital signature schemes for quan-
tum messages: any protocol which allows one recipient td eemessage also allows him or her to
modify it without risk of detection, and therefore all poti@hrecipients of an authenticated message
must be trustworthy (sectidj 7). This conclusion holds &uen if we require only computation-
ally secure digital signatures. Note that this does not inaay preclude the possibility of signing
classicalmessages with or without quantum stafe$ [14].

Why should we prefer a scheme with classical keys to a schathewtangled quantum keys? The task
of authenticating quantum data is only useful in a scenahier&zquantum information can be reliably stored,
manipulated, and transmitted over communication lineg,\gould not be unreasonable to assume quantum
keys. However, many manipulations are easier with clalskeyes. Certainly, the technology for storing and
manipulating them is already available, but there are amfdit advantages. Consider, for example, public
key cryptography; it is possible to sign and encrypt claddiey bits with public key systems, but signing a
general quantum state is impossible. Thus, quantum keykivibeuunsuitable for an asymmetric quantum
authentication scheme such as the one we describe in sBciion

2 Preliminaries

2.1 Classical Authentication

In the classical setting, an authentication scheme is defigea pair of functionsd : £ x M — C and
B : K xC — M x{valid,invalid} such that for any messagec M and keyk € K we havecompleteness

By (Ak(p)) = (u, valid)
and that for any opponent algorithéh we havesoundness
Prob{ By, (O (A (1)) € {{u, valid)} U {(/,invalid)|y/ € M}} > 1 — 2790

wheret = 1g#C — lg#M is the security parameter creating the tradeoff betweerexpansion of the
messages and the security level. Note that we only consifamation-theoretically secure schemes, not
schemes that are based on computational assumptions.



Wegman and Cartef J[L2] introduced several constructionsdoh schemes; their most efficient uses
keys of size onlyd(t + lglgm)lgm and achieves security — 27'*2, This compares rather well to the
known lower bound of + 1gm — gt for such a resul{[32]. The same work also introduced a tegteni
to re-use an authentication function several times by usimgttime-pad encryption on the tag, so that an
opponent cannot learanythingabout the particular key being used dyandB. Thus, at a marginal cost
of only ¢ secret key bits per authentication, the confidentialityhefauthentication functioh is guaranteed
and thus may be re-used (a polynomial number of times).

For the remainder of this paper, we assume the reader isdamith the basic notions and notation of
quantum computing. These can be found in textbooks sudhihs $ince we rely heavily on terminology
and techniques from quantum error correction (especitdlyilizer codes), appendf§ A provides a summary
of the relevant notions.

2.2 Purification and purity testing

Quantum error-correcting codes (QECCs) may be usedrftanglement purificatio({ff]). In this setting,

A andB share some Bell states (s@") = |00)+]|11)) which have been corrupted by transmission through
a noisy quantum channel. They want a protocol which prosettsese imperfect EPR pairs and produces
a smaller number of higher-quality pairs. We assume thahd B have access to an authenticated, public
classical channel. At the end of the protocol, they eitheept or reject based on any inconsistencies
they have observed. As long asand 5 have a noticeable probability of accepting, then condéibion
accepting, the state they share should have fidelity almaestttie pure statéd™)®™. Moreover, small
amounts of noise in their initial shared state should nosedailure of the protocol.

Stabilizer codes can be particularly useful for purificatieecause of the following observation: for any
stabilizer code, if we measure the syndrome of one half of a set of Bell stabes®™ and obtain the
resulty, then the result is the stat@™)®™, with each of its two halves encoded in the coset with syngérom
y. (Moreover, in this case the distribution gris uniform.) If the original state is erroneoud,and3 will
likely find different syndromes, which will differ by the sgirome associated with the actual error.

Most purification protocols based on stabilizer codes meqgefficient error correction; we measure the
syndrome, and use that information to efficiently restom dhcoded state. However, one can imagine a
weaker task in which Alice and Bob only wanttesttheir EPR pairs for purity, i.e. they want a guarantee
that if their pairs pass the test, their shared state wilbably be close t¢®*)®™. In that case, we can use
the code for error detection, not correction, and need oalgtide to encode and decode efficiently from the

space().

2.3 Encryption of Quantum Messages

A useful ingredient for much recent work in quantum crypagty is the concept of quantum teleportation,
put forward by Bennett et d][6]. Afted and3 have shared a singlet statécan later secretly send a single
qubit in an arbitrary quantum stateo B by measuring her half of the singlet state together with tedes

in the Bell basis to get two classical bitg, b;. As a result,3’s half of the singlet state will become one of
four possibilitiesp’ := o2 0% pabi b0, If A sendshy, by, thenBB can easily recoves.

Now without the bitshy, b1, the state’ reveals no information aboyt Thus, one can turn this into an
encryption scheme which uses only a classical key: aftend5 have secretly shared two classical bits
bo, b1, A can later secretly send a single qubit in an arbitrary quardtatep to 5 by sending him a qubit
in statep’ as above. This is called a quantum one-time pad (QOTP). Thisnse is optimal[J1}]9]: any

guantum encryption (with a classical key) must use 2 bitsegffor every transmitted qubit.



3 Quantum Authentication

At an intuitive level, a quantum authentication scheme igyeld system which allowd to send a statg
to 5 with a guarantee: if3 accepts the received state as “good”, the fidelity of thaedtay is almost 1.
Moreover, if the adversary makes no chandggshould always accept, and the fidelity should be exactly 1.

Of course, this informal definition is impossible to attaimhe adversary might always replagés
transmitted message with a completely mixed state. Thetddvmnetheless be a small probability tit
would accept, but even when he did accept, the fidelity of dueived state tod’s initial state would be
very low.

The problem here is that we are conditioning/$ia acceptance of the received state; this causes trouble
if the adversary’s a priori chances of cheating are high. Aemeasonable definition would require a tradeoff
betweens’s chances of accepting, and the expected fidelity of thewvedesystem tod’s initial state given
his acceptance: d8's chance of accepting increases, so should the expectditlyfide

It turns out that there is no reason to use both the languageobfbility and that of fidelity here:
for classical tests, fidelity and probability of acceptasoecide. With this in mind we first define what
constitutes a quantum authentication scheme, and theragleénition of security:

Definition 1 A quantum authentication schert@as) is a pair of polynomial time quantum algorithmb
and B together with a set otlassicakeyskC such that:

e A takes as input am-qubit message systeld and a keyk € K and outputs a transmitted systém
of m + t qubits.

e B takes as input the (possibly altered) transmitted sysiérand a classical key € K and out-
puts two systems: a-qubit message statié/, and a single qubil” which indicates acceptance or
rejection. The classical basis stateslofare called|Acc), |REJ) by convention.

For any fixed key:, we denote the corresponding super-operatorsipyand B;,.

Note thatB may well have measured the qubitto see whether or not the transmission was accepted or
rejected. Nonetheless, we think Bfas a qubit rather than a classical bit since it will allow usléscribe
the joint state of the two systendd, V with a density matrix.

There are two conditions which should be met by a quantumeatittation protocol. On the one hand,
in the absence of intervention, the received state shoulldbsame as the initial state afidshould accept.

On the other hand, we want that when the adversary doesémef§'s output systems have high fidelity
to the statement “eithd$ rejects or his received state is the same as that sedt b@ne difficulty with this
is that it is not clear what is meant by “the same state” wHdé&ninput is a mixed state. It turns out that it is
sufficient to define security in terms of pure states; one emlude an appropriate statement about fidelity
of mixed states (see Appendix B).

Given a pure state)) € H,s, consider the following test on the joint systevh V': output a 1 if the
first m qubits are in staté¢y)) or if the last qubit is in statérReJ) (otherwise, output a 0). The projectors
corresponding to this measurement are

P = )@ Ty + In ® [REY(RE] — [)(¢h] @ [REI(REY
PV = (Im — [¥)(¥]) ® (|Acc){acc))

We want that for all possible input states and for all possible interventions by the adversary, theeetqul

fidelity of B’s output to the space defined b}Xfw> is high. This is captured in the following definition of
security.



Definition 2 A QAs s secure with errok for a state|«)) if it satisfies:
Completenesgror all keysk € K: By (Ar(|v)(¢])) = [¢)(¥| @ |AcC)(AcC]

SoundnessFor all super-operatorg), let p ., be the state output b§ when the adversary’s interventfn
is characterized by, that is:

pion = B[ BulOA) (W))] = 17 3 BulO(A(4) ()
k

where “ E;” means the expectation whéenis chosen uniformly at random frofi. TheQAs has
soundness errof for |1)) if:

Tr (P1|w>pBob> >1—¢
A QAs is secure with errok if it is secure with errore for all states|y).

Note that our definition of completeness assumes that theneh@onnecting4 to B is noiseless in
the absence of the adversary’s intervention. This is intiatta significant problem, as we can simulate a
noiseless channel using standard quantum error correction

Interactive protocols In the previous section, we dealt only with non-interactiumntum authentication
schemes, since that is both the most natural notion, andtheve achieve in this paper. However, there is
no reason to rule out interactive protocols in whi¢fandB at the end believe they have reliably exhanged a
guantum message. The definitions of completeness and seesdktend naturally to this setting: as before,
B’s final output is a pair of system¥/, ', where the state space bfis spanned byacc), |REJ). In that
casepp.p IS B’s density matrix at the end of the protocol, averaged ovgraasible choices of shared private

key and executions of the protocol. The soundness erepmibereTr <P1W)>pBob) >1—c

4 Purity Testing Codes

An important tool in our proof is the notion ofurity testing codewhich is a way for4 and 5 to ensure
that they share (almost) perfect EPR pairs. We shall coratendn purity testing codes based on stabilizer
QECCs.

Definition 3 A stabilizer purity testing code with erreris a set of stabilizer codeg) }, for k € K, such
thatV E, € Ewithx # 0, #{k|lz € Qi — Q1} < e(#K).

That s, for any errot: in the error group, ik is chosen later at random, the probability that the a@ge
detectse is at leastl — e.

Definition 4 A purity testing protocol with erroe is a superoperatorZ which can be implemented with
local operations and classical communicaiton, and whictpgs qubits (half held by4 and half held by
B) to 2m + 1 qubits and satisfies the following two conditions:

CompletenessT (|¢+)%") = |d+)®™ @ |acc)

1We make no assumptions on the running time of the adversary.



Soundnesstet P be the projection on the subspace spanneiiby)®™ @ |acc) and |¢) @ |REJ) for all
|1). ThenT satisfies the soundness condition if for all

Tr(P7(p) >1—e.

The obvious way of constructing a purity testing proto€ois to start with a purity testing codgy }.
When Alice and Bob are given the staigAlice chooses a randoim € X and tells it to Bob. They both
measure the syndrome @f, and compare. If the syndromes are the same, they accept dodpé¢he
decoding procedure fap;; otherwise they reject.

Proposition 1 If the purity testing codéQ } has errore, then7 is a purity testing protocol with erro.

The proof appears in Appendix C.

4.1 An Efficient Purity Testing Code

Now we will give an example of a particularly efficient puritgsting code. We will use the stabilizer
techniques of sectiop]A, restricting to the case- rs. We will construct a set of code3,, each encoding

m = (r—1)s qubits inn qubits, and show that th@;, form a purity testing code. (Note that the construction
below works just as well if instead of qubits, we use regssteith dimension equal to any prime power;
see appendik]D for details.) Using qubits in groups aflows us to view our field+F'(22"¢) as both &r-
dimensional vector space ovéiF'(2°) and a2rs-dimensional binary vector space. We need a symplectic
form that is compatible with this decomposition. One pabgjilis

B(z,y) :==Tr (zy*"), 1)

whereTr(z) = 27757 22" is the standard trace function, which ma@g'(2%"*) onto GF(2).

We consider aormal rational curvein PG(2r — 1,2%) (the projective geometry whose points are the
1-d subspaces of thz-dimensional vector space oveiF'(2°)). (See, e.g., the excellent introductory text
[B].) Such a curve is given by:

T={[l:y:y?: 9y 1,[0:0:0:--: }year2s)- (2)

(The colon is used to separate the coordinates of a pragegtint, indicating that only their ratio matters.)
Thus, there ar@® + 1 points on the normal rational curve.

Since each “point” of this curve is actually a one-dimenalosubspace ovefF'(2¢), it can also be
considered as astdimensional binary subspaég, in a vector space of dimensi@ns = 2n. We will show
thatQy, is totally isotropic with respect to the symplectic inneoguct (), and encodes = n — s qubits
in n qubits.

Theorem 2 The set of code®);, form a stabilizer purity testing code with error

2r

= , 3
€= 51 3)

Each codey;, encodesn = (r — 1)s qubits inn = rs qubits.

Proof of this is in Appendix P.



5 Protocols

In this section we describe a secure non-interactive quamtuthentication scheme (Proto¢ol]5.2) which
satisfies the definition of sectidh 3.

In order to prove our scheme secure, we begin with a puritjngeprotocol as per Sectidj 4 (sum-
marized as Protocdl §.1). The security of this protocoloiol from Prop[J1. We then perform several
transformations to the protocol that strictly preservesésurity and goals but which remove the interaction,
replacing it with a shared private key. We thus obtain twe lateractive intermediate protocols (Protocols
E.1 and E]R) and a final protocol (Protogol]5.2), which is ctatgly non-interactive. The transformations
are similar in flavor to those of Shor and Preskill|[19], whe tise technique to obtain a simple proof of the
security of a completely different task, namely the BBB4d&antum key exchange scheme.

Protocol 5.1 ( Purity Testing Based Protocol )
1. AandB agree on some stabilizer purity testing codey,
. A generate2n qubits in statd®)®". A sends the first half of eade ™) state toB.
. B announces that he has received thqubits.

2
3
4: Apicks arandonk € K, and announces it tf5.
5

1°2

. A and B measure the syndrome of the stabilizer cégle .4 announces her results # who compare
them to his own results. If any error is detect&daborts.

6: A andB decode thein-qubit words according t@),. Each is left withm qubits, which together should be
nearly in statd d+)®™.

7: Auses her half of®d*)®™ to teleport an arbitrarym-qubit statep to 5.

Following the notation of Sectiofj 4, Igt be the projector onto the subspace described by “eifher
has aborted or the joint state held dyand B is |®1)®™ ", Let pap be the joint density matrix aft and
B's systems. Then Prof) 1 states that at the end of stép(&,0.45) is exponentially close to 1 in. The
soundness of our first authentication protocol follows indrately:

Corollary 3 If A andB are connected by an authenticated classical channel, theto€ol[5.] is a secure
interactivequantum authentication protocol, with soundness erroagmtially small inn.

The proof is straightforward; we give it explicitly in Appéix E.

Theorem 4 When the purity testing codg).} has errore, the protoco[5]2 is a secure quantum authenti-
cation scheme with key lengfh(n + log, (#K)) and soundness erref. In particular, for the purity testing
code described in Sectipn §.1, the authentication schem&eyalengttem + s +log,(2°+1) < 2n+1 and
soundness erra2n/[s(2° + 1)], wherem is the length of the message in qubités the security parameter,
and A sends a total oh = m + s qubits.

Proof: From Corollary[B we have that Protodol]5.1 is a secure inteaauthentication protocol. We show
that Protocof 5]2 is equivalent to Protogol]5.1, in the sénaeany attack on Protocpl'b.2 implies an equally
succesful attack on Protocpl 5.1. To do so, we proceed byiessef reductions; the details appear in
Appendix[E.



Protocol 5.2 ( Non-interactive authentication )

1: Preprocessing:4 and B agree on some stabilizer purity testing code, } and some private and randgm
binary stringsk, z, andy.

2: Aqg-encrypts asT using keyr. A encodes according toQ. for the codeQy, with syndromey to produce
o. A sends the result t5.

3. Breceives the: qubits. Denote the received stateddy B measures the syndrompéof the code?);, on his
qubits. B compareg, to 3/, and aborts if any error is detected® decodes his-qubit word according tq
Q, obtainingr’. B g-decrypts’ usingz and obtaing’.

5.1 Public Key Quantum Authentication

Unlike its classical counterpart, quantum information barauthenticated in a public key setting but not in
a way that can be demonstrated to a judge. In setion 6, we #teimpossibility of a digital signature
scheme for quantum information; here, we instead introdineenotion of public key quantum authentica-
tion.

Let £y, Dy, beB’s public and private keyed algorithms to a PKC resistanu@mum computers’ attacks.
Let S,, V, be A’s private and public keyed algorithms to a digital signatacheme resistant to quantum
computers’ attacks. These may be either be protocols whiglsecure with respect to a computational
assumption[[17] or with unconditional securify][14]. To foem authenticationA picks secret and random
binary stringsk, =, andy, and uses them as keys to g-authentigats p’. A encrypts and signs the key
aso := S,(Ey(k|x|y)). A sends(p’,o) to B. To verify a state B verifies A’s signature orr usingV,
and then discovers the key x andy using his private decryption functioP,. B checks thap’ is a valid
g-authenticated message according tokey, y, and recover.

6 Good Authentication Implies Good Encryption

One notable feature of any protocol derived using Thedies thdt the information being authenticated
is also completely encrypted. For classical informatianthantication and encryption can be considered
completely separately, butin this section we will show tnsintum information is different. While quantum
states can be encrypted without any form of authenticatiom,converse is not true: any scheme which
guarantees authenticity must also encrypt the quantum atiaost perfectly.

To show this, let us consider any fixed authentication schddeaote byp,,,, the density matrix trans-

mitted in this scheme when Alice’s input|ig). Letpffzg denote the density matrix for key

Definition 5 An encryption scheme with errerfor quantum states hides information so thapjfand p;
are any two distinct encrypted states, then the trace digtdn pg, p1) = %Tr lpo — p1| < e.

We claim that any googdAs must necessarily also be a good encryption scheme. That is:

Theorem 5 (Main Lower Bound) A QAS with error ¢ is an encryption scheme with error at mdst/¢.

Corollary 6 A QAs with error e requires at leasem(1 — poly(¢€)) classical key bits.



We prove this corollary in Appendi)q F. For now, we concermran the Theorerfi 5.

The intuition behind the proof of this main theorem is thatasweement disturbs quantum states, so if
the adversary can learn information about the state, shehzamge the state. More precisely, if the adversary
can distinguish between two stai@$ and|1), she can change the state + |1) to |0) — |1). An extreme
version of this situation is contained in the following posgion:

Proposition 7 Suppose that there are two stat8s |1) whose corresponding density matriges, p|;y are
perfectly distinguishable. Then the scheme is nat-aacureQAas for anye < 1.

Proof: Sincepg), pj1y can be distinguished, they must have orthogonal suppgrorsaubspaceky, V1. So
(k)
0)+[1)

becomespfé“;_m. Thus, Bob will decode the (orthogonal) stée — |1). O

consider an adversary who applies a phaseshift btonditioned on being iv;. Then for allk, p

However, in general, the adversary cannot exactly distigiwo states, so we must allow some proba-
bility of failure. Note that it is sufficient in general to caider two encoded pure states, since any two mixed
states can be written as ensembles of pure states, and ted sietes are distinguishable only if some
pair of pure states are. Furthermore, we might as well letwlepure states be orthogonal, since if two
nonorthogonal statgg,) and|:;) are distinguishable, two basis stat@sand|1) for the space spanned by
|1o) and|«y) are at least as distinguishable.

Given the space limitations of this abstract, we outline ghmof with a sequence of lemmas, whose
proofs are contained in Appendik F.

We first consider the case whéd) and|1) canalmostperfectly be distinguished. In that case, the
adversary can change) + |1) to |0) — |1) with high (but not perfect) fidelity (stated formally in Lenam
f[8). When|0) and|1) are more similar, we first magnify the difference betweenthg repeatedly encoding
the same state in multiple copies of the authenticationrsehéhen apply the above argument.

Lemma 8 Suppose that there are two stafeg |1) such thatD(pjgy, pj1y) > 1 —n. Then the scheme is not
e-secure forjy)) = |0) + |1) for anye < 1 — 2n.

When two states can be distinguished, but only just baretyabove lemma is not sufficient. Instead,
we must magnify the distinguishability of the statesand|1) by repeating them by considering the tensor
product of many copies of the same state. The probabilitysbinguishing then goes to 1 exponentially fast
in the number of copies:

Lemma 9 Letpo, p1 be density matrices with(pg, p1) = 4. ThenD(p§", pi) > 1 — 2exp(—t52/2).

We create these repeated states by encoding them in ardterss consisting oft copies of the original
QAS (with independent values of the key for each copy).

Lemma 10 Suppose we iterate the schetrtemes. Lefy) = %(\000...@ +]111...1)). If (4, B,K) is an
e-SecureQAs, then the iterated schemeli6t®e-secure for the statg)).

Note that the proof of this lemma goes through the followingc@l claim, which follows from a simple
hybrid argument.

Claim 11 (Product states) The iterated scheme is-secure for any product state.



Putting the various lemmas together, we find that, given tates|0) and|1) which are slightly distin-
guishable by the adversary, $%(pg, p1) > 4, then in the iterated schem@po0...0) and|111...1) are more
distinguishable:D(pjo0...0y; 2|111..1y) = 1 — 1, wheren < 2exp(—t62/2). Since the iterated scheme is
10t3¢-secure for the state)) = %(\000...@ +|111...1)), then by the first lemma,

1063 > 1 — 21 > 1 — dexp(—t52/2)

Choosingt = 1/+/20¢, we gets < 4¢'/6,

7 Quantum Signatures

One consequence of the previous theorem is that digitadiyirsj quantum messages is impossible. One
can imagine more than one way of defining this task, but arsoregble definition must allow a recipient—
who should not be able to alter signed messages—to learntlsmg@bout the contents of the message.
However, this is precisely what is forbidden by the previthesorem: in an information-theoretic setting,
any adversary who can gain a non-trivial amount of infororatnust be able to modify the authenticated
state with non-negligible success.

If we consider computationally secure schemes, a somevdradwer definition of digitally signing
guantum states remains impossible to realize. If we assuqeatum digital signature protocol should
allow any recipient to efficiently extract the original mage, then a simple argument shows that he can also
efficiently change it without being detected, contradigtine security of the scheme. Namely: Assume that
there is transformatio®y with a small circuit which extracts the original messagéesaving auxiliary state
|©) (which may not all be held by Bob). In order to preserve anpeglement betweep and a reference
system, the auxiliary stateo) must be independent of Therefore, Bob can replagewith any other state
¢’ and then perforni/T on p’ and his portion ofy), producing a valid signature fgr. This is an efficient
procedure: the circuit fob/ T is just the circuit forl/ executed backwards.

Note that we have actually shown a somewhat stronger rasidtnot possible, even when the sender
is known to be honest, to authenticate a quantum messagertmp of receivers (some of whom may be
dishonest). This presentation also makes some limitatbsir proof clear. For instance, the proof does
not apply if the sender knows the identity of the quantumesket is signing, nor does it apply to signing
classical messages.

8 Discussion and Conclusion

An interesting feature of our scheme: if the transmissicangum channel is not error free, we can modify
our scheme to take advantage of the error-correction dlitgatfi the quantum code. More precisely, 5
rejects only when the number of observed errors is too ldrge error correction will fix natural noise or
tampering of small amplitude.

We have examined various aspects of the problem of autladinticquantum messages. We have shown
the security of a large class of private-key quantum auitetidn schemes, and presented a particular highly
efficient scheme from that class. One feature of the schemhatist completely encrypts the message, and
we show that this is a necessary feature of any quantum reesseigentication code: if any observer can
learn a substantial amount of information about the auitetetd state, that observer also has a good chance
of successfully changing the state without being detedféel have also studied authentication of quantum
states in a public key context, and shown that while autbatidin is possible with public keys, digitally
signing quantum states is never possible, even when onlypgtational security is required.
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The necessity for encryption is rather surprising, giver thassical messages can be authenticated with-
out encrypting them. The difference can be understood asalementarity feature of quantum mechanics:
authenticating a message in one basis requires encrypimghie complementary Fourier-transformed ba-
sis. This is essentially another realization of the prilecifinat measuring data in one basis disturbs it in
any complementary basis. For classical messages, therefocryption is not required: only one basis is
relevant. In contrast, for quantum messages, we requifeatitation in all bases and therefore we must
also require encryption in all bases.

Note that purity-testing codes have many applications bheyms. For instance, the efficient purity-
testing code of sectiol} 4 can be used to create a corresgneificient QKD protocol.
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A Quantum Stabilizer Codes

A guantum error-correcting code (QECC) is a way of encodimgniqum data (say: qubits) inton qubits
(m < n) such that the encoded data is protected from errors of smeédjht: the code is said to correct
errors if any operator which affects less thagubits of the encoding can be corrected without disturbing
the encoded state. Usually the goal in the construction dé€ds to maximize this minimum distance for
particularm, n. However, in this paper, we use the theory developed foetpasposes to construct families
of codes with a different type of property. For now, we revida necessary theory on a very general class
of codes known astabilizer codes

Our construction is based on a class of QECCgjfdimensional registers, withh = p™ a prime power
(later we will specialize to the case wherse= 2, so each register consists wofqubits). A basis for the
set of all operators on thg-dimensional Hilbert space is the “shift/phase” error basi p-dimensional
Hilbert space, defined vi&l,, = X*Z°, where(i|X|j) = & 41, (i|Z]j) = &'6;; , for & = exp(27i/p)
a primitive pth root of unity, are the standard-basis matrix elementhef‘shift by one” and “ramp the
phase by one” operators. (Here, indices arg,jr) This basis has a simple multiplication rulB;, £,/ =
fa'bEaJra/,ber/. Thus,{¢“E,;} is a group containing a basis for the whole operator spacerferegister. If
we haven registers, we can simply use the tensor producf »n copies of this operator group; each element
corresponds to an-dimensional vector, and the vectars= (a|b), y = (a’|b’) come from commuting
operators iff their symplectic inner product is 0Zp:

E,E,=FE,E, <= B(r,yy=a -b—a-b =0. (4)

A stabilizer codas a QECC given by an Abelian subgroSjof F, which does not contain any multiples of
the identity other thad itself. S can be described by the setdf-dimensional vectors such thatt,, € S.
This will be a subspace CZI%”. Moreover, it will betotally isotropic i.e. B(x,y) = 0 for all z,y in the
subspace. If we take a set of generatorsSpwe can divide Hilbert space into a set of equidimensional
orthogonal subspaces. Each such sga@®nsists of common eigenvectors of all operator$ dfaving a
fixed pattern of eigenvalues, uniqueffo The space with all eigenvaluesl is the “code space,” its elements
are “codewords,” and the orthogonal spaces are labellegyndfomes.”

Note that one can also vie(-, -) as a symplectic form ove F'(p*"), by choosing a set of generators
for GF(p?") as a vector space ov&r,. By choosing different sets of generators &# (p*") as a vector
space over,, we can get different symplectic forni -, -) over this finite vector space. By judicious choice
of the generators, one can mak¢., -) correspond t@ny non-degenerate symplectic form ov&F (p*").
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Undetectable errors We can classify errors which lie iR into three categories: The errors corresponding
to elements of) are not truly errors—they leave the codewords unchangeardwhich fail to commute
with some element af) move codewords into a subspace orthogonal to the code, duecdetected by the
QECC. The remaining errors, those which commute with athelets inS but are not themselves ), are
the undetectable errors of the code. Thugif is the space of vectorg for which B(z,y) = 0 for all

x € @, the set of undetectable errors is jast — Q.

Syndromes Note that specifying the subgroupby a setQ of elements ol F(p?") isn't quite enough:
operators differing by a phagé correspond to the same field element, but yield different QB the
Hilbert space. Given as-dimensional totally isotropic subspaceZﬁ", there arep® possible choices of
phases for the grouf, which producep® different QECCs. However, all these codes have identigak er
correction properties. The corresponding code subspaeed! arthogonal and of the same dimensidn®.
These codes are known essetsof the codeS, defined as the standard choice with all phases equidfjto
The choice of phases is known as gydromebecause errors outside- map the code into a different
coset, and the syndrome therefore gives information abbaighnerror occurred). Measuring the syndrome
projects a quantum state into one of these codes.

B Alternative Security Definition

The definition of security of an authentication scheme ginedection{B appears at first sight to have a major
shortcoming: it does not tell what happens wh#s input is a mixed state. Intuitively, this should not be
a problem, since one expects security to extend from putessta mixed states more or less by linearity.
Indeed, this is the case, but it is not entirely clear whatéantby security whend'’s input is a mixed state

p. One straightforward approach is to add a reference sy&teamd to assume the joint system.dfand

R is always pure; then the requirement is that the final stai® ahd R should high fidelity to the initial
state. We could also use the following informal definitiorhieh we will show is implied by Definitiof]2:
as long ad3’s probability of acceptance is significant, then when heepts; the fidelity of the message state
he outputs tod’s original state should be almost 1.

Proposition 12 Suppose thatA, B, K) is a e-secureQAs. Let p be the density matrix ofl’'s input state
and letp’ be the density matrix output i conditioned on accepting the transmission as valiten if3’s
probability of accepting i®..., the fidelity ofp to p’ is bounded below. For anyyand any adversary action
O,we have: F(p,p')>1— ¢

Pace

In particular, ife is negligible ant,.. is non-negligible, then the fidelity d#’s state toA’s input state
will be essentially 1.

To prove this, we first restate Propositipr] 12 more formallgt pp,, be the state ofd’s two output
systemsM, V when A’s input is p. Denote the projector onto the space of accepting statds, blyat is
IT = Iy ® |AcC)(AcCC].

Using this notation/3’s probability of accepting i9..c = Tr(Ilppy), and the density matrix of the
joint systemM, V conditioned on acceptances.. = TI;I(’I’TB;;I;) = Hezall,

Now sincep,.. has been restricted to the cases whgeecepts, we can writg,.. = p’ ® |ACC)(ACC|,
wherey’ is the density matrix of3’s message system conditioned on his acceptance of thertissisn as

valid. From the definition of fidelity, we can see that

F(p7 p/) = F(p ® ‘ACC> <ACC‘7 pacc)

2Actually, the “standard” coset also depends on the seledii@ basis of generators f6t.
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We can now restate the theorem: .
Claim (Propositio1R):  F(p ® |ACC)(ACC|, pacc) > 1— —

Proof (of Theorenh 12)Write p = 3~ pi|v;) (14| for some orthonozr??rclzll basigw;)}. For eachi, let p; be
B's output whenA uses inputy;). We havepp., = >, pipi.

For eachi, let P, = |+;){+;| ® |AcC)(Acc| and letQ; = (In — |¥4){(1;]|) @ |AcC){(ACC]| so that
P+ Q; =1L

Now we can writep ® |AcC)(Acc| = Y2, piPi, andpace = 3., pi 1;2’“
(Theorem 9.7 of[[16]), we get

F(p®|Acc)(AcC|, pacc) = F <sz'Pi, anl ) > Z < 1_}[)/),'1_[> 5)

i p(lCC

. By the concavity of fidelity

The formula for fidelity for one-dimensional projectors isple: for a projectorP” and any density matrix
o, we haveF'(P, o) = y/Tr(Po). Thus expressiorf](5) simplifies to

IIp;I1
Sy (R

i pacc

Using the fact thatl P, II = FP;, we can further simplify this:
Z zpz
p(lCC

Tr(PZ’”) is always less than 1, we can obtain a lower bound by remot@gdquare root sign:

Z piTr(Pip;)
p(lCC

Since——F%

F(p @ |acc)(AcC], pace) = (6)
Now the acceptance probabilipy,.. = Tr(IIpp.s) can be written a3, p;Tr(Ilp;). Using the fact that

II=PF+Q;we get that,.. = (Zz piTr( zpz)) (Z pi'Tr (szz))
But by the definition ofe-security, we know that for each we haveTr (Q;p;) < ¢, and SOpg. <

(> piTr (Pip;)) + €, and so we getd . p, Tr (P;p;)) > pacc — €. Applying this observation to expression
(B), we get :

F(p® |ACC)(ACC, puce) >

C Proof of Propositioni

Proposition[]L states that a stabilizer purity testing coale always be used to produce a purity testing
protocol with the same errat
Proof: If A andB are givenn EPR pairs, this procedure will always accept, and the owylialways be
|®T)®™ Thus,T satisfies the completeness condition.

Suppose for the moment that the input statéfs © I)|®1)®", for £, € E, x # 0. Then wherk is
chosen at random, there is only probabilitthatz < Qé —Qp. Ifx ¢ Q,ﬁ, then.4 andB5 will find different
error syndromes, and therefore reject the state.dfQ;", then.4 andB will accept the state, but if € Qy,
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then the output state will bg*)®™ anyway. Thus, the probability that and B will accept an incorrect
state is at most.

To prove the soundness condition, we can use this fact archaitpie of Lo and Chay [L5]. The states
(E, ® I)|®T)®" form the Bell basis for the Hilbert space dfand3. Suppose a nonlocal third party first
measured the input statein the Bell basis; call this measuremeBt Then the argument of the previous
paragraph would apply to show the soundness condition.ctnifavould be sufficient if Alice and Bob used
the nonlocal measuremef, ® ), which compares th@,-syndromes ford and5 without measuring them
precisely. This is a submeasurement of the Bell measurementthat is, it gives no additional information
about the state. Therefore it commutes with so the sequenc® followed by Q, ® Qi is the same as
Qr ® Qy followed by B, which therefore gives probability at ledst e of success for general input stages
But if the state afte€), ® Qy, gives, from a Bell measuremen®™)®™ or |REJ) with probability 1 — ¢, then
the state itself must have fidelity— ¢ to the projectionP. Therefore, the measuremept ® Q. without B
satisfies the soundness condition. Moreoveand3’s actual procedur is a refinement of);, ® Q,—that
is, it gathers strictly more information. Therefore, it@tsatisfies the soundness condition, &@nis a purity
testing protocol with erroe.

|

D Analysis of Purity-Testing Code Construction

It is straightforward to extend the purity testing code dediim Sectior] 4]1 to arbitrary finite field$F (q).
To do so, we work over a global field F'(¢%"*) and break it down into both 2r-dimensional vector space
over GF(¢®) and a2rs-dimensional vector space ovefF'(q). We exploit this by defining ouGF(2)-
valued symplectic fornB via a choice of &3 F (¢*)-valued symplectic forn' on GF(¢?"*) and a non-null
linear mapL : GF(¢°) — GF(q), where linearity is defined by viewinGg F'(¢*) as ans-dimensional vector
space ovelGF'(q). Then

B(z,y) = L(C(,y)) . ()

Bilinearity and alternation of3 are obvious. For fixeg(x), by C’s nondegeneracy there iszasuch that
C(z,y)(C(z,z)) # 0. Consideringaz in place ofz, for all scalarsae € GF(2%), and still holdingy(x)
fixed, shows (by bilinearity of”) thatC(z, y) takes all values itz F'(¢®) asz(y) is varied; by non-nullity
of L, not all of these can map to zero, iB.is nondegenerate.

The definition of the purity testing cod&); } is then the same as in the binary case.

Theorem 13 The set of code§,, form a stabilizer purity testing code with error

2r
€ = .
¢ +1

(8)
Each code); encodesn = (r — 1)s dimensiory registers inn = rs registers.

We must show (a) tha®;, is totally isotropic, and (b) that the error probability isnaoste.
(a) Fora, 5 € GF(2%), we have

B(ax, By) = L(C(ax, By)) = L(aBC(z,y)) - (9)

Fixanz € Qr — {0}. Everyy € Q may be written asur, for somea € GF(¢®). Now C(z,z) = 0. So,
B(ax, px) =0, i.e.,Qy is totally isotropic under the symplectic form.
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(b) We must find, for an arbitrary errdf,, (which can be described via2a-dimensionalG F'(q) vector
x), an upper bound on the number@ﬁ; — @y it can belong to. It will be sufficient to bound the number
of Qi+ the error can belong to, sind€),| is small compared toQ; | in our context. = € @; means
B(z,y) = 0forally € Q. By choice ofs linearly independens € Q. this imposes linearly independent
linear equations or. We will show below that if we take an®r codes(); defined by points oA, and
takes independent vectors from each, the resulting s@t-efvectors is linearly independent. Thudif is
undetectable i2r such codes, this imposes the dimension’s wakits) of linearly independent equations
on xz. ConsequentlyF, must be detectable in all the remaining codes, Fg.can satisfyx € Qé for at
most2r values ofk, when@; are chosen among thg + 1 availables-dimensional spaces corresponding
to points onY'. Thus, the{Q} form a purity testing code with error

2r
e < .
S Frl
We now show the claimed property of codes defined(byA set of points in a projective geometry of
dimensiond—1 are said to be in general position if atiy= dimension of the underlying vector space, when,
as in our case, such exists) of them are linearly independéw points on the normal rational curieare
in general position, and indeed a maximal set of such poiffis.verify that they are in general position
one shows that for arr points on the curve, the determinant of the matrix of theardinates is nonzero;
these are Vandermonde determinants.) That is2amppints onY are linearly independent. Each poinbn
T corresponds to agrdimensional cod€),, consisting of2rs-dimensional vectors. Let be any nonzero
element ofQ;. As o ranges ovet:F'(¢*), az ranges over all vectors Q. Thus, if any vector fron@)y, is
a linear combination of vectors from other codé€g; }, than all ofQ;, is also a linear combination of vectors
from {Q;}, andk is linearly dependent on the pointg} of T. So if we take any®r codes;, and takes
independent vectors from each, the resulting s@t-efvectors is linearly independent.

(10)

E Proof of secure authentication

Corollary[3 states that the interactive authenticatiortqual is secure.
Proof (of Corollary[3):

The completeness of the protocol can be seen by inspectidiiteiabsence of interventiop and B
will share the Bell stategb™)®™ at the end of step 6 and so after the teleportation in stéjs Gutput will
be exactly the input ofd.

To prove soundness, suppose tHat input is a pure statg)). Intuitively, at the end of step 64 and B
share something very close[®')®™, and so after the teleportation in step 7 eithé&r output will be very
close toA’s input, or he will reject because of interference from theeasary.

More formally, after step 6, the joint stata 5 satisfiesIr(Ppap) > 1—e. At this point, by assumption
the only thing that the adversary can do is attempt to jam dimencunication betweenl andB3. Thus the
effect of step 7 will be to map the subspace givenfbinto the subspace given blyl‘w. Consequently, at
the end of the protocol3’s output density matrix will indeed lie almost completetythe subspace defined
by PIW.

O

Theoren{}4 states that the non-interactive Protpcdl 5. Zisree To prove this, we show that Protofol 5.1
is equivalent td 5|2, by moving through two intermediatetgeols[E.]L and E.2. We reduce the security of
each protocol to the previous one; since Protpcgl 5.1 isredmyCorollary[B, the theorem follows.

ProTOCOLB.1 — PROTOCOL[E.]: We obtain protocdl E.1 by observing that in protdcol, 541can
perform all of her operations (except for the transmisgidieforeshe actually sends anything & since
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Protocol E.1 ( Intermediate Protocol | )
1: A andB agree on some stabilizer purity testing codgy. }

2:

A generate2n qubits in statg®*)®". A picks at randonmk € K, and measures the syndromef the
stabilizer code,, on the first half of the EPR pairs4 decodes her.-qubit word according taQy. A
performs the Bell measurement to start teleportation wéhgtatep, using the decoded state as if it we
half of |®T) pairs, but does not yet reveal the measurement resuti the teleportation..A sends the
second half of each EPR pair t&

=

e

B announces that he has received thqubits. Denote the received statedy
A announceg¢ and the syndromg of Q) to 5.

B measures the syndroméof ;. on hisn qubits. B compares the syndromg to y. If they are different]
B aborts. B decodes hig-qubit word according ta)y.

A concludes the teleportation by sending the teleportatieasaurement results from step 2.5 does hig
part of the teleportation and obtains.

Protocol E.2 ( Intermediate Protocol II)
1
2:

A andB agree on some stabilizer purity testing codgy, }

A choses a randorn bit keyx and g-encrypt® ast usingz. A picks a randonk € X and syndrome
for the code);, and encodes according toQ. A sends the result t8.

B announces that he has received thqubits. Denote the received statedy
A announceg, x, andy to B.

B measures the syndroméof the codey);,. B comparesg to y’, and aborts if they are differen8 decodes
his n-qubit word according ta), obtainingr’. B g-decrypts’ usingz and obtaing’.

these actions do not depend 8fs feedback. This will not change any of the states transchith the
protocol or computed by Bob, and so both completeness andlseas will remain the same.
PrRoTOCOLE.1 — PrROTOCOL[E.Z: There are two changes between Protocols E.{ ahd Es?, fiite
that measuring the first qubit of a stde™) and obtaining a random bt is equivalent to choosing;
at random and preparing the pure stat¢ ® |c;). Therefore, instead of preparing the stgbe )®"™ and
measuring the syndrome of half of il may as well choose the syndromesat random and encode both
halves of the statgb*)®™ using the cod&); and the syndrome.

Second, rather than teleporting her state 5 using the EPR halves which were encoded)ip ,, A
can encrypp using a quantum one-time pad (QOTP) and send/i diirectly, further encoded iQ),,. These
behaviours are equivalent since either way, the encodealisia! o2 poi2 o', wheret; andt, are random

n-bit vectors.

ProTOCOLE.2 — ProTOCOL[G.2: In Protoco[5]2, all the random choices.éfare replaced with the

bits taken from a secret random key shared only by hetrAarithis eliminates the need for an authenticated
classical channel, and for any interaction in the protocbis transformation can only increase the security

of the protocol as it simply removes the adversary’s abititiam the classical communication. O
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F Proofs from Section[6

Theorem 14 (Main Lower Bound) A QAS with error ¢ is an encryption scheme with error at mdst/®.
To get a sense of the proof, consider the following propmsiti

Proposition 15 Suppose that there are two stat@$, |1) whose corresponding density matricesg,, 1)
are perfectly distinguishable. Then the scheme is netsecureQAs for anye < 1.

Proof: Sincep, p1)y can be distinguished, they must have orthogonal suppgrgrsaubspaces;, V1. So

consider an adversary who applies a phaseshift btonditioned on being ifv;. Then for allk, p|(§>)+‘1>

becomespfé“;_m. Thus, Bob will decode the (orthogonal) stéie — |1). O

However, in general, the adversary cannot exactly distigiwo states, so we must allow some proba-
bility of failure. Note that it is sufficient in general to caider two encoded pure states, since any two mixed
states can be written as ensembles of pure states, and tled states are distinguishable only if some
pair of pure states are. Furthermore, we might as well letwliepure states be orthogonal, since if two
nonorthogonal statdg,) and|v;) are distinguishable, two basis stafesand|1) for the space spanned by
|1o) and|t)) are at least as distinguishable.

We first consider the case whéd) and|1) canalmostperfectly be distinguished. In that case, the
adversary can change) + |1) to |0) — |1) with high (but not perfect) fidelity (stated formally in Lenam
f[8). When|0) and|1) are more similar, we first magnify the difference betweenthg repeatedly encoding
the same state in multiple copies of the authenticationrsehéhen apply the above argument.

Lemma 16 Suppose that there are two states, [1) such thatD(p|o), pj1y) > 1 — n. Then the scheme is
not e-secure forjyp) = |0) + |1) for anye < 1 — 2n.

Proof (of Lemmad 16)Let py = poy andpy = pjpy. Consider the Hermitian matrix = pg — p1. We can
diagonalizes. Let ;) be the space spanned by eigenvectors with non-negativavaeiges and lev; be the
orthogonal complement.

Sincel/2 Tr|o| > 1—mn, butTr o = 0, we know thaflr(Vyo) = —Tr(Vio) > 1—n. Thus, Tr(Vypo) >
Tr(Voo) > 1 —n. Similarly, Tr(Vip1) > —Tr(Vio) > 1 —n.

Consider an adversary who applies a phaseshift lo€onditioned on being ifv;. Fix a particular key
k. Letpg = Tr <V0,o((]k)> andp; = Tr (I/lp§k)). We know that the expected valuespgfandp, are both at

leastl — 7.

Claim 17 When the input state %(|0> + [1)), the fidelity of Bob’s output to the sta{%ﬂo) —|1))|acc)
is at leastpg + p1 — 1.

Proof: Consider some reference systéhwhich allows us to purify the state%k), pgk) to the state40), |1).
Let |¢) be the image o%(\m + |1)) under the adversary’s conditional phaseshift.

We want to show that)) is close to a correct encoding %(|0> —[1)), i.e. close to

1 ~ 1 - ~ - -
—(]0) — 1)) = —=(Vp|0) + V1]0) — V4|1) — V4 |1)).
75(0) = 1) = Z5(%[0) + VA10) = Val1) — 4 [D))
After the transformation, we obtain
1 - - - -
[4) = 5 (Vl0) = VAI0) + Vol) — Vi),
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Thus,

(0[Vp|0) — (O[VA[0) — (1| Vo|1) + (1[V4 1)

[\V]
N —

(0l
~ (0]
(Tr(Vonl) = Te(vVipg”) = (Ve + Tr(vp(?)

~[(@1VelT) — (Vol®)] + [@OIValT) — (ivafo)] )

ol1) + (1|Vol0) + (0|VA|T) — (1[v4]0))

N

We can substitute for the first line in termspfandp,, which are real. The second line is purely imaginary.
Thus,

1
<¢\\/—(’0>—’ )| > 2[170—(1—170) (I—p1)+pi]=po+p— 1
Bob’s decoding can only increase the fidelity of the two Staés can discarding the reference system, prov-
ing the claim. O
Thus, for a specific valué of the key, F(p™), 7=(|0) — ]1>)]Acc>) > po + p1 — 1, wherep(®) is

the output after the adversary’s transformation when tbatnns (|O> + |1)). Fidelity is concave, so by

Jensen'’s inequality the fidelity of the average density imatr= uq Yk p¥) is at least the average of the
fidelities for eachk. That is,

1 1
F(p,—=(|0) — [1))|acc)) > — > (po+p1 —1)>1—2n.
(p, 75100 = lace) = ey 3¢ )
In other words, the adversary can change the s*(%(qm + |1)) with probability at least — 2. O

When two states can be distinguished, but only just baretyabove lemma is not sufficient. Instead,
we must magnify the distinguishability of the stat@sand|1) by repeating them by considering the tensor
product of many copies of the same state. The probabilitysbinduishing then goes to 1 exponentially fast
in the number of copies:

Lemma 18 Let py, p1 be density matrices with)(pg, p1) = 8. ThenD(p§", pi*) > 1 — 2exp(—t52/2).

Proof (of Lemmd 38)We can bound)(p$", p§*) by giving a test which distinguishes them very well. We
know there exists a measurement given by spageB; such thatlr(Vyp9) — Tr(Vpp1) = J. Consider the
test which performs this measurementtandependent copies @f or p;. The test outputs 0 if more than
(Tr(Vopo) + Tr(Vop1))/2 of the measurements produce O.

By the Chernoff bound, the probability that this test will ke¢he wrong guess is at mastp(—t5%/2).
Thus,D(p§?, pP') > 1 — 2exp(—t42/2). O

We create these repeated states by encoding them in ardterss consisting ot copies of the original
QAS (with independent values of the key for each copy).

Lemma 19 Suppose we iterate the schetrtenes. Lety) = \%2(|000...0> +(111...1)). If (4, B,K) is an
e-SecureQAs, then the iterated schemeliet?e-secure for the statgp).

Note that the proof of this lemma goes through the followingc@l claim, which follows from a simple
hybrid argument.
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Claim 20 (Product states) The iterated scheme is-secure for any product state.

Proof (of Claim[2D): For simplicity we prove the claim for the staf@00...0). The same proof works for
any product pure state (and in fact for separable statesiergh.
Intuitively, an adversary who modifies the stéi@0...0) must change some component of the state. We

can formalize this by rewriting the projecté’éooo“'O> in terms of the individual projectorB(|)0>i.
For the case¢ = 2, Bob accepts only if he finds the verification qubits for bathesmes in the accept
State.

P = (Lnym, — 100)(00]) @ |ACC;)(ACC: | ® |ACCs) (ACC, |
= (T = 10){01) @ Lony + Ton, @ (I, = 10)0]) = (Ion, = 0)(0]) @ (I, — [0)(0]))

®|ACCy)(ACC| ® |ACCy)(ACCs|
= P @ |accy)(accy| + PY? @ |ace)(accy| — P @ PO

SinceP(|)0>1 ® P(‘]0>2 is positive, for allp, we have
(P p) < Tr(P p) + Tr(P)?p) < 2¢

Similarly, for larger values of we have

~+

Te(P Z Tr(P p) < te

Thus the iterated schemetissecure forf000...0) (and in fact for all product states). O

Proof (of Lemmﬂ9)Consider the net superoperator due to encoding, decodidgha adversary’s inter-
vention, i.e.0, = \/q > BkOaavAx. By introducing an ancilla systerR}, we can extend this superop-
erator to a linear transformation on the joint systém R ® V (whereM is the message system avds
Bob’s verifcation qubit). For a pure stae), write its image as

[9)1714))|ACC) + [Bjy) ) [REY) + [d14y)|ACC)

whereld|,) is a joint state of\/ ? which is orthogonal to the subspajee) ® R.
Now consider the family of statés;) = [000...0 111...1), and let}y;) = |yj,)) and|d;) = [Jjy,))-

7 t—1

Claim 21 Forall i = 0,...,t — 1, we have| 3 (|vi+1) — [v:)|| < (1 + V2)Vte

Proof: Fix i. Note thatt,) = %(WHQ + |[¢i)) is a product state (witl |0) in one position), as is
lp_) = %(|¢z+1> — |1;)). The image of+,.) can be written

1
7
= (kg (e + 1) + B (i) = i) +

(i) i) + W) IACE) + (18i41) + [8:))|ACC) + (1Bi41) + 18:))IRES )

5 (1600) + 16)) Iace)

+%(|ﬁi+1> +18:)IREY
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Now we know that||d;)||? < te for all i (since|y;) is a product state). Thu#%(\cmﬁ + 10:))|| < V2te.
Moreover,|, ) is a product state and so we have

0= (e} = i) + <= 1500) + 1) < Ve
Thus, [l (i) — b))l = 13 (i) = i)l < (1 4+ VAWV o

Then by the triangle inequality (|v:) — [10))[| < (1 + V2)tv/te. Let|¥4) = %(WJQ + |10)). The
image of| ¥, ) = %@(\OOO...@ + [111...1)) is:

(194500 + o) + 1925 0) = o)) + =16 + 16 ) lace)

+%<|ﬁt> + |60))IREY

Now the trace of this state Witﬁ’é‘l’+  is the square of

19-)5(70) = b + =60+ 180 < I19-)5(3) = oD+ | =16 + 6o

V2 2
< (1 4+ V2)tVte +V2te
< V10t3e,
where in the last line, we have assunted 2. That is, the iterated schemeligt3e-secure forf ¥, ). O

Putting the various lemmas together, we find that, given tates|0) and|1) which are slightly distin-
guishable by the adversary, $%pg, p1) > 0, then in the iterated schem@po0...0) and|111...1) are more
distinguishable:D(pjo00...0y; £|111...1y) = 1 — 1, wheren < 2exp(—t62/2). Since the iterated scheme is
10t3¢-secure for the state)) = %(\000...@ +|111...1)), then by the first lemma,

103 > 1 — 21 > 1 — dexp(—t62/2)
Choosingt = 1/+/20¢, we gets < 4e'/6,
Corollary 22 A QAs with error e requires at leastm (1 — poly(e)) classical key bits.

Proof (of Corollary[): The argument is similar to the argument tBat bits of key are required for perfect
encryption. We show that transmitting the key through a nkaallows the transmission of almadst: bits
of information.

We can consider four subsystems, two held by Alice and twd bglBob. Bob holds both halves of
Bell states (the subsysteniy and B5), except thatB; has been encrypted by a kéysubsystemk’) held
by Alice. Alice also holdsR, a purification of the other three systems.

Using superdense coding, Bob’s two systeRisand B, can encod@m classical bits of information.
In order to recover that information, Bob needs Alice’s keystemik). Since the encryption is not perfect,
however, Bob may have a small amount of information abouttitoded state.

Let us imagine that Bob’s systems initially encode the itatsnessag€00...0. Suppose Alice wishes
to send Bob the messagé. Since the encryption is almost perfect, Bob’s two densigrinesp(000...0)
andpp (M) are almost indistinguishable. Therefore, by the argumentipg bit commitment is impossible,
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Alice can change the pure state corresponding to encryjp@d0 to something very close to the pure state
corresponding to encrypted .

If Alice now sendsK to Bob, he is able to (almost always) decode the messagelis failure proba-
bility is a polynomial ine, so he has receivein(1 — poly(e)) bits of information, and therefor& must
consist of at leastm(1 — poly(e)) classical bits or half as many qubits.

In fact, K might as well be classical: Bob'’s decoding method will bentoniediately measur&, since
he is expecting a classical key, and therefore Alice mightelshave measure&” before sending it; natu-
rally, this actually means she includes entangled qubitisdrpurificationk. We thus restricfs to classical
bits and prove the corollary. O
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