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||WWiillll yyoouu mmaarrrryy mmee ??〉〉

||DDiivvoorrccee yyoouurr wwiiffee ffiirrsstt !!〉〉

||TThhee ppaappeerrss aarree iinn tthhee mmaaiill......〉〉

||OOKK,, II wwiillll !!〉〉
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»»»»

88RRddeewwttUU55qqkkLLaa$$eess!!TT99@@

II((DD%%eeXXhhDDqqIIiiyykkll##22ccVV77ddEEwwnnMMss

HH&&ffss@@ttyyHHvvFFGGhhaaOOKKppTTrrGGbbll..ZZ//rrUUiihh**

BB77BB33ttddssjjUUiillaa

((33..11..22QQ)) OOnnee--ttiimmee QQ--ppaadd
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ssyymmmmeettrriicc eennccrryyppttiioonn
ooff QQuuaannttuumm mmeessssaaggeess

||P〉〉 C

encryption

decryption

||K〉〉

IInnffoorrmmaattiioonn TThheeoorreettiiccaall SSeeccuurriittyy
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((33..11..22CC)) VVeerrnnaamm QQ--cciipphheerr

||88ΡΡδδεεωωττΥΥ55θθκκΛΛαα∃∃εεσσ!!ΤΤ99≅≅〉〉

||ΙΙ((∆∆%%εεΞΞηη∆∆θθΙΙιιψψκκλλ##22χχςς77δδΕΕωωννΜΜσσ〉〉

||ΗΗ&&φφσσ≅≅ττψψϖϖΦΦηηααΟΟΚΚππΤΤρρΓΓββλλ..ΖΖ//ρρΥΥιιηη∗∗〉〉

||ΒΒ77ΒΒ33ττδδσσϕϕΥΥιιλλαα〉〉

» »
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ssyymmmmeettrriicc eennccrryyppttiioonn
ooff QQuuaannttuumm mmeessssaaggeess

||P〉〉 ||C〉〉

encryption

decryption

K

IInnffoorrmmaattiioonn TThheeoorreettiiccaall SSeeccuurriittyy
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((33..11..22)) OOnnee--ttiimmee ppaadd

Classical key : Vernam Q-cipher (various sources)
Quantum Ciphertext

Quantum key : one-time Q-pad (Q-teleportation)
Classical Ciphertext (BBCJPW)

»»
»
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ssyymmmmeettrriicc eennccrryyppttiioonn
ooff QQuuaannttuumm mmeessssaaggeess

||P〉〉 C

encryption

decryption

||K〉〉

IInnffoorrmmaattiioonn TThheeoorreettiiccaall SSeeccuurriittyy
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||ψψ〉〉

||ψψ〉〉

two classical bits

EPR
2 km

((33..11..22QQ)) OOnnee--ttiimmee QQ--ppaadd

»»
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||ψψ〉〉

||00〉〉

||00〉〉

||ψψ〉〉

H

H

H H
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||ψψ〉〉

||00〉〉

||00〉〉

H

H

||ψψ〉〉||00〉〉 ||00〉〉

||ψψ〉〉((||00〉〉++||11〉〉)) ||00〉〉H

||ψψ〉〉((||00〉〉 ||00〉〉++||11〉〉 ||11〉〉))

((αα||00〉〉++ββ||11〉〉))((||0000〉〉++||1111〉〉))

αα||00〉〉 ||0000〉〉++αα||00〉〉 ||1111〉〉++ββ||11〉〉 ||0000〉〉++ββ||11〉〉 ||1111〉〉

αα||00〉〉 ||0000〉〉++αα||00〉〉 ||1111〉〉++ββ||11〉〉 ||1100〉〉++ββ||11〉〉 ||0011〉〉

αα((||00〉〉++||11〉〉)) ||0000〉〉++αα((||00〉〉++||11〉〉)) ||1111〉〉++ββ((||00〉〉−−||11〉〉)) ||1100〉〉++ββ((||00〉〉−−||11〉〉)) ||0011〉〉H

||0000〉〉((αα||00〉〉++ββ||11〉〉))++||0011〉〉((αα||11〉〉++ββ||00〉〉))++||1100〉〉((αα||00〉〉−−ββ||11〉〉))++||1111〉〉((αα||11〉〉−−ββ||00〉〉))

||xy〉〉((αα||y〉〉++((−11))xββ||¬¬y〉〉))

x

y
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aabb

aa

bb

H

H

H H
σx =

0 1

1 0






,σ z =

1 0

0 −1







1⁄4 : |Ψ〉
1⁄4 : σx|Ψ〉
1⁄4 : σz|Ψ〉
1⁄4 : σxσz|Ψ〉

»»

((33..11..22QQ))
OOnnee--ttiimmee QQ--ppaadd
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((33..11..22QQ)) OOnnee--ttiimmee QQ--ppaadd

Quantum key : one-time Q-pad
Classical Ciphertext

|Ψ〉
two random bits

»»

aabb

»» »»
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((33..11..22)) OOnnee--ttiimmee ppaadd

Classical key : Vernam Q-cipher (various sources)
Quantum Ciphertext

Quantum key : one-time Q-pad (BBCJPW)
Classical Ciphertext

»»
»
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decryption
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((33..11..22CC)) VVeerrnnaamm QQ--cciipphheerr

Classical key : Vernam Q-cipher
Quantum Ciphertext
Quantum key : one-time Q-pad
Classical Ciphertext

σx =
0 1

1 0






,σ z =

1 0

0 −1







1⁄4 : |Ψ〉
1⁄4 : σx|Ψ〉
1⁄4 : σz|Ψ〉
1⁄4 : σxσz|Ψ〉

|Ψ〉

|Ψ'〉=(σx)a(σz)b|Ψ〉

a,b random bit key

|Ψ〉=(σz)b(σx)a|Ψ'〉

a,b random bit key

»

» »|Ψ'〉

ρ
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11//44:: ((αα||00〉〉++ββ||11〉〉))
ρρ== 11//44:: ((αα||11〉〉++ββ||00〉〉))

11//44:: ((αα||00〉〉−−ββ||11〉〉))
11//44:: ((αα||11〉〉−−ββ||00〉〉))

44ρρ==((αα||00〉〉++ββ||11〉〉))((αα∗∗〈〈00||++ββ∗∗〈〈11||))++((αα||11〉〉++ββ||00〉〉))((αα∗∗〈〈11||++ββ∗∗〈〈00||))++
((αα||00〉〉−−ββ||11〉〉))((αα∗∗〈〈00||−−ββ∗∗〈〈11||))++((αα||11〉〉−−ββ||00〉〉))((αα∗∗〈〈11||−−ββ∗∗〈〈00||))

==((22||αα||22++22||ββ||22)) ||00〉〉〈〈00||++((ααββ∗∗++ββαα∗∗−−ααββ∗∗−−ββαα∗∗)) ||00〉〉〈〈11||++
((ββαα∗∗++ααββ∗∗−−ββαα∗∗−−ααββ∗∗)) ||11〉〉〈〈00||++((22||ββ||22++22||αα||22)) ||11〉〉〈〈11||

==22||00〉〉〈〈00||++22||11〉〉〈〈11||

ρρ==(( 11
00
//22

11
00
//22 ))==ΙΙ//22

{
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TThheeoorreemmss
[AMTW00] showed

a QES (with error probability 0)
—> 2n bits to encrypt n qubits
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||ψψ〉〉
EE DD

||ψψ〉〉
kk
∈∈KK

OOnnee--ttiimmee Q--eennccrryyppttiioonn
wwiitthh eerrrroorr εε

DD
ρρ

EE
||ψψ〉〉
kk
∈∈RRKK

Completeness:

Secrecy:

∀∀||ψψ00〉〉,,||ψψ11〉〉 DD((ρρ00,,ρρ11))==TTrr((||ρρ00−−ρρ11||))<<εε

||ψψ〉〉
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TThheeoorreemmss
[AMTW00] showed

a QES (with error probability 0)
—> 2n bits to encrypt n qubits

a QES with error probability ε>0
—> (2-poly(ε))n bits
to encrypt n qubits.
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TThheeoorreemmss

a CES (with error probability 0)
—> n bits to encrypt n bits

a CES with error probability ε>0
—> (1−poly(ε))n bits

to encrypt n bits.
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TThheeoorreemmss
[AMTW00] showed

a QES (with error probability 0)
—> 2n bits to encrypt n qubits

a QES with error probability ε>0
—> (2-poly(ε))n bits

to encrypt n Eve-entangled qubits
[HLSW03] showed

a QES with error probability ε>0
—> n+o(n) bits

to encrypt n Eve-separated qubits.



©© CCllaauuddee CCrrééppeeaauu 22000022--22000099 2233

Andris Ambainis Adam Smith

Small Pseudo-Random Families of Matrices:
Derandomizing Approximate Quantum Encryption
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Small-Bias Spaces The bias of a random variable in with respect to a string
is the distance from uniform of the bit , where refers to the standard

dot product on :

The function is the Fourier transform of the probability mass function of the distri-
bution, taken over the group .

The bias of a set with respect to is simply the bias of the uniform
distribution over that set. A set is called -biased if the absolute value of its bias is at
most for all .
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Small-bias sets of size polynomial in and were first constructed by Naor and
Naor [10]. Alon, Bruck et al. (ABNNR , [1]) gave explicit (i.e. deterministic, polynomial-
time) constructions of -biased sets in with size . Constructions with
size were provided by Alon, Goldreich, et al. ( AGHP , [2]). The AGHP con-
struction is better when . In both cases, the string in a set can be con-
structed in roughly time (regardless of ).

One can sample a random point from a -biased space over using either
bits of randomness (using ABNNR) or using

bits (using AGHP ).
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3 State Randomization and Approximate Encryption

3.1 Encrypting with a Small-Bias Space

The ideal quantum one-time pad applies a random Pauli matrix to the input [3]. Con-
sider instead a scheme which first chooses a -bit string from some set with small bias

(we will set later to be ). If the set of strings is we have:

That is, we choose the key from the set , which consists of -bit strings. To encrypt,
we view a -bit string as the concatenation of two strings of bits, and apply
the corresponding Pauli matrix.

Using the constructions of AGHP [2] for small-bias spaces, we get a polynomial-time
scheme that uses bits of key.
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Fact 1. If is -dimensional quantum state and Tr , then .

Tr Tr

Main Theorem.
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