
©©CCllaauuddeeCCrrééppeeaauu22000022--22000033 11

((33..11..22))
OOnnee--TTiimmee--PPaadd
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||WWiillll yyoouu mmaarrrryy mmee ??〉〉

||DDiivvoorrccee yyoouurr wwiiffee ffiirrsstt !!〉〉

||TThhee ppaappeerrss aarree iinn tthhee mmaaiill......〉〉

||OOKK,, II wwiillll !!〉〉
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»»»»

88RRddeewwttUU55qqkkLLaa$$eess!!TT99@@

II((DD%%eeXXhhDDqqIIiiyykkll##22ccVV77ddEEwwnnMMss

HH&&ffss@@ttyyHHvvFFGGhhaaOOKKppTTrrGGbbll..ZZ//rrUUiihh**

BB77BB33ttddssjjUUiillaa

((33..11..22QQ)) OOnnee--ttiimmee QQ--ppaadd
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ssyymmmmeettrriicc eennccrryyppttiioonn
ooff QQuuaannttuumm mmeessssaaggeess

||P〉〉 C

encryption

decryption

||K〉〉

IInnffoorrmmaattiioonn TThheeoorreettiiccaall SSeeccuurriittyy
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((33..11..22CC)) VVeerrnnaamm QQ--cciipphheerr

||88ΡΡδδεεωωττΥΥ55θθκκΛΛαα∃∃εεσσ!!ΤΤ99≅≅〉〉

||ΙΙ((∆∆%%εεΞΞηη∆∆θθΙΙιιψψκκλλ##22χχςς77δδΕΕωωννΜΜσσ〉〉

||ΗΗ&&φφσσ≅≅ττψψϖϖΦΦηηααΟΟΚΚππΤΤρρΓΓββλλ..ΖΖ//ρρΥΥιιηη∗∗〉〉

||ΒΒ77ΒΒ33ττδδσσϕϕΥΥιιλλαα〉〉

» »
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ssyymmmmeettrriicc eennccrryyppttiioonn
ooff QQuuaannttuumm mmeessssaaggeess

||P〉〉 ||C〉〉

encryption

decryption

K

IInnffoorrmmaattiioonn TThheeoorreettiiccaall SSeeccuurriittyy
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((33..11..22)) OOnnee--ttiimmee ppaadd

Classical key : Vernam Q-cipher (various sources)
Quantum Ciphertext

Quantum key : one-time Q-pad (Q-teleportation)
Classical Ciphertext (BBCJPW)

»»
»
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ssyymmmmeettrriicc eennccrryyppttiioonn
ooff QQuuaannttuumm mmeessssaaggeess

||P〉〉 C

encryption

decryption

||K〉〉

IInnffoorrmmaattiioonn TThheeoorreettiiccaall SSeeccuurriittyy
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||ψψ〉〉

||ψψ〉〉

two classical bits

EPR
2 km

((33..11..22QQ)) OOnnee--ttiimmee QQ--ppaadd

»»
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||ψψ〉〉

||00〉〉

||00〉〉

||ψψ〉〉

H

H

H H



©©CCllaauuddeeCCrrééppeeaauu22000022--22000033 1111

||ψψ〉〉

||00〉〉

||00〉〉

H

H

||ψψ〉〉||00〉〉 ||00〉〉
||ψψ〉〉((||00〉〉++||11〉〉)) ||00〉〉H

||ψψ〉〉((||00〉〉 ||00〉〉++||11〉〉||11〉〉))

((αα||00〉〉++ββ||11〉〉))((||0000〉〉++||1111〉〉))

αα||00〉〉||0000〉〉++αα||00〉〉||1111〉〉++ββ||11〉〉||0000〉〉++ββ||11〉〉||1111〉〉

αα||00〉〉||0000〉〉++αα||00〉〉||1111〉〉++ββ||11〉〉||1100〉〉++ββ||11〉〉||0011〉〉

αα((||00〉〉++||11〉〉)) ||0000〉〉++αα((||00〉〉++||11〉〉)) ||1111〉〉++ββ((||00〉〉−−||11〉〉)) ||1100〉〉++ββ((||00〉〉−−||11〉〉)) ||0011〉〉H

||0000〉〉((αα||00〉〉++ββ||11〉〉))++||0011〉〉((αα||11〉〉++ββ||00〉〉))++||1100〉〉((αα||00〉〉−−ββ||11〉〉))++||1111〉〉((αα||11〉〉−−ββ||00〉〉))

||xy〉〉((αα||y〉〉++((−11))xββ||¬¬y〉〉))

x

y
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||xy〉〉 ||ψψ〉〉

||ψψ〉〉 H H

||xy〉〉((αα||y〉〉++((−11))xββ||¬¬y〉〉))
||xy〉〉((αα||00〉〉++((−11))xββ||11〉〉))

H ||xy〉〉((αα((||00〉〉++||11〉〉))++((−11))xββ((||00〉〉−−||11〉〉))))

||xy〉〉((αα((||x〉〉++||¬¬x〉〉))++((−11))xββ((||x〉〉−−||¬¬x〉〉))))

||xy〉〉((αα(([[ ||00〉〉++((−11))x ||11〉〉]]++[[||00〉〉++((−11))¬¬x ||11〉〉]]))
++((−11))xββ(([[ ||00〉〉++((−11))x ||11〉〉]]−−[[||00〉〉++((−11))¬¬x ||11〉〉]]))))

||xy〉〉((αα||00〉〉++ββ||11〉〉))

H

y

x
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aa

bb

||ψψ〉〉

||00〉〉

||00〉〉

||ψψ〉〉

aa

bb

aabb

aa

bb

H

H

H H
σx =

0 1

1 0






,σ z =

1 0

0 −1







1⁄4 : |Ψ〉
1⁄4 : σx|Ψ〉
1⁄4 : σz|Ψ〉
1⁄4 : σxσz|Ψ〉

»»

((33..11..22QQ))
OOnnee--ttiimmee QQ--ppaadd
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((33..11..22QQ)) OOnnee--ttiimmee QQ--ppaadd

Quantum key : one-time Q-pad
Classical Ciphertext

|Ψ〉
two random bits

»»

aabb

»» »»
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((33..11..22)) OOnnee--ttiimmee ppaadd

Classical key : Vernam Q-cipher (various sources)
Quantum Ciphertext

Quantum key : one-time Q-pad (BBCJPW)
Classical Ciphertext

»»
»
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ssyymmmmeettrriicc eennccrryyppttiioonn
ooff QQuuaannttuumm mmeessssaaggeess

||P〉〉 ||C〉〉

encryption

decryption

K

IInnffoorrmmaattiioonn TThheeoorreettiiccaall SSeeccuurriittyy
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((33..11..22CC)) VVeerrnnaamm QQ--cciipphheerr

Classical key : Vernam Q-cipher
Quantum Ciphertext
Quantum key : one-time Q-pad
Classical Ciphertext

σx =
0 1

1 0






,σ z =

1 0

0 −1







1⁄4 : |Ψ〉
1⁄4 : σx|Ψ〉
1⁄4 : σz|Ψ〉
1⁄4 : σxσz|Ψ〉

|Ψ〉

|Ψ'〉=(σx)a(σz)b|Ψ〉

a,b random bit key

|Ψ〉=(σz)b(σx)a|Ψ'〉

a,b random bit key

»

» »|Ψ'〉
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TThheeoorreemmss
[AMTW00] showed

a QES (with error probability 0)
—> 2n bits to encrypt n qubits



©©CCllaauuddeeCCrrééppeeaauu22000022--22000033 1199

||ψψ〉〉
EE DD

||ψψ〉〉
kk
∈∈KK

OOnnee--ttiimmee Q--eennccrryyppttiioonn
wwiitthh eerrrroorr εε

DD
ρρ

EE
||ψψ〉〉
kk
∈∈RRKK

Completeness:

Secrecy:

∀∀||ψψ00〉〉,,||ψψ11〉〉 DD((ρρ00,,ρρ11))==TTrr((||ρρ00−−ρρ11||))<<εε

||ψψ〉〉
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TThheeoorreemmss
[AMTW00] showed

a QES (with error probability 0)
—> 2n bits to encrypt n qubits

a QES with error probability ε>0
—> (2-poly(ε))n bits
to encrypt n qubits.
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TThheeoorreemmss

a CES (with error probability 0)
—> n bits to encrypt n bits

a CES with error probability ε>0
—> (1−poly(ε))n bits

to encrypt n bits.
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TThheeoorreemmss
[AMTW00] showed

a QES (with error probability 0)
—> 2n bits to encrypt n qubits

a QES with error probability ε>0
—> (2-poly(ε))n bits

to encrypt n Eve-entangled qubits
[HLSW03] showed

a QES with error probability ε>0
—> n+o(n) bits

to encrypt n Eve-separated qubits.
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