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(note: is an encoding of the key in the sense
that is a random codeword with syndrome 0: in .
Since the parity checks of contain the parity
checks of .



(note: the information content of
is the syndrome of , i.e. the parity check matrix
specific to acts as a privacy amplification function)

i.e. k such that H2k’ = (H1k’ : k)
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Daniel Gottesman and Hoi-Kwong Lo

BB84

one-way two-way
Upper bound
Lower bound

Six-state Scheme

one-way two-way
Upper bound
Lower bound

Table 1: Bounds on the bit error rate for BB84 and the
six-state scheme using one-way and two-way classical post-
processing. The lower bounds for two-way post-processing,

for BB84 and for the six-state scheme,
come from the current work [Gottesman-Lo].

Pr
oo

f
of

se
cu

ri
ty

of
qu

an
tu

m
ke

y
di

st
ri

bu
tio

n
w

ith
tw

o-
w

ay
cl

as
si

ca
lc

om
m

un
ic

at
io

ns



The statements that Alice and Bob will most likely share the same key and that the key is essentially random are clear.
We will focus on proving the bound on Eve’s information. The proof of this crucial part of Lemma 1 follows from the
following two claims, which originally appeared in supplementary Note II of [23].

Claim 7 (High Fidelity implies low entropy) If , where , then von Neumann
entropy .

Proof: If , then the largest eigenvalues of the density matrix must be larger than
. The entropy of is, therefore, bounded above by that of .

That is, is diagonal with a large entry and with the remaining probability equally distributed between the
remaining possibilities. QED

Claim 8 (Entropy is a bound to mutual information) Given any pure state of a system consisting of two sub-
systems and , and any generalized measurements and on and respectively, the entropy of each subsystem

(where ) is an upper bound to the amount of mutual information between and .

Proof: This is a corollary to Holevo’s theorem.
[see A. S. Holevo, Probl. Inf. Transm.(U.S.S.R.) 9, 117 (1973)].

QED

Lemma 1 If has a high fidelity (for large ) to a state of perfect EPR pairs and Alice and Bob measure
along a common axis to generate an -bit key from , then Alice and Bob will most likely share the same key, which
is essentially random. Moreover, Eve’s mutual information with the final key is bounded by , where

. In other words, Eve’s information is exponentially small as a function of .
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The key point to note is that, starting with an N-Bell state |Φ+Φ+...Φ+›, the parity [check]
computation will simply evolve it into another N-Bell state, up to a phase [17].Notice that
the N pairs in such a final state are not entangled with one another. Therefore, if we consider
the untested N-m pairs, they should be in a pure state. In fact, they will be in an (N-m)-Bell state,

described by the density matrix, TrtestedUs1,s2,...,sm
|Φ+Φ+...Φ+›‹Φ+Φ+...Φ+| U†

s1,s2,...,sm
.

Recall that, for any effective eavesdropping strategy (that is, one that passes the verification
test with a probability ≥ 2-r), the fidelity of the initial state as N-Bell states is very close to 1. By

unitarity, the fidelity of the final state as Us1,s2,...,sm|Φ+Φ+...Φ+› is also
close to 1. Since fidelity does not decrease under tracing [for this property, see R. Jozsa,
J. Mod. Opt. 41, 2315 (1994)], the fidelity of the subsystem of the untested pairs as

TrtestedUs1,s2,...,sm
|Φ+Φ+...Φ+›‹Φ+Φ+...Φ+|U†

s1,s2,...,sm
is very close to 1.

As TrtestedUs1,s2,...,sm
|Φ+Φ+...Φ+›‹Φ+Φ+...Φ+|U†

s1,s2,...,sm
is a pure state, we can apply the argument

in note [28] to prove that the von Neumann entropy of those N-m untested pairs
is very close to 0 and, hence, that the mutual information between those N-m pairs and
the external universe (Eve plus tested pairs plus anything else) is exponentially small. Since
the tested pairs are just part of the external universe, measurements on them do not really help.
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