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((11))

QQuuaannttuumm IInnffoorrmmaattiioonn
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Photons
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Photons
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Photons
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θ +=

BBiittss & QuBits

00::

11::

Cosθ Sinθ

+= C0 C1|Ψ〉
0000::

0011::

1100::

1111::

+= C00|Ψ〉
+C01
+C10

C11

Ci,Cij∈CC_
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standard notations

BBaassiiss vveeccttoorrss:: ||00›› aanndd ||11››
AArrbbiittrraarryy ssttaatteess:: ||ψψ››==αα||00››++ββ||11››

ssuucchh tthhaatt ||αα||22++||ββ||22==11
AArrbbiittrraarryy mmuullttii--ssttaatteess::

||ψψ››==αα||0000››++ββ||0011››++δδ||1100››++γγ||1111››
ssuucchh tthhaatt ||αα||22++||ββ||22++||δδ||22++||γγ||22==11

α,β,δ,γ∈CC_
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standard notations
CCoonnjjuuggaattee:: iiff ||ψψ››==αα||00››++ββ||11››==((αα

ββ))
tthheenn ‹‹ψψ||==αα**‹‹00||++ββ**‹‹11||==((αα** ββ**))

SSccaallaarr pprroodduucctt:: ‹‹ψψ||φφ››==‹‹ψψ||••||φφ››
‹‹00||00››==‹‹11||11››==11 aanndd ‹‹00||11››==‹‹11||00››==00
TTeennssoorr pprroodduucctt:: ||φφXXψψ||==||φφ››••‹‹ψψ||
||00XX00||==((1100 0000)) ||00XX11||==((0000 1100))...... ||11XX11||==((0000 0011))
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((22))

QQuuaannttuumm MMeeaassuurreemmeennttss
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Polarizing Filter
optical axis
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Polarizing Filter
and photodetectors

θθ ccooss22 θθ

ccooss θθ

θθ ssiinn22 θθ

ssiinn θθ
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Photons
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+= C00|Ψ〉 +C01 +C10 C11

|Ψ〉

|C00|2

Projective Measurements

|C01|2

|C10|2

|C11|2
Σ|Cij|2=1
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standard notations
PPrroojjeeccttoorr:: PPψψ ==||ψψXXψψ||
PP == ΣΣ PPmm,, wwhheerree PPmmPPmm’’ == δδmm,,mm’’ PPmm
MMeeaassuurreemmeenntt:: {{ PPmm }}

ΣΣ PPmm == II,, PPmmPPmm’’ == δδmm,,mm’’ PPmm
MMeeaassuurriinngg:: pp((mm))==‹‹φφ||PPmm||φφ››

RReessuullttiinngg:: PPmm||φφ››//√√pp((mm))
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example
PPrroojjeeccttoorrss:: PP00 ==||00XX00||==((1100 0000))

PP11 ==||11XX11||==((0000 0011))
MMeeaassuurreemmeenntt:: {{ PP00,,PP11 }}

ΣΣ PPmm == II,, PP00PP11 == PP11PP00 == 00
MMeeaassuurriinngg:: pp((mm))==‹‹φφ||PPmm||φφ››
αα**‹‹00||++ββ**‹‹11|| PP00αα||00››++ββ||11››==αα**αα==||αα||22

αα**‹‹00||++ββ**‹‹11|| PP11αα||00››++ββ||11››==ββ**ββ==||ββ||22
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((33))

QQuuaannttuumm CCoommppuuttaattiioonnss
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Calcite Crystal

optical axis

optical axis
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ccooss θθ

ssiinn θθ

Calcite Crystal

θθ
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Photons
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+C0 C1

|Ψ〉 U |Ψ'〉

Quantum Evolution:
Unitary Operators

U |Ψ0〉
U |Ψ1〉
U +C0 C1|Ψ0〉 |Ψ1〉
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standard notations
UUnniittaarryy OOppeerraattoorrss:: UU††UU==UUUU††==II

lliinneeaarr:: UU((αα||00››++ββ||11››)) == ααUU||00››++ββUU||11››
pprreesseerrvveess ssccaallaarr pprroodduuccttss::
((‹‹ψψ||UU††))((UU||φφ››))
== ‹‹ψψ||UU††UU||φφ›› == ‹‹ψψ||II||φφ›› == ‹‹ψψ||φφ››
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example: calcite crystal

BBaassiiss ssttaatteess:: ||φφππ››,,φφ:: ppoollaarriizzaattoonn {{00,,11}}
ππ:: ppaatthh {{llooww,,hhiigghh}}

IInnppuutt ssttaatteess:: ((αα||00››++ββ||11››))||llooww››
OOppeerraattoorr:: UU:: ||00xx›› --›› ||00xx›› UU==(( ))

||11xx›› --›› ||11¬¬xx››
OOuuttppuutt ssttaatteess:: αα||00 llooww››++ββ||11 hhiigghh››

1 0 0 0
0 1 0 0
0 0 0 1
0 0 1 0
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example: Hadamard

||00〉〉 H (( ||00〉〉++||11〉〉))//√22

||11〉〉 H (( ||00〉〉−− ||11〉〉))//√22

H == 11//√22 (( ))11 11
11 −−11
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||00〉〉

||00〉〉

example: Control-NOT
||00〉〉

||00〉〉

||00〉〉

||11〉〉

||00〉〉

||11〉〉

||11〉〉

||00〉〉

||11〉〉

||11〉〉

||11〉〉

||11〉〉

||11〉〉

||00〉〉

==(( ))1 0 0 0
0 1 0 0
0 0 0 1
0 0 1 0
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((44))

GGeenneerraall MMeeaassuurreemmeennttss
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Calcite Crystal
and photodetectors

θθ

ssiinn22 θθ

ccooss22 θθ

ccooss θθ

ssiinn θθ
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standard notations

MMeeaassuurreemmeenntt:: {{ PPmmUU }}
ΣΣ PPmm == II,, PPmmPPmm’’ == δδmm,,mm’’ PPmm

MMeeaassuurriinngg:: pp((mm))==‹‹φφ||‹‹00||UU††PPmmUU||φφ››||00››

RReessuullttiinngg:: PPmmUU||φφ››||00››//√√pp((mm))
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1/2

Calcite crystal
& Photodetection

1/2
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1/2

Calcite crystal
& Photodetection

1/2
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POSSIBLE!

θ
θ
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θ θ
θ

θ
θ

IMPOSSIBLE!
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QQuuaannttuumm

CCllaassssiiccaall & Quantum Information
0000111100111111000000111100 CCllaassssiiccaall

CCooppyyiinngg:: YYeess NNOO

MMeeaassuurriinngg:: YYeess ppaarrttiiaall

BBrrooaaddccaassttiinngg:: YYeess NNOO

SSuuppeerrppoossiinngg:: NNOO YYeess

IInntteerrffeerriinngg:: NNOO YYeess
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((88))

QQuuaannttuumm CCrryyppttooggrraapphhyy
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0 1

+

×

Ambiguous Coding Scheme
KKeeyy ddiissttrriibbuuttiioonn
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0V

400V

800V

Pockel Cells
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LED Pinhole

Filter Pockel Cells

0/800V 0/400V

SENDER
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LED Pinhole

Filter

Light source:

~ 1/10 photon per pulse

n = #photons per pulse follows a

Poisson distribution Pr(n≤x) = 1-e-x/10

Problem:

• may transmit multiple correlated

polarized photons
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0/400V

Pockel Cell Calcite Crystal

Photo Multipliers

RECEIVER
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00

00 00 00 111111000000 00 00001100

00 !!!! 00 !! 11 !!!! 11 !! 00 !!!!!!!! 11 11!!!! !! 00 00 00
×× ×× ×××× ×× ×× ×× ×× ×× ×× ××++ ++ ++ ++ ++ ++ ++ ++ ++ ++ ++ ++ ++

×× ××
00 00 11 11 00 11 11 00 00 00

ΒΒ:: ++ ++ ×× ++ ++ ++ ×× ++ ++ ×× ×× ×× ++ ×× ×× ×× ++ ++ ×× ++ ×× ++

ΑΑ::
ΒΒ::

×× ×× ×××× ×× ×× ×× ×× ×× ×× ××
11 11 11 11 11 11 11 11 11 1111

++
ΑΑ:: 00 00 00 00 00 00 00 00 00 00 00 00 00

++ ++ ++ ++ ++ ++ ++ ++ ++ ++ ++ ++

0000 00 11 11 00 11 11 00 00 00ΒΒ::
11 11 11 11 11ΑΑ:: 00 00 00 00 00 00

11 11ΑΑ:: 00 00 00

≠≠== == == ==ΒΒ::
00 11 11 11 00 00ΒΒ::

11 11 11ΑΑ:: 00 00 00

2200%%

Q-distribution
of keys

BBeennnneetttt-- BBrraassssaarrdd

"
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×× ×× ×××× ×× ×× ×× ×× ×× ×× ××
11 11 11 11 11 11 11 11 11 1111

++
ΑΑ:: 00 00 00 00 00 00 00 00 00 00 00 00 00

++ ++ ++ ++ ++ ++ ++ ++ ++ ++ ++ ++

Q-distribution
of keys

"
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00 00 00 111111000000 00 00001100
×× ××
00 00 11 11 00 11 11 00 00 00

ΒΒ:: ++ ++ ×× ++ ++ ++ ×× ++ ++ ×× ×× ×× ++ ×× ×× ×× ++ ++ ×× ++ ×× ++
×× ×× ×××× ×× ×× ×× ×× ×× ×× ××

11 11 11 11 11 11 11 11 11 1111
++

ΑΑ:: 00 00 00 00 00 00 00 00 00 00 00 00 00
++ ++ ++ ++ ++ ++ ++ ++ ++ ++ ++ ++

Q-distribution
of keys

"
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00 00 00 111111000000 00 00001100
×× ×× ×××× ×× ×× ×× ×× ×× ×× ××++ ++ ++ ++ ++ ++ ++ ++ ++ ++ ++ ++ ++

×× ××
00 00 11 11 00 11 11 00 00 00

ΒΒ:: ++ ++ ×× ++ ++ ++ ×× ++ ++ ×× ×× ×× ++ ×× ×× ×× ++ ++ ×× ++ ×× ++

ΑΑ::

×× ×× ×××× ×× ×× ×× ×× ×× ×× ××
11 11 11 11 11 11 11 11 11 1111

++
ΑΑ:: 00 00 00 00 00 00 00 00 00 00 00 00 00

++ ++ ++ ++ ++ ++ ++ ++ ++ ++ ++ ++

Q-distribution
of keys

"
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00

00 00 00 111111000000 00 00001100

00 !!!! 00 !! 11 !!!! 11 !! 00 !!!!!!!! 11 11!!!! !! 00 00 00
×× ×× ×××× ×× ×× ×× ×× ×× ×× ××++ ++ ++ ++ ++ ++ ++ ++ ++ ++ ++ ++ ++

×× ××
00 00 11 11 00 11 11 00 00 00

ΒΒ:: ++ ++ ×× ++ ++ ++ ×× ++ ++ ×× ×× ×× ++ ×× ×× ×× ++ ++ ×× ++ ×× ++

ΑΑ::
ΒΒ::

×× ×× ×××× ×× ×× ×× ×× ×× ×× ××
11 11 11 11 11 11 11 11 11 1111

++
ΑΑ:: 00 00 00 00 00 00 00 00 00 00 00 00 00

++ ++ ++ ++ ++ ++ ++ ++ ++ ++ ++ ++

0000 00 11 11 00 11 11 00 00 00ΒΒ::

Q-distribution
of keys

"

11 11 11 11 11ΑΑ:: 00 00 00 00 00 00
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0000 00 11 11 00 11 11 00 00 00ΒΒ::
11 11 11 11 11ΑΑ:: 00 00 00 00 00 00

Q-distribution
of keys

"
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↑↑

0000 00 11 11 00 11 11 00 00 00ΒΒ::
11 11 11 11 11ΑΑ:: 00 00 00 00 00 00

11 11ΑΑ:: 00 00 00

== == == ==ΒΒ:: 2200%%

Q-distribution
of keys

"
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↑↑
00 11 11 11 00 00ΒΒ::

11 11 11ΑΑ:: 00 00 00

2200%%

Q-distribution
of keys

"

== == == ==ΒΒ::
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00 11 11 11 00 00ΒΒ::
11 11 11ΑΑ:: 00 00 00

2200%%

Q-distribution
of keys

"
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Q-distribution
of keys

••  ••  ••  ••  ••

• Produces raw classical key

• Observed error rate indicates amount

of eavesdropper information

• Error-correction is used to fix errors

• Random hash function is used to distill

a smaller secret classical key

••  ••  ••  ••  ••

"
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Information <--> Errors
(intercept resend)

×× ×× ++×× ××++ ++ ++ ++ ++

×× ×× ++×× ××++ ++ ++ ++ ++
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A
r
b
i
t
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a
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L
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f
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M
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r
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m
e
n
t
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Mostly Identical
Partly Secret
String

X X'

E(θθ)
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≥d

(classical) error-
correcting codes
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Identical
Partly Secret
String

X X'

E:=E(θθ)+W

W:=C⊕X

C

W

C':=W⊕X'
C

C'
X:=C⊕W
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Identical
Partly Secret
String

X X

E
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in BB84, Eve’s information at this
point (before privacy amplification)
contains:

• results of eavesdropping

• multi-photon pulses

• error correction
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Identical Secret Shorter String
through Privacy Amplification

X→→h(X)

h
X→→h(X)

E→→h(E)
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BBCM
H( G(X) | E=e,G ) > |G(X)| - 2(|G(X)|-R(X|E=e))

k:=g(X)

g
k:=g(X)

???????????
k':=g(E)
??????????


