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Basis vectors: 10> and 11>
Arbitrary states: ly>=0l0>+[311>

such that lol*+Ipl*=1

Arbitrary multi-states: (pdreC
ly>=0d00>+3101>+0110>+y111>
such that lol2+IBI2+1812+yi%=1
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Conjugate: if hy>=cl0>+BI1>=(% )
then <yl=or*C0l+B*(1I=(o* p°)

Scalar product: <ylp>=yleldp>
<010>=<111>=1 and <0I1>=<110>=0

Tensor product: IoXyl=Ip>e<yl
IOXOI=((1) 8) IOX1I=(8(1) I1X1I=(8(1)
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Photons
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_standard notations
Projector: P\l, =lyXwyl
P=%2P_ ,whereP P .=0__.P

mm’ ~ m

Measurement: { P_ }
2P =1, P P .= Sm,m, P

Measuring: p(m)=<¢IP_|$>

m

Resulting: Pmlq))/ Np(m)
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Projectors: P, =|Ox()|=! (1) 8 !
0
1

P, =I1x11=(3?)
Measurement: { P,,P, }
xp_ =1, P,P,=PPy=0
Measuring: p(m)=<o¢IP_ (>
o <O+ <1l P ocIO)+BI1>=oc*oc=‘oc‘2

o <O+ <11 P ; od0O>+BIT>=0 B—\B\Z
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Unitary Operators: UTU=UU"=I

linear: U(al0>+311>) = aUI0>+BUI1>

preserves scalar products:
(<plUt)(Ulo»)
= (ylUTUIp> = <ylllp> = <yl
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l¢p71T>,0: polarizaton {0,1}
7. path {low,high}

states: (ol0>+p11>)llow>
erator: U: 10x> => 10x> U=(;§§§§)
11x> =) [1-x)
utput states: o0 low>+BI1 high)

asis states:
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10) [H (JOY+|1))/V2
1) —[H]— (J0)-|1))/v2

H =1/x/2(i_1)
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)2 Pm =1, - 8m m’ m
easurin :p(m)=(q)I(OIUTPmUIq))IO)

Ulo>10>/Np(m)
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Calcite crystal
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Calcite crystal
& Photodetection
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Copying:

Measuring:

Broadcasting:

Superposing:

Interfering:

Yes
Yes
Yes
NO

NO

NO
partial
NO

Yes

Yes
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Key distribution

Ambiguous Coding Scheme
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Pockel Cells
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Light source:

~ 1/10 photon per pulse

Filter
n = #photons per pulse follows a

Poisson distribution Pr(n<x) = 1-eX/10

Problem:

* may transmit multiple correlated

polarized photons
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Photo Multipliers

Pockel Cell Calcite Crystal
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th o 4
U \ /
A: 011001001101 000111011000
X+ X+4+4+ X XXX ++++ XXX+ X++4+ X +
B: XX++ X++4+FX++ XX XF+FXXX+4+ X+ X +

001001001000011100011000

B 0 0w 1 190 10 1000
B 0 0 1 0 10 1 000
A 0 0 1 1 0 11 1 000

Bennett- Brassard
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A: 011001001101000111011000
X+ X+++XXXX++++XXX+X+++ X+

41




A: 011001001101000111011000
X+ X+++XXXX++++XXX+X+++ X+
B: XX+ +X+++X++XXX+XXX++ X+ X+
001001001000011100011000
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A: 011001001101000111011000
X+ X+++XXXX++++XXX+X+++ X+
B: XX+ +X+++X++XXX+XXX++ X+ X+
001001001000011100011000

A: X+ X+ ++XXXX++++XXX+X+++ X+
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Q-distribution
; of keys o :

A: 011001001101000111011000

X+ X+++XXXX++++XXX+X+++ X+
B: XX+ +X+++X++XXX+XXX++X+ X+
001001001000011100011000
X+ X+ ++XXXX++++XXX+X+++ X+

. Oy 0yl l1vO0Owryyl Oy lsy000

A
B
B 0 0 1 1 0 10 1 000
0

A: 0 | 1 0 11 1 000
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Q-distribution
of keys o

® Produces raw classical key

e Observed error rate indicates amount
of eavesdropper information

e Error-correction is used to fix errors

¢ Random hash function is used to distill
a smaller secret classical key
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Information <--> Errors
(intercept resend)

X+ X+ ++ X+ X+

o) —

X+ X+ ++ X+ X+
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Information <--> Errors

(general)
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Mostly Identical

Partly Secret
String

E(0)

5t
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(classical) error-
correcting codes
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Identical
Partly Secret
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String
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Identical
Partly Secret

String
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1

in BB84, Eve’s information at this
point (before privacy amplification)
contains:

* results of eavesdropping

e multi-photon pulses

e error correction
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Identical Secret Shorter String
through Privacy Amplification
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k:=g(X)

© Claude Crépeau

BBCM
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