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We extend the definition of an interactive proof
for language L as follows: instead of one prover
attempting to convince a verifier that z, the input
string, 1s 1n L, our prover consists of two separate
agents (or rather two provers) who jointly attempt
to convince a verifier that = is in L.

The two
provers can cooperate and communicate between
them to decide on a common optimal strategy be-
fore the interaction with the verifier starts. But,
once they start to interact with the verifier, they
can no longer send each other messages or see the
messages exchanged between the verifier and the
“other prover”.
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Multi-Prover Interactive Proofs:
How to Remove Intractability Assumptions

Michael Ben-Or* Shafi Goldwasser!

Hebrew University MIT

Abstract

Quite complex cryptographic machinery has been
developed based on the assumption that one-way
functions exist, yet we know of only a few possi-
ble such candidates. It 1s important at this time
to find alternative foundations to the design of se-
cure cryptography. We introduce a new model of
generalized interactive proofs as a step in this di-
rection. We prove that all NP languages have per-
fect zero-knowledge proof-systems in this model,
without making any intractability assumptions.

The generalized interactive-proof model con-
sists of two computationally unbounded and un-
trusted provers , rather than one, who jointly
agree on a strategy to convince the verifier of the
truth of an assertion and then engage in a polyno-
mial number of message exchanges with the veri-
fier in their attempt to do so. To believe the va-
lidity of the assertion, the verifier must make sure
that the two provers can not communicate with
each other during the course of the proof process.
Thus, the complexity assumptions made in previ-
ous work, have been traded for a physical separa-
tion between the two provers.
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We call this new model the multi-prover
interactive-proof model, and examine its proper-
ties and applicability to cryptography.

1 Introduction

The notion of randomized and interactive proof
system, extending NP, was introduced in [GMR]
and in [B]. An interactive proof-system consists of
an all powerful prover who attempts to convince a
probabilistic polynomial-time bounded verifier of
the truth of a proposition. The prover and verifier
receive a common input and can exchange upto
a polynomial number of messages, at the end of
which the verifier either accepts or rejects the in-
put. Several examples of interactive proof-system
for languages not known to be in NP (e.g graph
non-isomorphism) are known.

In [GMW1] Goldreich, Micali and Wigderson
show the fundamental result that that if “"non-
uniform” one-way functions exist (i.e no small cir-
cuits exist for the function inverse computation),
then every NP language has a computationally
zero-knowledge interactive proof system. This has
far reaching implications concerning the secure de-
sign of cryptographic protocols. It also seems to
be the strongest result possible. Results in (F] and
[BHZ] imply that if perfect zero-knowledge inter-
active proof-systems for NP exist, (i.e which do
not rely on the fact that the verifier is polynomial
time bounded) then the polynomial time hierarchy
would collapse to its second level. This provides
strong evidence that it will be impossible (and at
least very hard) to unconditionally show that NP
has zero-knowledge interactive proofs.

In light of the above negative results, it is inter-
esting to examine whether the definition of inter-
active proofs can be modified so as to still capture

16
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Classically
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D,(sqdsq,Y) = Dy((sy0z)0(s,0z),00y) < 2n/S < n/2
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standard notations
Basis vectors: 10> and 1>

Arbitrary states: IUW»=al0>+{311>
such that laR-+HBR=1
Arbitrary multi-states; ~ UBONIES
U=al00>+Bi01>+0110>+y11>
such that lal2-HBIZHSI2Hyi2=1




_standard notations
Conjugate: if [{»=01l0)+8l 1)=(g)
then <Wl=0r"<0H-B"<(1l=(a" g")

Scalar product: <Wl@=<Wlelg
<O0IO>=(11D=1 and <OID=<1I0>=0

Tensor product: Iqxtpl_lq»-(q:l
IOX(]-((I, 8) IoAl=(? 0 0 - I:I.X1I—(
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_standard notations
Projector: Pq, =]l

Measurement: { P_ }

2 Pm = I, Pum9 = .m0’ Pm

Measuring: p(m)=<@P_ l@
Resulting: P_| o/ ‘J p(m)




Projectors: Py =|°x°|-!o o!

P, =IDdi=(3%
Measurement: { PyP; }
>P =1, P,P,=P,P,=0

Measuring: p(m)=<¢P. Ip
a"‘((]+ﬂ*(1| PO a|0)+B|1)=ﬂ*ﬂ=|ﬂ|2
a*(OB°Cll P, al0>+Bi>=Rp=|B|2
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The size of atoms can be estimated with the use of Avogadro's number along
with the atomic mass and bulk density of a solid material. From these, the
volume per atom can be determined.

. Molar mass (gm)
Atomic volume =

(density in gm/cm? ){Avogadro's number)

The cube root of the volume is an estimate of the diameter of the atom. For

carbon, the molar mass is exactly 12, and the density is about 2 gm/cm”3. The
estimated volume is then

12 gm 3

-24
——————————————= % 997 10 cm
(2 gm/cm3)(6.02 x 1077)

Carbon atomic volume =

and the estimate of the carbon atomic diameter is the cube root of that.

Carbon diameter~ 2.2 x 10 °cm = 0.22 nm

This estimate is a bit small. It can be refined somewhat by considering the
atoms to be spheres and packing them in different ways. Carbon in diamond
form has a different density than graphite because of its atomic lattice structure.
But this estimate at least establishes the kind of atomic sizes expected. A

|[typical atomic diameter is 0.3 nm.
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_standard notations
Unuite Jperaiic :UTU=UU1.=I

linear: U(al0>+B11)) = aUI0»+EUI1>

yreserves scalar products:

(<prut)(Uigp)
= WUVl = <llpp = Wlg
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___example: calcite crystal
Basis states: lom ,@ polarizaton {0,1}
TC path {low,high}
Input states: (al0>+B3I1>)low

1000

Operator: U: 00 = 00 U=(::!'
1> =) [1=x>
Output states: al0 low>+3l1 high>
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Measurement: { P U }
2P =1, Pum,—E

Measuring: p(m)=<@<OUP UI@IO)
Resulting: Pmmq»lo)Np(m)
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Moral of the story:

Entanglement can cause
effects that are not
possible classically.

Non-locality can be
observed without
understanding quantum physics.

104




(RONMBRERCRA N4

|
NMKWCSQUARE

GAME#Z

©cClaude Crépeau 105



CRONMBRENGR 4 /A

|
NMKWCSQUARE

GAME#Z

©cClaude Crépeau 106



CRONMBRENGR 4 /A

MAGIC SQUARE
GANE #2 %
U

L

©cClaude Crépeau 107



CRONMBRENGR 4 /A

MAGIC SQUARE

GAME #2

©cClaude Crépeau 108



CRONMBRENGR 4 /A

MAGIC SQUARE

GAME #2

Y

109

©cClaude Crépeau



CRONMBRENCR 4% /4

MAGIC SQUARE

GAME #2

| OSE

©Claude Crépeau 110



CRONMBRENCR 4% /4

|
WINNING PROB.
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Let f be a 3-CNF boolean formula
over variables xg,...,x,—1 With m clauses ¢y, ..., Cpp—1.
For each clause, every a € {0,1}° induces an assignment
to each variable that occurs 1n the clause 1n a natural way.
The game for f is as follows. Let $ = Z,, and 1" = Z,,
let A= {0,1} and B = {0,1}, and let V (a,b| s, t) take
the value 1 1t and only 1f the assignment for the variables
in ¢, 1Induced by a satisfies ¢y and 1s consistent with the

assignment x; = b.

(X1 X310, Xq7) » (Xgy X5, X45) » -+ oy (Xq3, X7, Xq9)

Co Cq Cm 1
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X2:O C1:(O, 1, 1)

\JING/

CL2:1:9=%2
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Let the variables be L00s L01s L0025 L£10s L11s L£12,
To20, L21, Loo, Which iIltU.itiV@ly correspond toad x 3
boolean matrix. There are six parity conditions in the Magic
Square game: each row has even parity and each column has
odd parity. Each parity condition can be expressed with four
clauses. For example, tor the first row,

(Too V ZTo1 V ZTo2) A (Too V To1 V To2)
/\(.5(500 \V/ f()l \ 5(502) /\ (.CL’()() \ 201 \ f()g)

1s satisfied if and only 1t xgg @ xg1 E g2 = 0. Thus 24
clauses suffice to express all six parity conditions. This tor-
mula 1s unsatisfiable, but the perfect quantum strategy for
the Magic Square game#2 defeats the 3-SAT game for this

formula with certainty.
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(12)

o provers BC

Jassically and

Quantumly Secure
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Quantum BGKW~”
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Classically

SoUZ=Y,
S,UzZ=Y;
possible with prob. at most 2™

Quantum BGKW~”
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Quantumly

THEOREM

Let O and 1 be POVMSs such that outputs x,, and X

could be obtained by applying one of them to the
state shared among the two provers.

Suppose the success probability of unveiling 1s
Pytp; > 140,

then the [prediction probability of y,Lly, | > &4/4.

This prediction probability 1s achieved by first
applying O to the shared state followed by 1 on the

leftover system (after mostly undoing 0) or the

other way around. As a result p,+p, < 142/271V2,
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Quantumly

[.emma

Let O and 1 be POVMSs such that outputs x,, and X

could be obtained by applying one of them to the
state shared among the two provers.

Suppose the success probability of unveiling 1s
Pytp; > 140,

then the [prediction probability of (y,=y,)] > &/8.

This prediction probability 1s achieved by first
applying O to the shared state followed by 1 on the

leftover system (after mostly undoing 0) or the

other way around. As a result p,+p, < 1+y™.
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13
OMPOSABILITY |
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Classical:

Any new message from Bob should
not complete any non-local computation
the two provers would not be able to carry by
themselves using only shared local variables.

Quantum:

Any new message from Bob should
not complete any non-local computation
the two provers would not be able to carry by
themselves using only shared entanglement.
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14
OPEN PROBLEMS
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QUANTUM Two-provers Zero-Knowledge iProofs ?

QUANTUM Two-provers Secure Comptations ?

OcClaude Crépeau 2002-2006 i ——— 134



15
Quantum Teleportation

135




© Claude Crepeau 2002 =200 G



Quantum teleportation
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Quantum Information:
ixed States
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Trace-out approach:

gOH, OH,,

P =Trp(l@Xq) is & mixed state of H,

Proposition 2.1. Let {u, : 7 € I'} be any orthonormal basis of G. Then forall X € L(F ® G) it
holds that

trg X =) (I®@u})X(I®u,).

Tel’
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00, 5=3.,, Iy (aly B-(-2)*Bl~ y D,

Pg=Tr,( X, kyQ (a|yB-(-1)"Bl=yDy )

P=2, (alyCr(-1) " Bl~yD(aPF |+(-1) " BThy])

Pe=2, (aaty @y [+(-1) " Ba~y @y |[+(-1) "apHy@Th y|+BBH- ydhy]| )
=Y, (aa+BRO(J0OD[+|[1M[)+(-1)" (BaZ+apD) (j0m |+|10D])

Pe=(|0D|+|100 |) mmm (&? iﬂd Of I@o
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Multi-Prover
Commitments

and
Non-Locality

Claude Crepeau

School of Computer Science rov
McGill University N

Joint work with L Salvail, J-R Simard and A Tapp
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