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' The Enigma Machine

GERMAN ARMY MILITARY ENIGMA.
THIS MODEL WAS THE MOST WIDELY
USED VERSION OF THE GERMAN WAR-
TIME ENIGMAS.




Data Encyption Standatrd

Ciphertext
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Figure 7: Propagation of activity pattern (in grey) through a single round
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public key distribution
asymmetric encryption

asymmetric authentication
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Public-Key Distribution

{(1(p,a),b)=k=1(f(p,b),a)




Diffie-Hellman Key
Exchange
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The Discrete Logarithm and
Diffie-Hellman Assumptions

Fix a cyclic group G and a generator g € G.

Given two group elements hi,h2, define
DH,(hi,h») 9¢f= glog; h: - logg hy,

That is, if hy = g¥ and h2 = gY then
DHg(hi,h2) = g¥Y = h)Y = h)*.

* The CDH problem is to compute DHg(hi,h2) given
randomly-chosen hj and hz .
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RSA Encryption

Ad~i Shami and Len Adleman




RSA Encryption

CONSTRUCTION 10.15

Let GenRSA be as in the text. Define a public-key encryption scheme as
follows:

e Gen: on input 1™ run GenRSA(1") to obtain N,e, and d. The
public key is (N, e) and the private key is (NN, d).

e Enc: on input a public key pk = (N, e) and a message m € Zy,
compute the ciphertext

¢ := [m° mod N].

e Dec: on input a private key sk = (N, d) and a ciphertext c € Zy,
compute the message

m := [¢* mod N].

The “textbook RSA” encryption scheme.




The RSA Assumption

@ (Informal) Given a modulus N, an exponent e > 0

that is relatively prime to (p(N), and an element
y € ZN, compute %'y mod N;

@ Given N,e,y, finding X such that x* = y mod N is
hard; the success probability of any polynomial-
time algorithm is negligeable.

@ However, finding such an x is easy given p and q
such that N=pg : an exponent d can be easily

computed so that x = /'y mod N = y? mod N.
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