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Fast Exponentiation

Input: base x and exponent e.

Output: xe.                        // *** warning |xe|~e|x| *** 
 
y = 1 
WHILE e>0 DO 
   IF e%2 = 1 THEN y = xy 
   e = e/2; x = x2 
return y

running time is O(e|x|2) = O(2|e||x|2)



Fast Modular 
Exponentiation

Input: base x ,modulus N and exponent e.

Output: xe %N . 
 
y = 1 
WHILE e>0 DO 
   IF e%2 = 1 THEN y = xy %N 
   e = e/2; x = x2 %N 
return y

running time is O(|e|*|x|2) = O(|x|3)
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Example
513 mod 7

= 58+4+1 mod 7
= 58x54x51 mod 7

50, 51, 52, 54, 58

≡ 1, 5, 4, 2, 4 (mod 7)
= 4x2x5 mod 7
= 1x5 mod 7
= 5



1.2.2 GCD calculations and multiplicative inverses

Note. gcd(a, b) = g → ∃x,y ∈ Z such that g = ax + by. The following
recursive definition is based on the property gcd(a, b) = gcd(a, b− a).

gcd(a, b) =

{

a if b = 0
gcd(b, a mod b) otherwise

The idea behind the following iterative algorithm is to maintain in each
iteration the relations g = ax+by and g′ = ax′ +by′ while reducing the value
of g.

At the end of the algorithm, the value of g is gcd(a, b). The final value
of x is such that ax ≡ g (mod b) and by symmetry, the final value of y
is such that by ≡ g (mod a) . When gcd(a, b) = 1, we find that x is the
multiplicative inverse of a modulo b and that y is the multiplicative inverse
of b modulo a.

8
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Euclidian Algorithm

Input: integers a,b.

Output: g,x,y such that g=GCD(a,b).  
 
g = a; g’ = b; 
WHILE g’>0 DO 
   k = g/g’ 
   g’’ = g-kg’;                                            // g’’ = g %g’ 
   g = g’;  
   g’ = g’’;  
return g

running time is O(|a|*|b|)



EXAMPLE



EXAMPLE
gcd(7,19)



EXAMPLE
gcd(7,19)
= gcd(19,7)



EXAMPLE
gcd(7,19)
= gcd(19,7)
= gcd(7,19 mod 7)



EXAMPLE
gcd(7,19)
= gcd(19,7)
= gcd(7,19 mod 7)
= gcd(7,5)



EXAMPLE
gcd(7,19)
= gcd(19,7)
= gcd(7,19 mod 7)
= gcd(7,5)
= gcd(5,7 mod 5)



EXAMPLE
gcd(7,19)
= gcd(19,7)
= gcd(7,19 mod 7)
= gcd(7,5)
= gcd(5,7 mod 5)
= gcd(5,2)



EXAMPLE
gcd(7,19)
= gcd(19,7)
= gcd(7,19 mod 7)
= gcd(7,5)
= gcd(5,7 mod 5)
= gcd(5,2)
= gcd(2,5 mod 2)



EXAMPLE
gcd(7,19)
= gcd(19,7)
= gcd(7,19 mod 7)
= gcd(7,5)
= gcd(5,7 mod 5)
= gcd(5,2)
= gcd(2,5 mod 2)
= gcd(2,1)



EXAMPLE
gcd(7,19)
= gcd(19,7)
= gcd(7,19 mod 7)
= gcd(7,5)
= gcd(5,7 mod 5)
= gcd(5,2)
= gcd(2,5 mod 2)
= gcd(2,1)
= gcd(1,2 mod 1) = gcd(1,0) = 1



1.2.2 GCD calculations and multiplicative inverses

Note. gcd(a, b) = g → ∃x,y ∈ Z such that g = ax + by. The following
recursive definition is based on the property gcd(a, b) = gcd(a, b− a).

gcd(a, b) =

{

a if b = 0
gcd(b, a mod b) otherwise

The idea behind the following iterative algorithm is to maintain in each
iteration the relations g = ax+by and g′ = ax′ +by′ while reducing the value
of g.

At the end of the algorithm, the value of g is gcd(a, b). The final value
of x is such that ax ≡ g (mod b) and by symmetry, the final value of y
is such that by ≡ g (mod a) . When gcd(a, b) = 1, we find that x is the
multiplicative inverse of a modulo b and that y is the multiplicative inverse
of b modulo a.
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Extended Euclidian 
Algorithm

Input: integers a,b.

Output: g,x,y such that g=GCD(a,b) and g = ax+by. 
 
g = a; g’ = b; x = 1; y = 0; x’ = 0; y’ = 1; 
WHILE g’>0 DO 
   k = g/g’ 
   g’’ = g-kg’; x’’ = x-kx’; y’’ = y-ky’;               // g’’ = g %g’ 
   g = g’; x = x’; y = y’;  
   g’ = g’’; x’ = x’’; y’ = y’’;  
return g,x,y

running time is O(|a|*|b|)
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EXAMPLE
gcd(7,19)
= gcd(1,0) = 1 x=-8,y=3,x’=19,y’=-7

thus
1 = -8x7 + 3x19

and
7-1 mod 19 = 11 = -8 mod 19
19-1 mod 7 = 3 = 3 mod 7



Primality Testing
Input: base a, modulus N.

Output: Is N a base-a pseudo-prime? . 
 
IF GCD(a,N) > 1 THEN return False 
set s ≥ 0 and t (odd) s.t.  N-1 = t2s 
x = a2 %N; y = N-1  
FOR i = 1 TO s 
   IF x = 1 AND y = N-1 THEN return True  
   y = x; x = x2 %N 
return False 

running time is O(|N|4)
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Definitions

DEFINITION A public-key encryption scheme is a 
tuple of PPT algorithms (Gen,Enc,Dec) s.t. : 

1. The key generation algorithm Gen takes as input 
the security parameter 1n and outputs a pair of keys 
(pk,sk). We refer to the first of these as the public key 
and the second as the private key. We assume for 
convenience that pk and sk each have length at least n, 
and that n can be determined from pk, sk. 



Definitions

2. The encryption algorithm Enc takes as input a public 
key pk and a message m from some underlying plaintext 
space. It outputs a ciphertext c, and we write this as  

                          c ← Encpk(m). 

3. The decryption algorithm Dec takes as input a private 
key sk and a ciphertext c, and outputs a message m or a 
special symbol ⊥ denoting failure. We assume without  loss 
of generality that Dec is deterministic, and write this as 
                           m ≔ Decsk(c).



Definitions

It is required that there exists a negligible function negl 
such that for every n, every (pk,sk) output by Gen(1n), and 
every message m in the appropriate underlying plaintext 
space, it holds that 

            Pr[ Decsk(Encpk(m)) ≠ m ] ≤ negl(n).



Private inventors

RSA Encryption
Public inventors

Ellis,     Cocks,   Williamson
1970’s



In Cocks’ variation, e=N and
therefore d=N-1 mod φ(N).

RSA Key Generation

Input: Security parameter 1n.

Output: N, e, d of size n. 
 
N ← p*q           // for some large random primes p, q 
φ(N) = (p-1)*(q-1) 
choose randomly e such that GCD( e , φ(N) )=1 
compute d = e-1 mod φ(N) 
return (N,e,d)



RSA Encryption

Gen: on input 1n run GenRSA(1n) and obtain (N,e,d).  
Let ⟨N,e⟩ be the public-key and ⟨d⟩ the private key.

Enc: on input ⟨N,e⟩ and a message 0<m<N compute 
                              c = me mod N

Dec: on input ⟨d⟩ and a ciphertext 0<c<N compute 
                              m = cd mod N



The RSA Assumption

The RSA problem can be described informally as 
follows: given a modulus N,  an integer (exponent)    
e > 0 that is relatively prime to φ(N), and an element 
y ∈ Z*N,  compute e√y mod N;

Given N,e,y find x such that xe = y mod N.



The RSA Assumption

The RSA experiment RSA-invA,GenRSA(n): 

1. Run GenRSA(1n) to obtain (N,e,d).

2. Choose y ← Z*N. 

3. A is given N,e,y, and outputs x ∈ Z*N. 

4. The output of the experiment is defined to be 1 if  
y = xe mod N , and 0 otherwise.



The RSA Assumption

DEFINITION We say that the RSA problem is hard 
relative to GenRSA if for all probabilistic polynomial-
time algorithms A there exists a negligible function negl 
such that 

           Pr[ RSA-invA,GenRSA(n) = 1 ] ≤ negl(n).
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∑sizi mod z0 ≈ ∑sixi mod x0
1≤i≤k

si∈{0,1}
1≤i≤k

±2(ke0+∑ei)
1≤i≤k
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| ∑sizi mod z0 - (∑siqi mod q0) × p |
1≤i≤k

si∈{0,1}
1≤i≤k

≤ 4k|emax|
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Approximate Integer GCD
Ω(s)=∑sizi mod z0

1≤i≤k

s∈{0,1}n
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|emax| ≤ ∂ ≪ p/8k

Approximate Integer GCD
Ω(s)=∑sizi mod z0

1≤i≤k

s∈{0,1}n

Ω(s)-p[Ω(s)/p] = small even error
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SK : p



PK : z0, z1, z2,..., zk, ∂≪p/8k≪∂′≪p/2

AIGCD encryption
SK : p

ei ∈U [-∂...+∂]



PK : z0, z1, z2,..., zk, ∂≪p/8k≪∂′≪p/2

AIGCD encryption

s ∈U {0,1}n
enc(b) = Ω(s)+2e+b

e ∈U [-∂′...+∂′]

SK : p

ei ∈U [-∂...+∂]



PK : z0, z1, z2,..., zk, ∂≪p/8k≪∂′≪p/2

AIGCD encryption

dec(c) = c-p[c/p] mod 2
              = parity of error

s ∈U {0,1}n
enc(b) = Ω(s)+2e+b

e ∈U [-∂′...+∂′]

SK : p

ei ∈U [-∂...+∂]
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