o B e 1t . - —y - g8 7 b B AL pas L T A e
B Srae L RPN s b b ) S5 el = BT . o /) " - -




Introduction
to Cryptography I1

COMP 102A, Lecture 16



- vone [merosmess| Tovo  [NET

2013/01/08

k
i tasks ENCRYPTION | AUTHENTICATION IDENTIFICATION
security

SYMMETRIC
INFORMATION

THEORY

SYMMETRIC
COMPLEXITY
THEORY

ASYMMETRIC
COMPLEXITY
THEORY




Complexi

Theoretical




Complexity Theoretical Symmetric Cryptography |

Authentication

|dentification




_Pseudo-random Bit Generator

o
:
A
\

-/
xt

RANDOM




Truely Random Bits




Pseudo-random Bits







Encryption

]




SERRRRE
AR

1X91IBI[0

NN ENNEN Aoy-opnasd

1xauraydio

1xauraydio

1X91IB9[0

NN ENNEN Aoy-opnasd



he Enigma Machine

< !‘ A '-.l* sty :
'# ..

GERMAN ARMY MILITARY ENIGMA.




[ . 2

Data Encxption Standatrd

, » _ .
v

L=

R2= LigF ( Ri,K2)

Rs=L 14 (-ﬁz Rs ,Kis )




N ByteSub

ShiftRow

Joan Daemen

Ea

[I][I][I][I][I][I] MixColumn o Vince;‘Ri’jmen

% AddRoundKey

Figure 7: Propagation of activity pattern (in grey) through a single round
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