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The Discrete Logarithm and 
Diffie-Hellman Assumptions

Fix a cyclic group G and a generator g ∈ G. 
Given two group elements h1,h2, define 

          DHg(h1,h2) def= glogg h1 · logg h2. 

That is, if h1 = gx and h2 = gy then 

           DHg(h1,h2) = gx·y = h1y = h2x .
 
• The CDH problem is to compute DHg(h1,h2) given 
randomly-chosen h1 and h2 . 
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RSA Encryption

Ron Rivest,          Adi Shamir   and  Len Adleman
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RSA Encryption
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The RSA Assumption

(Informal) Given a modulus N, an exponent e > 0 
that is relatively prime to φ(N), and an element
y ∈ Z*N, compute e √y mod N;

Given N,e,y, finding x such that xe = y mod N is 
hard; the success probability of any polynomial-
time algorithm is negligeable.

However, finding such an x is easy given p and q 
such that N=pq : an exponent d can be easily 
computed so that x = e √y mod N = yd mod N.
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